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MEDIA LITERACY AND TECHNOLOGICAL TOOLS IN THE
PROFESSIONAL DEVELOPMENT OF FUTURE OFFICERS AT MILITARY
ACADEMIES

The modern challenges of the information society require military professionals
not only to possess a high level of professional knowledge but also to be able to navigate
the media space, critically evaluate information, and effectively employ advanced
technologies in their activities. Indeed, information security, cyber threats,
manipulative technologies, and hybrid forms of warfare today play a decisive role in
ensuring national security. This issue is of particular importance in military academies,
where the future elite and defenders of the state are being trained. It is here that classical
military knowledge must be integrated with innovative media-educational approaches,
the use of digital technologies, and modern communication tools. Such an approach
contributes to the development of critical thinking among future officers, their ability
to adapt swiftly to changes, counter disinformation, and make effective decisions under
the conditions of informational threats.

That is why training programs for the military must include both theoretical
knowledge and practical exercises: analysis of real information campaigns, modeling
of disinformation scenarios, and practicing skills to counter psychological pressure.

After 2022, this topic became extremely relevant for Ukraine, and as a result, the
Armed Forces of Ukraine are undergoing active transformation in accordance with
NATO standards. The priority for the state leadership, responsible ministries, and
military education institutions should be to harmonize digital transformation standards
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and develop a modern military training system. The main task of this system is to train
competent and highly qualified officers capable of acting effectively in conditions of
hybrid threats, information and digital warfare, and rapid changes in the operational
environment [1].

Our country has developed an online course on LMS Moodle entitled “Digital
Technologies in the Professional Activities of Military Officers of the Armed Forces of
Ukraine” based at the National Defense University of Ukraine. This is an excellent
opportunity for future officers to master knowledge about the possibilities of using
digital technologies and to develop the skills and abilities of military commanders to
carry out effective planning, interaction, and task execution, simplify the processes of
organizing and distributing official duties that require knowledge of digital means of
communication, and use web applications and digital tools. Methodological
recommendations have also been developed for teachers of military higher educational
institutions, covering the main practical aspects of the use of digital tools: visualization
(graphic design platforms); collection, processing, and generalization of information
(spreadsheet software); data analytics; digital tools for planning; project
implementation, as well as recommendations for protecting information in information
and telecommunications networks.

With the participation of the UN, Taras Shevchenko National University of Kyiv,
and the Filter project, the OSCE Training Manual “Media Literacy: Training Manual”
was developed with the participation of the UN, Taras Shevchenko Kyiv National
University, and the Filter project. It includes a theoretical framework and practical
exercises on fact-checking, information verification, and critical thinking, and can be
used as teaching material to raise awareness among cadets [2].

NATO conducts training courses for public affairs officers. These courses are
multi-level and cover both basic and specialized topics aimed at developing
professional competencies in the areas of communications, crisis management, and
information security. Courses such as BPAC (Basic Public Affairs Course) are two-
week basic courses held at the Public Affairs Regional Centre (PARC) in Skopje. It
focuses on learning the basic principles of military communications, working with the
media and the public, and developing basic crisis communication skills. The Crisis
Communication Course (CCOM) is a specialized course dedicated to effective
communication techniques in crisis situations.

The training focuses on strategic planning, rapid response, and public relations
during crises. PAIO (Public Affairs in International Operations) is a program designed
for officers working in NATO international operations. The course covers issues of
public communications in multinational environments and interaction with different
cultural and informational contexts [3].
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The US TRADOC works with media education through a comprehensive and
systematic approach to training US Army personnel, focusing on the development of
communication skills, media literacy, information security, and crisis management. The
organization’s training programs integrate both theoretical knowledge and practical
skills necessary for effective interaction with the media, preparation of press releases,
information messages, and work with social networks. Particular attention is paid to
training Public Affairs officers to respond to crisis situations where it is necessary to
react quickly to information threats, confidential data leaks, or reputational risks. In
addition, TRADOC actively uses modern digital technologies, including simulations,
virtual and augmented reality, to practice communication scenarios and develop critical
thinking about the reliability of information. Cooperation with NATO and other
international partners allows for the exchange of experience, the improvement of
training materials, and the training of officers capable of working effectively in
multinational operations while maintaining high standards of information security and
professional communication [4].

Military educational institutions in Ukraine can adapt the TRADOC approach to
training Public Affairs officers, emphasizing the real needs of war and information
warfare. Cadets should learn not only communication theory, but also practical skills
for working with the media in crisis situations, creating press releases, social media
posts, and interacting with journalists during combat operations. It is important to
include training in recognizing disinformation and fake news, as well as training in
protecting information from cyberattacks. Practical exercises can simulate data leaks,
reputational threats, and working in stressful and dangerous conditions using VR
simulations or scenarios close to combat. Instructors should improve their
qualifications abroad and adapt NATO best practices to Ukrainian realities. Educational
institutions can create special Public Affairs and media education centers with
laboratories and simulators for practicing skills in a safe environment. Joint training
with international partners will help cadets prepare for multinational operations and
respond quickly to information threats. It is important to continuously evaluate the
effectiveness of training and collect feedback so that programs remain relevant to
modern combat conditions and the information environment.

Therefore, in today’s environment, media literacy is becoming not just a skill for
Ukrainian officers, but a critical competency that allows them to operate effectively on
the information front. Mastering media literacy and crisis communications enables
officers to respond quickly to threats and ensure strategic coordination in the complex
conditions of war.
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KaH/IUJIAT TEXHIYHUX HAYK, JIOIEHT,

T.B.O. 3aBigyBaya kadenpu
1H(hOpMAIITHUX TEXHOJIOTIH,
JIHITTPOBCHKOTO JIEPKABHOTO
YHIBEPCUTETY BHYTPILIHIX CIIPaB

(m. Auinpo, Yrpaina)

BUKOPUCTAHHSA IHTEJIEKTYAJIBHUX HABYAJIBHUX CUCTEM
HA OCHOBI LITYHHOI'O IHTEJIEKTY JUIA HIAT'OTOBKH
BIMCBbKOBHUX ®AXIBIIIB

[Mtyunnii intenekt (1) € onHi€r0 3 KIFOYOBUX TEXHOJOTIA CYy4acHOCTI, IO
IHTEHCHUBHO PO3BUBAETHCS Ta THTETPYETHCS B Pi3HI ChepH CYCIUIBHOI TISIBHOCTI —
0i3nec, meauinuHy, ¢iHancu, Oe3neky i Hayky. [Iporpec y nHampsmax Artificial
Intelligence (AI), Data Science ta Machine Learning (ML) 3a0e3neuye peaizaiiito
3aBlaHb, SKI paHillie BBaXalucia CyTo (aHTACTUYHUMHU: aBTOMATHU30BaHE
pO3Mi3HaBaHHS 300pakeHb 1 MOBJICHHs, OlOMETpUYHA 1AEHTU]IKALIs, MIATPUMKA
MPUAHATTS CKJIAQAHUX PIllIeHb, TMPOTHO3YBaHHS MOBEAIHKOBUX MOJECIICH, aBTOHOMHE
KepyBaHHS TPAHCIIOPTHUMU CUCTEMaMHU Ta ONTUMI3allisl MappyTiBu [ 1, 2].

CyvacHi BUKJIMKHM y cpepl HALIOHAbHOT O€3MeKH MOTPeOyIOTh SIKICHO HOBOTO
MIIXO0Y /10 BIHCHKOBOT OCBITH. TpaulliifHi METOIY MIATOTOBKU KYPCAHTIB Ta CIyXayiB
y>K€ HE TIOBHOIO MIPOIO BIAMOBIAI0Th BUMOTaM IIBUJIKOI afanTallii 40 3MiHHUX YMOB
BEJICHHS OOMOBHX iii, PO3BUTKY TEXHOJIOT1M Ta 3aCTOCYBaHHS HOBITHIX ITU(POBUX
3aco0iB. Y 1IbOMYy KOHTEKCTI iHTenekTyanbHl HaB4danbHi cuctemu (IHC) Ha ocHOBI
mrygHoro iHtenekty (L) mocraroTh e(peKTHBHMM I1HCTPYMEHTOM ONTHMI3aIlii
OCBITHBOTO TIPOIIECY.
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