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USE OF DIMENSIONAL AND DIMENSIONALLESS COMPLEXES
TO DESCRIBE AN EXPLOSION

The paper considers the development and verification of a system of dimensional and dimensionless
complexes that adequately describe the physics of electrical conductor explosions (ECEs) in a wide range of
modes, providing the possibility of predictive scaling and process control. In conditions where the source
parameters (capacitance of the capacitor bank €, inductance of the discharge circuit Z, initial voltage /) and
conductor geometry can vary widely, the ECEs process acts as a flexible technical tool. The influence of the
main parameters of the power source - capacitor bank capacity (C), discharge circuit inductance (£) and
initial voltage (Uh) - as well as the geometry of the conductor on the kinetics of energy transformations during
ECEs is considered. It is shown that changing these parameters allows varying the rate of energy release, the
temporal evolution of current and voltage, the temperature and volume of plasma, which directly determines
the intensity of mechanical (shock wave, pressure) and electro-optical (luminescence, radiation spectrum)
effects. For each group, the physical content, limits of applicability, and its effect on the peak excess pressure,
duration of the positive phase, impulse, as well as the radiation characteristics and dimensional-energy
distribution of particles in the case of nanomaterial synthesis are determined. The methodology combines
analytical calculations, scaled experimental studies of discharge series with variations in C, £, Uy, conductor
geometry, and medium properties. The expected results are universal empirical and semi-automated
correlations that will allow controlling the characteristics of the ECEs for specific applications: a pulsed light
source with a controlled spectrum and duration, a controlled shock wave generator for research and industrial
needs, and adaptive pulse current interrupters. The results obtained can be used to develop pulsed light
sources with a controlled spectrum, shock wave generators and adaptive switching systems in high-voltage
technology, as well as in the development of a device for detecting and clearing mines on water logistics routes
for operational units of the National Guard of Ukraine in the conditions of performing combat missions.

Keywords: explosion; parameter, installation; current; impact,; conductor.

Statement of the problem. The ability to vary the electrical parameters of the power source,
the characteristics of electrical conductor modifying the conductor geometry, or changing the
explosions (ECEs) over a wide range by adjusting properties of the surrounding medium makes ECEs
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ISSN 27866920 HAYKOBHH BICHUK KI HT'Y M 2 (7) 2025 7



ABRAMOYV Serhii, TYTARENKO Oleksii. USE OF DIMENSIONAL AND DIMENSIONALLESS COMPLEXES
TO DESCRIBE AN EXPLOSION

a readily tunable “tool” that significantly broadens
their range of applications [1-3]. Varying the
capacitance of the capacitor bank, the inductance
of the discharge circuit L, or the initial voltage Us
can substantially affect both the rate of energy
release during the explosion and the total energy
released in an ECE. This enables the use of an
exploding conductor as a pulsed light source, a
source of shock waves (SWs), an interrupter of
pulsed currents, and a tool for producing
nanomaterials with controllable particle sizes [4],
among other applications.

Analysis of recent research and publications.
In this context, the task of finding wire and circuit
parameters for achieving a specific technological
effect becomes relevant; this concerns the
classification of explosions and the tools for
determining the necessary parameters [5]. The first
work devoted to the classification of different types
of electrical conductor explosions (ECEs) based
on a range of different characteristics is presented
in this publication [6]. The question of which
parameters and sets of metrics can most
comprehensively characterize the results obtained
in explosion experiments was also addressed in
carlier studies. For example, in [7, 8], when
investigating the electrical and  optical
characteristics of conductor explosions up to the
moment of explosion, dependencies of the
volumetric energy density W/V for conductors of
various materials (in later works the energy density
W/m was used) on the current density were
constructed. These studies were the first to propose
using an additional variable quantity—the so-
called “action integral:

S = [ I2dt, (1)

where: I is the current in the discharge channel.
These approaches to the classification and analysis
of experimental results are actively used at present
as well [9, 10].

Another approach to the problem is also used,
based on the application of dimensional and
similarity methods to the study of electrical
conductor explosions (ECEs) (see [11]). In the

works of several authors, it has been shown that
identical oscillograms — characterized by the same
decay phase, its depth, and the magnitude of the
secondary discharge current pulse — can be
obtained with different combinations of exploding
conductor parameters. The presence of identical
electrical  characteristics allowed for the
assumption of the phenomenon’s similarity. As a
result of analyzing arrays of experimental data and
physical processes occurring at various stages of
the explosion, these authors obtained certain
dimensionless sets — similarity criteria — whereby
the electrical characteristics of the explosion for
these stages coincided when the criteria were
preserved. The advantages of this approach include
the clear analytical form of the resulting
expressions and the possibility, based on them, to
predict the type of electrical characteristics in
ECEs under different conditions.

The purpose of the article is to clarify how
these two approaches — based on the analysis of
dimensional and dimensionless sets describing the
explosion — relate to each other and to what extent
they can be used to predict the parameters of
currents arising during an electrical conductor
explosion (ECE), and particularly the shock
waves (SWs).

Presentation of the main material. To
determine the influence of various factors and
parameters of an ECE — both “primary” ones, such
as current, voltage, conductor length, etc., and
composite ones (stored energy, similarity criteria,
etc.) — on the amplitude of the shock wave
generated by the explosion, we use the widely
known experimental data presented in [11] to
analyze the impact of changes in dimensionless
similarity criteria on the electrical characteristics of
ECEs. The criteria obtained in this work include, in
addition to combinations of the discharge circuit
parameters and a set of values characterizing the
properties of the conductor material, also the
geometric parameters of the conductors. For
example, the P2 criterion includes the conductor
diameter d.,:

— 1 . C3/2 Ug (2)
S2y00(Am+Ap) L'z’

Py
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and the P;s criterion — its length / w:

AP
3 7 yVIc

3)

Here, yo is the density, co is the electrical
conductivity, and A, and A_b are the specific heats
of melting and vaporization of the conductor
material, which characterize the individual
properties of the conductor metal. In (2), S is the
cross-sectional area of the conductor, S = nd?4,
and in (3), 4 = 10* (V*s)/m? is the spark constant,
which does not depend on the conductor material.

To illustrate the effect of changing these
parameters on the nature of the explosion, [11]
presents dimensionless current oscillograms for the
electrical explosion of copper conductors, showing
the change in the sharp decay phase of the current
when varying P> by changing the conductor
diameter d w (Ps and the conductor length / w
remain unchanged). From the presented current
oscillograms, it follows that as the diameter of the
exploding conductor increases, the first current
peak rises, as does the time to explosion. At the
same time, the initial rising sections of the current

coincide with the short-circuit current and with
each other. To illustrate the effect of changing Ps
(varying / w, d w unchanged) on the nature of the
explosion, another set of current oscillograms is
presented. It is shown that changing the conductor
length has little influence on the explosion phase.
A third set of oscillograms is provided to
demonstrate the actual similarity of the electrical
characteristics of the explosion under different
conditions when both P> and Ps are kept equal. At
the same time, practically all dimensional
parameters characterizing the explosion regime can
vary quite significantly.

The main electrical parameters and the
parameters of the exploding conductors for these
three cases are presented in Table 1. In the first
group (I), numbers 1 to 3 show the parameter
values with constant Ps and / w, while in the
second group (II), numbers 4 to 9 correspond to
unchanged P> and d w. The parameter set labeled
Il in Table 1 (numbers 10 to 13) corresponds to the
situation where the presented discharge current
curves are similar (practically coinciding) for
different regimes in which P2 and Ps are the same.

Table 1. Main electrical parameters and parameters of exploding conductors

10U3013 10-C6’c1> 10L-5 r I1r(l)l3a N 101‘?A 1(6){?M 10V6VOI/[’:I1(,/M Iy 101 151072 | T2/
1 14 99,0 3 80,4 100 0,40 86,46 | 36,10 2,960 122,00
1 2 » » » » » 0,50 55,33 14,80 » 50,00
3 » » » » » 0,68 29,92 4,33 » 14,60
4 » » 10 44,0 20 0,50 | 276,70 | 8,10 0,065 10°
5 » » » » 40 » 138,30 » 0,259 312,00
6 » » » » 100 » 55,33 » 1,620 50,00
I 7 » » » » 140 » 39,52 » 3,180 25,50
8 » » » » 180 » 30,74 » 5,250 15,40
9 » » » » 260 » 21,28 » 11,000 7,39
10 40 3,0 2,26 46,1 116 0,30 32,78 5,66 3,230 17,50
11 18 34,6 2,53 66,6 100 0,51 30,73 5,08 3,300 15,40
m 12 14 99,0 3,00 80,4 100 0,66 31,76 4,87 2,960 16,50
13 8 48,0 10,60 17,0 67 0,33 30,02 4,57 3,110 14,70
ISSN 2786-6920 HAYKOBHH BICHHUK KI HI'Y M 2 (7) 2025 9
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In Table 1: Us — initial voltage of the capacitor
bank, C — capacitance of the capacitor bank, L —
inductance of  the discharge circuit,
Luax = Us / N(L/C) — maximum current, ,, d —
length and diameter of the conductor, Wo/m — ratio
of stored energy to conductor mass, P and P; —
similarity criteria.

The mathematical model describing the currents

arising during an UEE includes a number of
relations that characterize the complex nonlinear
process of conductor destruction under the action
of high current pulses, Joule heating, plasma
expansion in the discharge channel, and so on,
including a system of hyperbolic-type equations to
describe the behavior of gas-dynamic parameters in
space. Such systems of equations do not admit
analytical solutions, so the problems were solved
numerically.
For the mathematical description of ECEs, the
thermal explosion model proposed in [12] was
used. The adiabatic heating of the conductor in the
model is described by a system of equations with
dimensionless variables:

i” + RyCw(ir) +i=0;

_(I34R o
o= ( " CpmwTCw)l " @
r=(1-0m

which includes the equations of the RLC discharge
circuit (R — resistance, Q), the heat balance
equation, and the equation relating the conductor’s
resistance to temperature.

Here, i = I/ls.x, where I is the discharge
current in the circuit; » = R/Ro; 6 = T/T,, Uy s the
initial voltage; Ro is the resistance at the initial
temperature 7o, °C; T, is the critical temperature;
¢p, my are the heat capacity ([c,] = J/(kg-K)) and
mass of the conductor ([m_w] = kg). A prime
denotes the derivative with respect to t=wm¢

(t — time, © = (LC)_1/2). From system (4), it is
straightforward to eliminate the temperature. By
combining the second and third equations of the
system, one can write: 0 ' = (I,° Ry/emT.o)i >

(1-0)".

Integrating the above equation under zero initial
conditions (t = 0, 6(0) = Bo), we obtain the
dependence of the resistance on the ‘“action
integral” S; in the form [13]:

r=(1-P, fOTiZ dr) ™+ (5)

where n =~ 3.5 is the exponent.

The combined solution of the current equation
from system (4) and relation (5) gives the
dependence of the conductor’s resistance on the
current at any phase of the conductor explosion.
The initial conditions for solving system (4) are
“zero”:

0) = 1, i(0) = 0, 6(0) = 6. (6)

To “individualize” the fluid flow, it is necessary
to link the solution of the conductor explosion
problem with the flow problem by determining the
conditions at the contact break. For this purpose,
we use an equation describing the displacement of
the conductor surface due to thermal
expansion.The radial thermal expansion of the
conductor depends linearly on temperature,
a = ao(l + aT), so the expansion velocity (for a =
const, where a is the linear thermal expansion
coefficient, and a is the conductor radius) is given
by:

a = Pgi%r, (7

where P, = alf, Ry/C, mw. Here, we used the
energy balance from system (4) to eliminate the
temperature. Solving system (4) in the form
modified by (7), and in the presence of (6),
provides the law of thermal expansion of the
conductor, which is necessary to detail the flow in
an underwater electrical explosion of conductors .

The plasma (arc) stage of an wunderwater
electrical explosion (UEE) can be described within
the framework of the model developed in [14]. The
energy balance for the discharge channel is written
as [15]:

(Vo — DY(PF) + PF = 2ILi%r/m,  (8)

where P, F, i, r are the dimensionless pressure,
cross-section, current, and resistance of the
discharge channel, respectively:

F=5/Ses, P=P/Pys, S=ma? Ser = nUG(C/w?yo))Y?; Pop = yoSeyw?/2m.
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To determine the electrical resistance of the
discharge channel, an empirically established
relation is used [11].

Al(Yq-1) _
ROPefSef( )F2. )

Equations (8) and (9), together with the current
equation (4), form a system of equations for
determining the boundary conditions used to solve
the boundary-value problem. The initial conditions
are chosen as “natural” — the radius of the discharge
channel, as well as the pressure and velocity fields
in the calculation region, are known at the moment
of the conductor-to-discharge-channel
“switching.”

The system of unsteady gas-dynamic equations
with one spatial variable in differential form (in
Eulerian variables) is written as [16]:

9 ") + 2L (xPyu) = 0:

5 (X7Y) + - (xPyuw) = 0;
a d —
5 (") + — (x"(p + yu?)) = vx"p;

sl e+ D+ feem e+ )] = 0

where x, t are Eulerian coordinates; y — density;
€ — specific internal energy of the gas; p — pressure;
the exponent v = 0 for planar, v =1 for cylindrical,
and v = 2 for spherical flow symmetry.

The flows arising during an wunderwater
electrical explosion of conductors (UEE) generally
have cylindrical symmetry; therefore, we will
assume v = 1 hereafter. For an unambiguous
description of the flow, system (10) is
supplemented with the equation of state of the fluid
in the Tait form:

(10)

y X

P=¢G (yo) B, (11)
where G, y, B are constants. The initial conditions
for system (10) were: P(0, x) = Poo, u(0, x) = 0,
ao <x <x_b, where xb is the radius of the cylinder
(calculation region). At the conductor (channel)
surface and at the boundary of the calculation
region, no-flow boundary conditions were applied.
The conductor was positioned coaxially within a
rigid cylindrical shell with a diameter of 11 mm.

To solve system (4), a correction formula for the
one-dimensional case was used in combination
with the Runge—Kutta method, applying direct
iterations at each step. The integration of the
system equations over a small time interval At was
carried out using artificial correction formulas
derived from interpolation relations. Considering
the smallness of At, the trapezoidal rule was used
for integrating the functions, while the products of
functions were integrated using the artificial
formulas.

The system of equations (10)—(11) with the
initial and boundary conditions was solved using
the standard finite-difference method of
S. K. Godunov [16]. The model was tested by
comparing the calculation results  with
experimental data [17].

Some results of the calculation of conductor
explosions in water for the circuit and conductor
parameters given in Table 1 are presented in
Table 2. The row numbering and parameter groups
correspond to those in Table 1 — for example, row
1 shows the results of the UEE calculation with the
parameters listed in row 1 of Table 1.

Table 2. Results of conductor explosion calculations in water

9 ]Vmax’ 109 ]Vmax/lw’ Iex’ 103 3 A2 tex’ 10_6 L% VVCX’ ch/m’ 106
e 107 Ta Bt 10° Bt/™m A Lo/ lnax | S 10° A% c rnJLC | JIx JIx/kr
1 0,260 5,89 58,9 40,00 | 0,498 6,05 9,89 | 0,183 672 5,990
I |2 0,298 6,29 62,9 52,60 | 0,654 14,80 13,50 | 0,250 | 1047 5,969
3 0,339 6,13 61,3 71,30 1 0,886 | 50,50 | 21,70 | 0,400 | 1945 5,997
4 0,240 0,57 28,4 35,70 | 0,810 14,80 | 30,20 | 0,305 | 210 5,995
5 0,237 1,16 28,9 35,40 | 0,804 14,80 | 30,30 | 0,306 | 421 6,015
I 6 0,227 2,54 254 34,50 | 0,784 14,80 | 30,60 | 0,310 | 1050 5,989
7 0,221 3,80 27,1 33,93 0,770 14,80 3090 | 0,312 | 1479 6,026
8 0,225 4,45 24,7 33,40 | 0,758 14,80 | 31,10 | 0,315 | 1898 6,012
9 0,202 5,90 22,7 38,10 | 0,729 14,80 | 31,60 | 0,320 | 2737 6,003
10| 0,218 10,30 88,6 38,60 | 0,838 1,91 2,94 | 0,359 | 438 5,979
I 11] 0,301 6,98 69,8 57,00 | 0,857 16,00 11,00 | 0,375 | 1095 6,004
12| 0,337 6,27 62,7 69,70 10,867 | 44,80 |20,60 | 0,381 | 1835 6,008
13] 0,133 7,70 11,5 1490 | 0,867 | 28,00 |27,70 | 0,392 | 307 6,008
ISSN 2786-6920 HAYKOBHH BICHHUK KI HI'Y M 2 (7) 2025 11
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Here, P, — pressure on the wall at the moment
the shock wave arrives, Ny, — maximum power,
Nyar/ly — maximum power per unit length of the
channel, I, — current value at the moment of
explosion, Lo/l — relative (“normalized”) current
at the moment of explosion, S; — “action integral”,
for — explosion time, % / (TNLC) — “normalized”
explosion time, W.. — energy released in the
conductor at the moment of explosion, W../m —
ratio of the energy released in the conductor at the
moment of explosion to the conductor mass.

By comparing the results of the conductor
explosion calculations presented in Table 2 with
the initial electrical parameters and the parameters
of the exploding conductors (Table 1), one can note
both agreement in some cases and complete
discrepancy in others. Let us first examine how this
manifests for individual parameter groups.

Group I. With unchanged circuit parameters
and P; (which corresponds to the arc stage of the
discharge [11]), the P: criterion is reduced by
increasing the conductor diameter. At the same
time, Wo/m and P:/P; also decrease. The pressure
P, rises, as do the other measured parameters
presented in Table 2. One might conclude that the
primary cause of this is the increase in conductor
diameter, provided we do not assume that changes
in the parameters recorded in this experiment could
lead to different results.

Group II. Here, P; is increased by increasing
the conductor length, while all other parameters are
fixed. Again, Wom and P:/P; decrease
synchronously. The pressure generally decreases
across the parameter group as the conductor length
increases, with regime Ne8 being the only
exception to this trend. It is noteworthy that
increasing the conductor length by 13 times
reduces the pressure by no more than 16%. The
maximum power increases with the conductor
length, while the power per unit length of the
conductor slightly decreases overall. All other
measured parameters either increase slightly or
remain unchanged. It should also be noted that in
this group, conductor 7 has geometric parameters
identical to Ne2 (Group I), differing electrically
only in the circuit inductance. The calculated
pressure for the conductor from the first group (L
= 3-107% H) is significantly higher than that for the
conductor from the second group (L = 107 H),
indicating the influence of the temporal factor on
the pressure magnitude during an underwater
electrical explosion of conductors (UEE).

Group III. This is the group of parameters for
which the current characteristics of the UEE are

similar despite large differences in both the
geometric parameters of the conductors and the
circuit parameters [11]. Here, a wide scatter in
pressure behavior can also be noted — from No 10
to No 12, an increase (up to 35 %), and
significantly lower values (1.6-2.5 times less) for
No 13. At the same time, N,.. values for these
parameters are close, while N/l w is
significantly lower specifically for Nel3. For this
regime, the explosion time is the longest in the
group, and the energy released in the conductor at
the moment of explosion is the lowest. These
explosion features may be associated with the fact
that, in this regime, the initial voltage is minimal,
while capacitance and inductance are relatively
large — that is, several factors “act” simultaneously.
In any case, the inability to identify a primary
factor or group of factors responsible for such
pressure behavior in Group III when all parameters
change indicates that the phenomenon is truly
multifactorial, and it is currently impossible to
combine all these factors into a single explanation.

Overall, among the calculated parameters in
Table 1 and the measured values, Nuax, Nuar/l W,
the similarity criteria P2, Ps, their ratio P./Ps, and
Wo/m correlate relatively well with the pressure on
the chamber wall. These parameters have long been
used for preliminary assessments of explosion
characteristics; moreover, as noted, some of them
serve as similarity criteria. The only question
concerns the validity of using the Wo/m ratio. It is
known [18] that for optimal electrical explosion
regimes, the ratio (Wo/m),» depends on the
properties of the conductor metal, i.e., it is invariant
with respect to the discharge circuit parameters and
conductor dimensions:

w, _ o0 G421 72

( O/m)opt = V10?4 - [T%] . (12)

Let us consider the expression for the

experimentally determined similarity criteria

related to the electrical characteristics of conductor

explosions (2). If we take the ratio of the second

similarity criterion P» (2), which directly

characterizes the explosion phase, to P; (3), which

is more related to the arc stage of the discharge, it
is easy to obtain the expression:

P _4(Wo\ v

Using formula (12), we obtain:

1
e vy B ) P
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the dependence of Wo/m for an arbitrary conductor
explosion regime, which includes the ratio of
similarity criteria and the metal-specific constant
(Wo/m)opy. From formula (13), it follows that the
ratio of stored energy to the conductor mass for any
UEE regime, despite being a dimensional quantity,
can be regarded as a similarity criterion of the
electrical characteristics of a conductor explosion,
since it includes the ratio of established similarity
criteria and the quantity (Wo/m)sy, which depends
only on the properties of the conductor material.

Conclusions and prospects for further
research. Various approaches to classifying types
of conductor electrical explosions in a liquid have
been examined, and it has been established that all
the approaches considered in this study are
applicable. For classifying conductor explosion
types, it has been shown that, for describing the
electrical characteristics of the explosion, these
approaches are approximately equivalent. The use
of the approach based on similarity criteria for
predicting the nature of the explosion, in our view,
is more “technologically convenient,” since the
criteria are expressed in an explicit analytical form.
Our evaluations have shown that the classification
approach based on specific energy is also justified.
We have confirmed that the ratio Wo/m also serves
as a similarity criterion, expressed in dimensional
form. For the specific stored energy in an arbitrary
regime, an analytical expression has been obtained,
the form of which supports the hypothesis that it
also constitutes a similarity criterion. The influence
of various factors on the gas dynamics of the
explosion has been investigated. For individual
cases, the parameters whose impact on the
amplitude of the pressure wave is most significant
have been identified.

The application of the considered approaches to
predicting the gas-dynamic characteristics of an
explosion is limited in nature. The results of this
study show that such prediction is possible only in
certain cases, when a single parameter is varied
while all other parameters are kept fixed. In
general, it may be assumed that the parameters
whose variation leads to pronounced changes in the
electrical characteristics are those that have a
significant  effect on the  gas-dynamic
characteristics of the explosion. The obtained
results can be used in further developments related
to remote demining in operational units of the
National Guard of Ukraine under combat mission
conditions.
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BUKOPUCTAHHSA POSMIPHUX I BE3PO3MIPHUX KOMIIJIEKCIB,
IO OIMUCYIOTH BUBYX

Jlocniosceno npoyecu po3pobnenns ma sepudixayii cucmemu posmipHux i 6e3po3MIPHUX KOMNLEKCIB, 5KI
A0eK8AMHO ONUCYIOMb  (DI3UKY eNeKMPUUHO20 BUOYXY HPOGIOHUKIE Yy WUPOKOMY OIANA30HI DedNCUMIS,
VMONCTUBTIOIOUU NPOSHO3HE MACUMADYBAHHS | KEPYBAHHS NPOYECOM.

B ymosax, koau napamempu Oxcepena i ceomempis npoGiOHUKA MON*CYNb 3MIHIOBAMUCH Y WIUPOKUX MEXHCAX,
npoyec eneKmpuyuHo2o 8UOYXy NPOGIOHUKIE € CHYUKUM MEXHIYHUM iHcmpymenmom. Pozenanymo enmue ocnosHux
napamempie Odxicepena JHCUGIEHH — E€MHOCMI KOHOeHcamopuoi 6amapei (C), iHOyKmMusHoOCmi po3psOH020
xoumypy (L) i nowamxoeoi nanpyeu (Uy), — a maxodc eeomempii NpoGIOHUKA HA KiHEMUKY eHepeemuyHux
nepemeopersb nid 4ac eneKmpuiHozo 8udyxy npogionuxis. IlokazaHo, wo 3miHa yux napamempie 0ae 3Mo2y
8apirosamu WeUOKICMb UOLICHHSL eHepeii, Yaco8y eBoMoYil0 CIMPYMY U Hanpyeu, memMnepamypy ma 00 'em niazmu,
wo 6e3noCcepeorHbO GUIHAUAE THIMEHCUBHICIb MEXAHIUHUX (YOAPHA XU, MUCK) | eleKMPOONMUYHUX (CEIMIHHS,
cnekmp SUNPOMIHIOBAHHS) eqhexmis. [l KOJHCHOL 2pynu GUBHAYEHO (DI3UYHULL 3MICT, MEXNCI 3aCMOCO8HOCI ma il
6NIUE HA NIK HAOMUUKOBO20 MUCKY, MPUBATICIL NOZUMUBHOI (ha3u, IMNYILC, A MAKONC XAPAKMEPUCUKU
BUNPOMIHIOBAHHSL U POIMIPHO-EHEP2eMUUHULL POZNOOIT YACMUHOK Y 6UNAOKY CUHME3) HAHOMAMEpPIaie.

Memooonozisa noeonye ananimuyni po3apaxynKu, macumadosamne eKCnepumeHmanvhe 00Ci0NCeH s cepill
pospsdie i3 eapitosanuam C, L, U, eeomempii npogionuxa i eracmusocmeii cepedoguiya. Ouikysanumu
Pe3VIbmamamil € YHi8epCaibHi eMnipuiHi ma HanieaemomMamu308ami Kopeasyii, wo 0arms smMocy Kepysamu
XapaKxmepucmuKamy enekmpuiHo2o 8ubyxy npogioOHUKi 015l KOHKPEMHUX 3ACMOCY8AHb. IMNYIbCHE 0Xcepeio
ceimia 3 KOHMPONbOBAHUM CHEKMPOM [ MPUBANICMI0, KePOBAHUL 2eHepamop YOApHUX Xeuib O
O0CHIOHUYBKUX T NPOMUCTOBUX NOMPeD, A0ANMUBHT NEPEPUSHUKU IMIYTIbCHUX CIPYMIS.

Ompumani - pe3yimamu  MONCIUBO  BUKOPUCIOBY8AMU Ol PO3POOTIEHHL  IMIYIbCHUX Odicepen  ceimaa 3
KOHMPOIbOBAHUM CHEKIMPOM, 2EHEPAMOPIB YOAPHUX X8Ub | A0aNMUSHUX KOMYMAYILIHUX CUCIEM ) 8UCOKOBOIbINHIL
MexHiYi, a MaxKoic Ol Po3POOIEHHST YCIMAHOBKY 3 GUAGTEHHS Ul POSMIHY8AHHS BOOHUX JOSICIUYHUX MAPWPYMIE
07151 nidpo30inie onepamusHoeo npusHaierts Hayionanvroi 26apoii’ Ykpainu 6 ymosax eUuKoHaHHs OON06UX 3a60aHb.

Knrouosi cnosa: subyx; napamemp, yCmaHo8xka, cmpym, 6Nau8; NPOSIOHUK.
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DEVELOPMENT OF INFORMATION TECHNOLOGIES AND THEIR IMPACT
ON THE TRANSFORMATION OF MILITARY UNMANNED AVIATION

The article provides a comprehensive systemic analysis of the interrelationship between the development
of information technologies and the transformation of military unmanned aerial vehicles (UAVs). It is
demonstrated that modern warfare, particularly the full-scale aggression against Ukraine, has evidenced the
shift of UAVs from an auxiliary means to a leading instrument for reconnaissance, fire adjustment, strike
operations, and more.

The significance of this research lies in its uncovering of the key role of information technologies in modern
warfare, identifying and analyzing the critical technologies that provide a strategic and tactical advantage.

The study covers the historical evolution of UAVs and details the synergistic impact of five key IT
innovations on their functionality: Artificial Intelligence (Al), sensor fusion, cloud and edge computing, the
Internet of Things (loT), and network architectures for swarms.

The following research methods (at the theoretical level) were utilized in the article: analysis of scientific
literature, systemic analysis, and comparative analysis.

Keywords: unmanned aviation, UAVs; drones; artificial intelligence; sensor fusion, cloud and edge

computing, Internet of Things; swarm network architectures.

Statement of the problem. The tactics of
conducting combat operations in modern military
engagements, particularly during the full-scale
aggression against Ukraine, have undergone
fundamental changes, as unmanned aerial systems
have assumed a leading role as an indispensable
tool for reconnaissance, fire adjustment, strike
operations, and the attainment of information
superiority [1]. Recognition of the critical role of
unmanned aviation on the battlefield has led to the
establishment of the Unmanned Systems Forces
within the structure of the Armed Forces of Ukraine
as a separate branch of the armed forces [2].

It should be noted that the development of
military unmanned aviation is based on the
integration of advanced technological solutions
with accumulated combat experience. However, at
present, there is no comprehensive understanding
of which cutting-edge technologies most

© 0. Archakova, 2025

significantly affect the quality and effectiveness of
UAV employment and ensure their operational
advantage during the execution of combat
missions.

The formulated problem necessitates research
aimed at identifying, analyzing, and structuring the
mechanisms of influence of each technology in
order to determine how these technological
solutions provide new combat capabilities for
unmanned aviation and transform the role of the
human operator in modern armed conflict.

Analysis of recent research and publications.
The role of unmanned aerial vehicles (UAVs) in
modern military conflicts has been examined by a
number of Ukrainian scholars, including
Yu. F. Kucherenko, M. V. Naumenko,
M. Yu. Kuznietsova, V. A. Lupandin,
H. V. Mehelbei, O. Y. Matsko, T. L. Kurtseitov,
and P. O. Mironenko [4, 5], who emphasize their
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importance for achieving and maintaining
information superiority in military operations. The
authors consider unmanned lethal aviation as an
element of the air component, analyze the role of
UAVs in contemporary armed conflicts, and
highlight their significance in gaining and
sustaining information dominance within network-
centric operations. These studies constitute an
important starting point that outlines future
directions for the development of unmanned
aviation; however, the technological prerequisites
for UAV development, as well as their
consequences and emerging challenges, are not
addressed by the researchers.

Certain aspects of technical development and its
implications are discussed in the works of V. P.
Horbulin and S. P. Mosov [6-8]. The authors
emphasize that the transformation of UAVs is a
multidimensional process encompassing not only
technical aspects, but also profound ethical, legal,
and doctrinal changes that require continuous
investigation. Nevertheless, the issue of a
comprehensive and systematic analysis of the
interrelationship between modern information
technologies and their synergistic impact on the
evolution of military UAVs remains insufficiently
explored.

I. O. Tonkonoh analyzes the evolution and
impact of unmanned aerial vehicles in
contemporary armed conflicts [9]. The author
traces the growth of UAV employment from the
mid-2000s to the present, including the current
experience of UAV use in the Russian—Ukrainian
war, where unmanned lethal systems have
demonstrated their ability to influence the course of
hostilities. However, the study does not delve into
specific IT innovations, their architectures,
outcomes, or other aspects of integrating advanced
information technologies into military UAVs.

Foreign researchers [10, 11] analyze certain
modern information technologies; however, they
do not provide a comprehensive examination of
other key information technologies. Moreover,
their research primarily focuses on general
principles of information technologies rather than
on specific military challenges and corresponding
solutions.

Thus, at present, the issue of the co-evolution of
information technologies and military unmanned

aviation remains insufficiently addressed and
requires further research.

The scientific novelty of this study lies in the
development of a basic architecture describing the
interrelationship between modern technological
solutions and the functional capabilities of military
unmanned aerial vehicles. This architecture
integrates contemporary information technologies
while taking into account the specific
characteristics of military unmanned aviation,
thereby enabling the optimization of available
computational, financial, and human resources.

The results of the study can be used to optimize
resource allocation for the development of
advanced unmanned systems, as well as for the
training of military specialists, including engineers
and UAV operators.

The purpose of the article is to: provide a
comprehensive overview of the current state and
future prospects of the development of military
unmanned aviation under the influence of
information technologies; systematize and analyze
key information technologies and their
transformative  impact on the functional
capabilities of military UAVs.

Presentation of the main material. The idea of
employing unmanned aerial vehicles for military
purposes emerged in the early twentieth century.
The first prototypes, such as the “flying torpedoes”
of the First World War (for example, the Kettering
Bug developed in the United States), represented
carly attempts to create remotely controlled
aircraft-projectiles [12]. Their reliability and
accuracy were low; nevertheless, they laid the
foundation for subsequent developments of the
“unmanned aircraft” concept, capable of reaching
a target without the direct involvement of a pilot.

During the Second World War, Germany made
extensive use of V-1 cruise missiles, which in
essence were early unmanned aerial weapons
designed to strike targets without a pilot on board
[13]. The Allied forces also experimented with
radio-controlled target aircraft (such as the
American OQ-2 Radioplane target drone) for air
defense training purposes [14]. This period marked
an important step in the advancement of remote
control and autopilot technologies.

A significant impetus for the development of
military UAVs was provided by the Vietham War.
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The United States extensively employed
reconnaissance UAVs, in particular the Ryan
AQM-34 Firebee, to collect intelligence over
enemy territory saturated with air defense systems
[15]. These platforms enabled the acquisition of
critically important data on enemy positions,
movements, and infrastructure under conditions of
high risk for manned aviation, while at the same
time minimizing losses among flight personnel.

During the Yom Kippur War (1973), the Israeli
military actively used reconnaissance UAVs such
as the Firebee and the Tadiran Mastiff to monitor
Egyptian and Syrian positions. UAVs also played
a crucial role in Operation “Artzav 19” in Lebanon
in 1982 by providing intelligence under conditions
of a high air defense threat and minimizing risks to
manned aircraft, particularly through their use in
detecting and suppressing enemy surface-to-air
missile systems. This underscored the strategic
advantage provided by unmanned systems in
reconnaissance operations and in breaching
integrated air defense systems [16].

The “zero-attrition doctrine,” which began to
take shape in the 1970s, further stimulated the
development and deployment of unmanned
systems, as they made it possible to accomplish
missions without endangering the lives of military
personnel, which became a key argument for their
continued advancement. This period was also
characterized by technological breakthroughs in
avionics, control systems, and navigation. More
advanced autopilot systems emerged, enabling
UAVs to perform increasingly complex maneuvers
and missions with greater precision. The
development and integration of inertial navigation
systems and the first GPS-based solutions (albeit
with limited availability) significantly increased
flight autonomy and accuracy [17].

The late twentieth and early twenty-first
centuries were marked by rapid technological
progress that drove the development of unmanned
aviation, its integration into a wide range of
military  operations, and a  qualitative
transformation of its roles and missions.

During Operation Desert Storm (the Gulf War,
1990-1991), U.S. Navy UAVs such as the RQ-2
Pioneer were actively used for intelligence,
surveillance, and reconnaissance and targeting
(ISR/T), particularly for detecting Iraqi artillery
positions and adjusting fire. These systems
transmitted imagery and video in near real time,
providing commanders with a high level of
situational awareness on the battlefield [18].

Similarly, during Operation Iraqi Freedom
(2003), UAVs such as the reconnaissance Predator
and its later armed variants were widely employed
for intelligence gathering, monitoring the
movement of Iraqi forces, target designation for
manned aircraft, and even for direct strikes against
enemy assets. Their ability to operate under
persistent surveillance conditions significantly
increased the effectiveness of ground operations
and enabled faster achievement of operational
objectives [19].

The most revolutionary step was the
development and large-scale employment of armed
UAVs. Following the terrorist attacks of
September 11, 2001, the United States began
extensive use of the MQ-1 Predator (after its
modification to carry weapons) and later the MQ-9
Reaper for counterterrorism operations. Armed
UAVs equipped with air-to-ground missiles (e.g.,
AGM-114 Hellfire) became a primary instrument
for delivering high-precision, “surgical” strikes
against leaders and militants of terrorist
organizations in Afghanistan, Pakistan, Yemen,
and Somalia. These operations made it possible to
strike targets while minimizing risks to one’s own
personnel and reducing collateral damage among
civilian populations [20]. This fundamentally
transformed the concept of “remote” warfare and
counterterrorism operations.

The military aggression of Russia against
Ukraine has opened a new chapter in the history of
warfare, in which unmanned systems play a
decisive role due to their mass employment. UAVs
have evolved from narrowly specialized strike
platforms to systems performing a wide range of
tactical and strategic tasks. In particular, the use of
modern UAVs by Ukraine’s security and defense
forces has significantly altered the course of the
russian—ukrainian war [21].

The rapid development of information
technologies has become the driving force behind
the evolution of military UAVs, which have been
integrated into warfare tactics and security
measures, enabling real-time exchange of
intelligence data. As a result, the current stage of
UAV development is characterized by the rapid
integration of advanced digital solutions and the
expansion of combat capabilities, allowing one to
speak of a genuine “UAV revolution” in the
military domain. The stages of development of
military unmanned aviation are presented in Table 1.
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Table 1 — Stages of Development of Military Unmanned Aviation

Evolution Time Kev Features Primary UAV Examples of UAV
Stage Period y Functions Applications
Earl e;:)r:g Low reliability, limited Target drones, Kettering Bug, V-1,
Concey ts centu accuracy, experimental remotely controlled Target Drone OQ-2
p 19 61(;}; nature projectile prototypes Radioplane
Growing importance of .
argioi;li lem 1960s— | reconnaissance without Reconnaissance, I%F):glirj;?l\l\//lla:t‘i‘flfjl(rﬁe(g‘:’
1980s risk to pilots; improved surveillance .
Era control systems Kippur War, 1973)
Integration of UAVs Reconnaissance RQ-2 Pioneer (Operation
Emeroence of | 1990s — into a wide range of surveillance. tar ,et Desert Storm 1990-1991)
Strike UAVs | 2000s | ™Military operations; designation, direet | MQ-1 Predator, MQ-9
emergence of strike g s trike; Reaper (Afghanistan,
capabilities Iraq)
High degree of . Bayraktar TB2, Akimci
Reconnaissance, . ;
autonomy, mass strike operations (Syria, Libya,
Modern deployment, and ~c op ’ Nagorno-Karabakh)
2010s — 1 t t
Information resesn " industrial-scale e{)e %{;ggﬁ:ﬁgg& Leleka-100, Punisher,
Technologies p integration of R18, Baba Yaga, PD-
. . countermeasures, .
information swarm attacks 2 and Raybird-3
technologies (Ukraine, 2022-2025).

Let us consider several modern technologies
that have influenced the transformation of military
unmanned  aviation: artificial  intelligence,
cloud/edge computing, the Internet of Things,
sensor fusion, and network architectures of drone
swarms.

Artificial Intelligence. Artificial intelligence
(Al) is a central element in the transformation of
military  UAVs, providing them  with
unprecedented levels of autonomy and operational
efficiency [22]. Owing to Al, drones are becoming
capable of executing complex missions without
direct human supervision, which significantly
alters the dynamics of combat operations.

In intelligence, surveillance, and target
designation, Al is used for image analysis, target
labeling, and real-time video stream processing.
Integrated machine vision systems enable UAVs to
identify objects and classify them as hostile,
thereby substantially enhancing situational
awareness. Modern UAVs, including the
Ukrainian Shark, are equipped with automatic
tracking of selected targets and autonomous
determination of their coordinates, ensuring high
accuracy for artillery target designation.

One of the key capabilities enabled by artificial
intelligence is autonomous flight execution.
Through Al-driven algorithms, UAVs can operate
independently, reducing the need for continuous

operator control. By utilizing data from onboard
sensors, such platforms analyze the operational
environment in real time, adapt to changing
conditions, and effectively avoid obstacles, which
increases both flight safety and mission
effectiveness.

Artificial intelligence is particularly critical in
swarm missions, as it enables drones to function as
a coordinated system, synchronizing actions to
accomplish complex operations. Publicly available
footage demonstrates how the Third Assault
Brigade in the Kharkiv region conducted an
unprecedented operation to seize enemy
fortifications exclusively using drones and ground
robotic platforms, without the involvement of
infantry and without personnel losses [23]. This
example clearly illustrates how Al-based solutions
fundamentally transform modern warfare tactics
and enhance defensive capabilities.

A representative example of the application of
Al in military UAVs is the Turkish STM Kargu-2
drone. This quadcopter demonstrated enhanced
autonomy, the ability to operate in swarms,
GPS-denied navigation, and the use of facial
recognition and machine-learning algorithms for
target identification and engagement. It was
employed in Libya in 2020, which marked one of
the first documented cases of autonomous target
engagement in combat operations [24].
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Another example is the U.S. MQ-9 Reaper,
which is equipped with the Agile Condor module
and is capable of autonomous navigation, detection
of ground anomalies, and flight-path correction
based on an evolving situational understanding.
However, in accordance with U.S. policy,
decisions regarding the use of lethal force require
human oversight.

It is also important to note the developments by
Israeli researchers in the field of Al-enabled
loitering munitions, such as Harpy and Harop,
which are capable of fully autonomous detection
and engagement of radar systems, operating on the
principle of kamikaze drones. These systems were
employed, among other instances, during the
escalation of hostilities in Nagorno-Karabakh in
2020.

The rapid advancement of Al in military
unmanned aviation has led to a significant
transformation of the human operator’s role.
Today, Al enables drones to operate autonomously,
reducing the need for continuous human
intervention. Consequently, the operator’s role is
evolving from direct piloting and real-time control
toward supervision, strategic mission planning, and
the management of exceptional or unforeseen
situations.

Cloud and Edge Computing. The essence of
cloud and edge computing technologies lies in
local data processing—conducted as close as
possible to the point of data generation—rather
than exclusively within centralized cloud
infrastructures. This approach enables autonomous
data analysis directly on devices such as intelligent
sensors or UAVs, eliminating the need to transmit
the entire data stream to remote processing centers.
As a result, systems operate faster, more reliably,
and more efficiently, as their dependence on
continuous Internet connectivity is reduced.

The application of cloud and edge computing
significantly =~ expands  the  computational
capabilities of military UAVs, overcoming their
physical limitations and ensuring rapid data
processing, which is critical for the effectiveness of
tactical operations.

Cloud computing provides rapid access to
remote computational resources via network
connectivity. Its use in unmanned aviation
enhances UAV capabilities by compensating for
limited onboard processing power and size
constraints. The implementation of tactical cloud
solutions contributes to increased operational
efficiency and improved situational awareness at
the command level.

The essence of edge computing lies in the
decentralization of the traditional cloud: data is
processed and stored locally rather than on remote
servers. This is achieved by deploying
computational resources as close as possible to end
users and devices. In military operations, this
capability for real-time data processing is critical,
providing commanders with a decisive advantage
for rapid and effective decision-making.

Modern military UAVs can generate a
substantial volume of data — often terabytes per
single flight. Al-driven solutions, combined with
cloud and edge computing, enable the analysis of
large datasets in real time, enhancing situational
awareness, mission planning, the generation of
operational scenarios, and forecasting enemy
actions.

Advanced UAVs, such as the MQ-9B
SkyGuardian, utilize onboard Al capabilities for
data processing directly on the aircraft. As a result,
they can operate fully autonomously — from target
recognition and navigation in complex environments
to dynamic in-mission task adjustments without
commands from the ground [25].

Despite their significant advantages, the
integration of cloud and edge computing into
unmanned aviation faces several challenges,
including bandwidth limitations in combat
conditions and ensuring the physical security of
network infrastructure. These challenges highlight
the need to achieve an optimal balance between
centralization (cloud) and decentralization (edge)
to maximize both operational efficiency and
system resilience.

Internet of Things. The Internet of Things
(IoT) is a network concept that connects physical
objects (“things”) equipped with embedded
sensors, software, and communication capabilities.
In simple terms, it represents a network in which
unmanned aerial vehicles — from small
reconnaissance drones to large strategic platforms —
are connected to the Internet or to a unified
network, enabling them to collect and exchange
data as well as to interact with one another and with
human operators.

IoT significantly expands the capabilities of
military UAVs by transforming them into
interconnected “flying nodes” for data collection
and exchange, which is critically important for
modern warfare.

The interaction and networked data-exchange
capabilities provided by IoT are key enablers for
the development of unmanned aviation systems. In
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the UAV context, this technology supports
real-time sensor data collection and monitoring,
fundamentally improving situational awareness.
By encompassing monitoring across multiple
domains (air, land, and maritime), IoT directly
contributes to increased operational accuracy and
to the reduction of risks to personnel.

To ensure enhanced situational awareness and
the creation of a shared operational picture,
IoT-enabled drones can effectively interact with
other IoT components, including cloud platforms,
analytical systems, and Al-based solutions.
Through IoT technologies, systems acquire the
capability for fully automated and timely threat
neutralization while maintaining a high degree of
precision in target engagement.

The primary challenges facing the application
of IoT in military UAVs include security,
reliability, interoperability, energy consumption,
and network limitations. The growing number of
devices connected to open or semi-open networks
increases the risks of identification and
cybersecurity threats. Moreover, centralized
cloud-based approaches — where raw data is
transmitted to the cloud for analysis — are not viable
in tactical environments due to time constraints and
limited communication and computational
resources.

The integration of the Internet of Things
transforms military UAVs from individual,
remotely  controlled assets into integral,
interconnected nodes within a vast “Internet of
Military Things.” They become real-time data
collectors and transmitters, contributing to a
unified and comprehensive battlefield picture. This
evolution aligns with the paradigm of
network-centric warfare, in which seamless
information exchange among all elements of a
military operation enhances overall combat
effectiveness. Within this framework, air, land, and
maritime assets — including other IoT-enabled
systems — continuously and transparently share
data, thereby increasing coordination,
responsiveness, and operational superiority.

Sensor Fusion. Sensor fusion is the process of
combining (integrating) data obtained from
multiple different sensors or sources in order to
create a unified, more complete, accurate, and
reliable representation of the environment or the

system state than can be achieved by any individual
sensor alone. The primary objective of sensor
fusion is to exploit the strengths of each sensor
while compensating for their respective limitations.

For example, an autonomous UAV may employ
the following sensors:

¢ acamera, which provides detailed information
on color, textures, and visual features, but performs
poorly in fog or low-light conditions;

¢ a laser rangefinder (LiDAR), which generates
an accurate 3D representation of objects and
distances, but is sensitive to snow and rain;

e a radar, which delivers data on range and
velocity and performs well in adverse weather, but
has relatively low spatial resolution;

e an inertial measurement unit (IMU), which
measures angular velocity, acceleration, and
orientation, but accumulates errors over time due to
drift.

The integration of data from these
heterogeneous sensors enables:

e improved accuracy of the derived
information, resulting in more reliable estimates of
key parameters (e.g., precise object positioning);

¢ increased robustness and redundancy in data
acquisition, allowing the system to continue
functioning even if one sensor fails or is degraded
(for instance, if a camera is blinded by sunlight,
radar and LiDAR data can still be used);

¢ expanded informational coverage, providing
insights that no single sensor can deliver
independently (e.g., combining LiDAR-generated
3D point clouds with color data from optical
cameras).

Sensor fusion is a key enabler of enhanced
situational awareness provided by military UAVs,
as it integrates data from diverse sensor modalities
to generate a coherent and comprehensive
battlefield picture. Through such integration,
unmanned platforms can not only detect and
identify objects, but also assess their dynamics,
evaluate threat levels, and formulate optimal
response options.

For instance, a UAV may use radar to detect
vehicle movement through cloud cover,
electro-optical/infrared (EO/IR) sensors for visual
confirmation of the target, and -electronic
intelligence systems to determine whether the
object is emitting hostile signals. The fusion and
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processing of all these data streams ensure higher
reliability and a deeper understanding of the
operational environment.

Technological advances in the field of
microelectromechanical systems (MEMS) and
low-power electronics have enabled significant
sensor miniaturization. This has made it possible to
develop high-precision sensors with reduced
resource consumption, which in turn has facilitated
their deployment on small tactical drones [26].
Such compactness supports distributed sensing and
rapid data collection for military units.

Multisensor fusion becomes critically important
in combat environments where the adversary
employs sophisticated camouflage techniques or
operates within mixed civilian settings. The
integration of heterogeneous sensor data helps
reduce uncertainty and, consequently, minimize
the risk of losses. Accumulated sensor information
enables the prediction of enemy maneuvers and the
identification of persistent behavioral patterns,
thereby accelerating the operational
decision-making cycle and reducing the cognitive
burden on commanders in combat conditions.

Network Architectures of Drone Swarms. A
drone swarm is generally understood as a group of
unmanned aerial vehicles that operate together as a
single, coordinated, and autonomous system to
accomplish a shared mission. Swarms of drones
acting in coordination offer significant advantages
over individual UAVs in terms of coverage,
redundancy, and overall effectiveness.

Network architectures are fundamental to the
efficient coordination and operation of UAV
swarms, enabling them to function as an integrated
whole.

In the military context, drone swarms possess
considerable potential, as they can:

e saturate air defense systems: a large number
of drones attacking simultaneously can overwhelm
or exceed the interception capacity of an
adversary’s air defense systems;

e conduct reconnaissance and  strike
operations: unmanned platforms provide rapid and
comprehensive  area  surveillance,  target
identification, and coordinated engagement;

e operate under electronic warfare (EW)
conditions: owing to autonomy and local

inter-drone interaction, a swarm can continue its
mission even in the event of lost communication
with a human operator.

However, these advantages are accompanied by
increased system complexity, particularly with
respect to ensuring secure and reliable
communication among drones. Coordinated cyber
or kinetic attacks, as well as network disruptions,
can compromise the entire swarm, making security
a primary concern for such systems [27]. The
implementation of secure network architectures for
drone swarms is therefore critical for their
successful deployment in combat environments.

Classical network architectures for swarms
(such as star or point-to-point topologies), which
may be suitable for individual UAVs, are
characterized by single points of failure, limited
operational range, and low resilience under
adversarial conditions, rendering them unreliable
in contested environments. A partial mitigation
approach involves direct peer-to-peer connectivity
among UAVs combined with decentralized
decision-making. Nevertheless, such implementations
face constraints related to the size, weight, and
power of onboard communication modules, as well
as technical challenges associated with dynamic
routing reconfiguration, which can lead to
communication breakdowns and information loss.

As a solution to enhance swarm reliability —
addressing limitations inherent in classical
architectures — a mesh network topology can be
employed. Its decentralized nature allows each
drone to maintain multiple communication links,
thereby increasing system resilience. Built-in
dynamic routing and self-healing capabilities
enable automatic rerouting of operational data in
the event of the combat loss of individual drones or
electronic jamming, ensuring continuity of
operations. Moreover, mesh architectures facilitate
rapid scaling of swarm size without complex
reconfiguration.

The development of diverse and robust swarm
network architectures is therefore critical for
improving the operational effectiveness, resilience,
and flexibility of military unmanned systems.

The evolution of new UAV capabilities enabled
by modern information technologies is
summarized in Table 2.
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Table 2 — Basic Architecture of the Interrelationship Between Information Technologies and the Functional

Capabilities of Military Unmanned Aerial Vehicles

Information

Technology New UAYV Capabilities Key Challenges
Artificial Image decoding, target designation, | Algorithm development complexity;
Intelligence (AI) | real-time video processing; autonomous | cognitive load on operators; ethical

operation, reducing human intervention;
adaptation to changing conditions,
obstacle detection and avoidance; swarm
coordination for complex tasks; FPV
drone guidance; automatic target tracking
and coordinate determination.

and legal dilemmas of autonomous
decision-making.

Cloud and Edge

Rapid access to information; expanded

Physical  security of network

Computing computational capabilities for UAVs; | infrastructure; bandwidth limitations
improved decision-making quality and | in tactical environments; potential
situational awareness; real-time big data | lack of redundancy; dependence on
processing; reduced latency and | future network standards (5G/6G);
bandwidth requirements (edge | complexity of scaling at the tactical
computing). level.

Internet of | Interaction and data exchange between | Security, reliability, compatibility,

Things (IoT) drones; real-time sensor data collection | energy consumption, network
and monitoring; enhanced situational | limitations; increased  risks  of
awareness; real-time transmission of data | identification = and  cybersecurity

and command signals.

breaches; underdeveloped cybersecurity
solutions; centralized cloud approaches
are impractical in tactical scenarios.

Sensor Fusion

Integration of heterogeneous sensor data;
creation of a comprehensive battlefield
picture; target detection and
identification, behavior analysis, threat
reporting; uncertainty reduction and
minimization of losses.

Further miniaturization and efficiency
improvements of sensors; integration
with broader networks; development
of specialized sensors.

Drone Swarm
Network

Architectures

Decentralized  structure  eliminating
single points of failure; dynamic routing
and self-healing; scalability and addition
of new drones without reconfiguration.

Regulatory approval for cellular
network use; achieving true swarm
autonomy; limitations of traditional
architectures.

Thus, the transformation of military unmanned
aviation has been driven by the development of
artificial intelligence, the Internet of Things, sensor
fusion, edge computing, and network solutions for

drone swarms.

information

Conclusions
research. The conducted

and prospects for further

study provides a

comprehensive analysis of the current state of
military unmanned aviation under the influence of

technologies. The  widespread
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implementation of UAVs has fundamentally
changed the tactics of combat operations, making
high-precision  strike and  reconnaissance
capabilities accessible at the tactical level. This
shift has led to a reevaluation of military doctrines,
force structures, and training systems, as
operational effectiveness increasingly depends on
technological superiority and rapid adaptability.

The article examined the stages of development
of military UAVs, from primitive projectile
prototypes (e.g., Kettering Bug, V-1) to integrated,
highly autonomous systems, which provide a
decisive strategic advantage. It has been
established that the evolution of UAVs has been
driven by the ongoing aim to minimize personnel
losses (the “zero-attrition” doctrine) and the need
for reliable intelligence and precision strikes in
combat zones.

Thus, the modern transformation of military
UAVs is directly linked to the evolution of
contemporary information technologies, which is
based on the integration of five key digital
technologies:

e Artificial intelligence (Al): transforms
UAVs into autonomous combat systems capable of
independently executing complex missions,
including target recognition, automatic tracking,
and engagement in GPS-denied environments. Al
shifts the role of the operator from direct piloting
to strategic supervision and mission oversight;

e Sensor fusion: integrates data  from
miniaturized sensors to create a coherent, reliable,
and accurate battlefield picture, which is critical for
reducing uncertainty and minimizing collateral
damage under complex operational conditions;

e Cloud and edge computing: overcome the
physical constraints of UAV platforms by enabling
local, real-time processing of terabytes of data at
the edge, thereby accelerating tactical
decision-making and ensuring autonomous
operation even in the absence of stable
communications;

e Internet of Things (IoT): transforms drones
into interconnected network nodes that exchange

data in real time with other military assets, forming
a unified operational picture;

e Network architectures for drone swarms:
ensure survivability, resilience, and scalability of
swarm systems in contested environments.

The convergence of Al IoT, sensor fusion, and
mesh-based network architectures leads to a “UAV
revolution,” positioning unmanned aviation as a
core, integrated, and highly intelligent element of
modern military strategy. This technological
synergy, combined with enhanced system
survivability, becomes a decisive factor that
fundamentally reshapes the tactics and strategy of
contemporary warfare.

Despite these significant advances, substantial
challenges remain. These include ensuring robust
cybersecurity in dynamically evolving threat
environments, increasing resilience against
increasingly sophisticated electronic warfare
capabilities, developing algorithms that enable true
swarm autonomy, and addressing profound ethical
and legal issues related to accountability for
decisions made by autonomous systems.

Based on the conducted analysis, several key
directions for further research have been identified,
arising from the need to overcome existing
technological challenges and to achieve maximum
autonomy and resilience of systems in complex
combat environments:

e the development of hybrid drone swarm
architectures that combine the advantages of
multiple communication technologies to ensure
maximum resilience, including the integration of
Al, swarm intelligence, and self-learning
algorithms;

o the design of Al algorithms capable of
explaining their decisions in order to ensure
meaningful human control, that is, to optimally
integrate human judgment into autonomous
systems without reducing their operational
effectiveness;

e the development and implementation of
advanced cryptographic methods for securing data
transmission channels to ensure the integrity,
accuracy, and timeliness of information exchange.
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PO3BUTOK IHd)OPMAHIﬂI-IHX TEX.HO.‘J‘IOFII‘/'I TA IXHIN BILIUB
HA EBOJIIONIIO BE3NIJIOTHOI ABIALIII BIMCBKOBOI'O IIPU3HAYEHHSA

30iiicHen0 KOMNIEKCHUTE CUCTEMHUL AHALI3 83AEMO38 3K MIJIC PO3GUMKOM THPOPMAYIUHUX TMEXHON02Tl
i mpancopmayicio gilicokosoi beszninomnoi asiayii. I[lokasano, wo cyuacHi 00106 0ii, 30Kpema
nosHomacwmabna azpecisis npomu Yxpainu, 3aceioqunu nepexio Oe3niiomuux AImaibHux anapamie 6io
00NOMIHCHO20 3aC00Y 00 NPOGIOHO20 THCMPYMEHMY Ol PO36IOKU, KOPUSYBAHHS B0SHIO, NPOBEOCHHS YOAPHUX
onepayii mowo.

Poskpumo karouosy ponv ingopmayitinux mexnoaozitl y Cy4acHiul GiliHi, GU3HAYEHO i NPOAHATI308AHO
KPUMUYHI MeXHOA02IL, AKI Ha0ams CMpameziuny 1l maKmuiHy nepesazy.

JlocniosicenHsim 0XonieHo iCmopuyHy e8oMoYily Oe3NiIOMHUX JIMALbHUX anapamié [ 0emdani3o8aHo
cumepeemuuHull 6NAU6 Ha ixXuil Gyuxyionan n’asmu kmowosux IT-innogayitl: wmyunuil inmeiexm, cencopHa
hy3is, xmapHhi 1 nepugepitini 00UUCTeHHs, IHMePHem peyell, Mepexicesi apXimeKkmypu pois.

Buxopucmano (na meopemuunomy pieni) maxi memoou 00CHiONCeHb, K AHANI3 HAYKOBOI Aimepamypu,
cucmemMHull ma NOPIBHANIbHUL AHATI3.

Knrouoei cnosa: desninomna asiayis,; BIIIA; Oponu, wimyunuil inmenekm, CeHCOPHA (Dy3is, XMapHi U
nepuepitini obuUCcIeHHs, THMePHem peyell; Mepedcesi apXimexmypu pois.
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ORGANIZATIONAL-FUNCTIONAL AND SCIENTIFIC-CONCEPTUAL FEATURES
OF CYBERNETIC COMBAT SYSTEMS OF THE LEADING COUNTRIES OF THE WORLD
(FIRST QUARTER OF THE 21ST CENTURY)

The author's analysis of the state of scientific development of the problem raised allows us to state the need
to prepare separate studies on the in-depth study of the organizational and functional structure, development
trends and current tasks, forms and methods of activity of the cyber warfare forces of leading foreign states in
order to take into account for the further development and improvement of the activities of the bodies and units
of cyber defense of military formations and special services of Ukraine, timely detection and prevention of
threats to the cyber sphere of the state.

The purpose of the article is to reveal the organizational and functional and conceptual features of the
formation of the latest systems of cyber warfare of the leading countries of the world and to assess the
characteristic threats that the modern stage of development of forces and means of intelligence and subversive
activity in the network and virtual space poses to the national security of Ukraine.

1t is proved that in the leading countries of the world the main trend is the creation of a set of departments,
institutions (bodies) for cyber defense and cyber warfare. Cyber defense forces, as a rule, receive the status of
a separate branch of the national armed forces by uniting units of electronic intelligence, electronic warfare,
information and psychological operations, cryptographic support and cryptological support, geo-information
support, information protection in information and telecommunications systems, etc. Currently, more than 60
countries have their own troops (bodies) for conducting cyber warfare - a set of measures aimed at exerting a
managerial and/or destructive influence on the automated information and technological systems of the
opposing side and protecting their own information and computing resources from such influence through the
use of specially developed software and hardware, as well as conducting a system of specialized exercises.

In the author's opinion, in the future it seems appropriate to study in depth the doctrinal documents inherent
in them, the experience of organizational and staffing structure, forms and methods of neutralizing threats in
the cyberspace, the mechanism of using "non-governmental” hacker groups, the peculiarities of personnel
selection, and to ensure that foreign innovations are taken into account in professional training and advanced
training of employees of the information and cyber security and counterintelligence bodies of Ukraine.

Keywords: unconventional strategy, information warfare; cyber warfare; cyber espionage, information

security.

Statement of the problem. Modern theorists of has irreversibly become one of the leading
military science and special operations are united components of military strategy and intelligence—
in recognizing that information confrontation (IC) subversive activity. The world’s leading states

© D. Viedienieiev, 2025
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assign priority importance to the modernization
and development of new strategies, technologies,
forces, and means of information-psychological
influence, as well as software and technical tools
designed to damage computer and
telecommunications systems. As evidenced by the
experience of contemporary military conflicts, IC
has become one of the primary forms of achieving
strategic objectives (see, in particular, [1-3]).

At the same time, the concept of “cyberwarfare”
has been firmly established, defined as “organized
confrontation in the digital space, in which at least
one of the parties is a state, conducted for political
purposes and accompanied by the destruction of
infrastructure and the infliction of other moral and
material damage on society” [4, p. 18].

The seriousness of external destructive
influences (attacks) on the cybernetic and
governance spheres of Ukraine is outlined in
the Cybersecurity Strategy of Ukraine dated
August 6, 2021. From the perspective of this study,
it is particularly important that the aforementioned
document emphasizes the necessity of studying
foreign experience in ensuring cybersecurity,
which is directly linked to the need to overcome
Ukraine’s lag in this domain compared to the
world’s leading states [5].

The relevance of the problem addressed in this
article is further enhanced by the importance of
taking into account foreign experience in cyber
confrontation and external threats to the
information-network domain of Ukraine’s national
security in the context of the development and
operation of the Command of Communications and
Cybersecurity Forces of the Armed Forces of
Ukraine. This command was established in
February 2020 and, as of January 1, 2022, in
accordance with the Law of Ukraine “On the
Foundations of National Resistance,” acquired the
status of a separate branch of the Armed Forces of
Ukraine [6].

Finally, a promising area of research is the
cyber domain of the Russian—Ukrainian war, which
is characterized by researchers as the “first cyber
war” against Ukraine. This concept was articulated,
in particular, during the plenary session “The

Impact of the World'’s First Cyber War on the State
of Ukraine’s National Security” within the
framework of the All-Ukrainian Scientific and
Practical Conference “Current Issues of Managing
State Information Security” (March 2024) [4,
pp- 279-280].

Analysis of recent research and publications.
The study of the characteristics of contemporary
foreign experience in conducting confrontation in
the electronic and networked domain has currently
become one of the key research directions in
Ukraine within the fields of cyber warfare and
cybersecurity. According to the Ministry of
Education and Science of Ukraine (2024), 54
higher education institutions were engaged in
training specialists for the information security
sector and conducting relevant research activities
[4, p. 8]. Since 2023, the Administration of the
State Service of Special Communications and
Information Protection of Ukraine (SSSCIP) has
established a Sectoral Council for the organization
and coordination of the development of
professional standards and  professional
qualifications in the fields of information
technologies, cybersecurity, and information
protection. Between 2021 and 2024, the number of
officially = recognized professions in the
cybersecurity domain increased from two to
twenty-seven [4, p. 8§].

It should be noted that within the research
segment of Ukraine’s defense and security sector,
a solid scientific school and corresponding research
areas have been formed, focusing on the theory and
practice of state cyber security. A significant place
in these studies is devoted to analyzing foreign
experience in organizing cyber warfare structures,
as well as the forms and methods of their activities.
Relevant specialized research is actively conducted
at the Zhytomyr Military Institute named after S. P.
Koroliov and at the Military Institute of
Telecommunications and Information
Technologies named after the Heroes of Kruty of
the National Technical University of Ukraine “Igor
Sikorsky Kyiv Polytechnic Institute.”

A Cybersecurity Center and a scientific
laboratory for countering cyber threats operate
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within the Educational and Scientific Institute of
Information Security and Strategic
Communications of the National Academy of the
Security Service of Ukraine. Specialized research
on information and cyber security is also carried
out by experts of the Center for Security Studies of
the National Institute for Strategic Studies. The
National University of Defense of Ukraine has
become a major research hub in the field of cyber
confrontation; since 2023, it has included the
Institute of Information and Communication
Technologies and Cyber Defense. Specialized
academic events in this field are held on a regular
basis [4; 7].

Focusing on existing scientific developments
related to the problem under consideration, it is
appropriate to mention a number of studies
conducted by researchers from “power-oriented”
scientific centers, in which external threats
(adversaries) to Ukraine’s cybersecurity were
examined within a comprehensive analysis of
problematic aspects of cyber defense. These
studies addressed the infrastructure of Ukraine’s
cyber protection bodies and the ways of its reform,
assessed the place and role of cyber defense within
the Armed Forces of Ukraine, evaluated the level
of protection of critical infrastructure facilities
against cyberattacks, and developed practical
recommendations for the draft Cyber Defense
Strategy of Ukraine, as well as for the development
of joint cyber defense forces [8—11].

Notably, a separate line of research has focused
on the study of cyber confrontation as a component
of the Russian-Ukrainian war, which has led to
increased scholarly interest in the development of
cyber warfare structures of the Russian Federation.
Researchers have summarized the experience of
cyber confrontation since the beginning of the war,
including analyses of statistical data on
cyberattacks, the organizational structure of both
sides of the cyber conflict, new methods of
applying cyber influence, and changes in the
objectives of cyber operations depending on the
situation in the main theater of military operations
[see, for example: 12-21]. Within this research
framework, an in-depth examination of the

institutional system of cyber warfare in the Russian
Federation, as well as the forms and methods of its
aggressive actions in Ukraine’s networked space,
has been conducted.

Special emphasis should be placed on the
scientific and practical significance of a series of
publications devoted to studying the combat
employment experience of signal and cyber
security troops, prepared by the Main Command of
the Signal and Cyber Security Troops of the Armed
Forces of Ukraine and the Main Directorate of
Communications and Cyber Security of the
General Staff of the Armed Forces of Ukraine.
Analytical work on the preparation of these
publications was carried out by the Experience
Generalization Group of the Staff Training
Directorate of the Signal and Cyber Security
Troops Command of the Armed Forces of Ukraine
[22-23].

The Institute of
Communication Technologies and Cyber Defense
of the National University of Defense of Ukraine
has produced a series of collections of information

Information and

and analytical materials dedicated to the combat
experience of cyber defense as a factor of full-scale
military operations (with Part 3 covering the period
from late 2022 to mid-2023) [24]. These
publications systematized materials useful for
specialized research, particularly regarding the
nature and statistics of enemy cyberattacks on
Ukraine’s critical infrastructure facilities. In
addition, the Institute prepared several collections
of information and analytical materials addressing
current experience in ensuring information security
during the period of full-scale war [25].

It should also be noted that Ukrainian
researchers have been conducting long-term
studies of foreign experience in information
warfare [26]. At the same time, an analysis of the
current state of scientific research on the issue
indicates the need for dedicated studies aimed at an
in-depth examination of the organizational and
functional structure, development trends, current
tasks, and forms and methods of activity of cyber
warfare forces of leading foreign states. Such
studies are necessary for the further development
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and improvement of the activities of cyber defense
bodies and units of Ukraine’s military formations
and special services, as well as for the timely
identification and prevention of threats to the
state’s cyber domain.

Purpose of the article. The purpose of this
article is to reveal the organizational, functional,
and conceptual features of the formation of modern
cyber confrontation systems in leading countries of
the world, with a view to formulating
recommendations for improving the cybersecurity
system of Ukraine.

Presentation of the main material. In the
context of so-called “remote wars” and non-
conventional confrontation, several key directions
in the development of means of information and
psychological influence have become firmly
established. These include, in particular: expanding
the use of the global Internet and cellular
communication networks for the dissemination of
propaganda materials; the development of
specialized software that enables the creation of
alternative, self-organizing
networks based on mobile phones without the use

communication

of base stations and bypassing official service
providers; imitation of the activities of false user
groups on social media, taking into account
linguistic, cultural, and geographical
characteristics of specific regions (ethnic groups,
subcultures, etc.); deployment of wireless networks
based on Wi-Fi and Bluetooth technologies that are
not controlled by state authorities; and the
extensive use of artificial intelligence [27-28].
The first quarter of the 21st century was marked
by the emergence, in foreign conceptual and
regulatory documents, of stable terms such as
“cyber war,” “cyber warfare,” and “cyber attack,”
which denote the conduct of military confrontation
and special operations in cyberspace. Warfare
(subversive activities) in cyberspace has become a
new form of interstate confrontation. At the same
time, confrontation in cyberspace is also conducted
within the broader framework of information
operations, intelligence and subversive campaigns,
and related activities. According to American
experts, cyberspace has transformed into a global

domain within the structure of the information
space and consists of an interconnected network of
information technology infrastructures, including
the global information network — the Internet,
telecommunications networks, computer systems,
as well as embedded processors and controllers.

The military and political leadership of leading
states views confrontation in cyberspace as one of
the decisive factors influencing international
relations and the achievement of national interests.
For this purpose, multi-level managerial and
functional systems of cyber confrontation are being
established, along with relevant national and
interstate  (bloc-based) = command-and-control
bodies (commands, centers, etc.), so-called “cyber
forces,” and specialized units within the structure
of intelligence and  security
Corresponding cyber warfare capabilities, forces,
and means are also being developed.

The Internet itself has become the primary
theater of military operations for uncontrolled
destructive information expansion and a testing
ground for the creation of advanced means of
information  warfare. Common  destructive

services.

techniques  include information injections,
disinformation and false publications, information
“contagion,” distortion of facts, removal of
information from context, and substitution of
concepts. Modern means of information
confrontation have acquired a networked character
and parasitize social networks, messengers,
forums, and digital platforms. As a result, a high-
tech toolkit of cyber warfare has been formed [29].

The recognition of cyberspace as a domain of
warfare and special operations has led to the
expansion of activities by security agencies and
intelligence services into the cyber domain.
NATO’s Strategic Concept for the Defence and
Security of the Members of the North Atlantic
Treaty Organization of 19 November 2010 defined
the task of coordinating national cyber defense
capabilities and enhancing capacities to protect and
restore  national  infrastructure  following
destructive cyberattacks. On the basis of this
concept, a unified document — the “Cyber Security
Action Plan” — has been developed. Its primary
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objective is countering the Russian cyber threat.
The document was further supplemented by the
“Cyber Defence Action Plan,” which addresses the
use of cyberspace as an operational environment to
counter threats from hostile states, terrorist and
extremist organizations, and attacks on the
“strategic communications” of Alliance members.
In December 2020, the European Union presented
a new Cybersecurity Strategy aimed at increasing
the resilience of critical infrastructure sectors and
countering external cyberattacks.

In leading countries of the world, a key trend is
the establishment of a comprehensive system of
agencies and institutions responsible for cyber
defense and cyber confrontation. Cyber defense
forces are typically granted the status of a separate
branch of the national armed forces through the
integration of wunits specializing in signals
intelligence, electronic warfare, information and
psychological operations, cryptographic and
cryptologic support, geospatial intelligence, and
information protection in information and
telecommunications systems, among others. At
present, more than 60 countries possess their own
forces or bodies dedicated to cyber warfare —
defined as a complex of measures aimed at exerting
managerial and/or destructive influence on the
automated information and technological systems
of an adversary, while protecting one’s own
information and computing resources from such
influence through the use of specially developed
hardware and software tools, as well as through the
conduct of specialized training systems. The
United States, for example, established the United
States Cyber Command (USCYBERCOM).
Following the U.S. model, other countries —
including the Netherlands, Germany, Spain, South

Korea, and Japan — have introduced cyber
commands, centers, or dedicated cyber units [13,
pp- 219-223].

Among specialized cybersecurity bodies are the
Cybersecurity and Infrastructure Security Agency
(CISA) of the U.S. Department of Homeland
Security, the United Kingdom’s National Cyber
Security Centre (NCSC), the Canadian Centre for
Cyber Security, the National Cyber Security Centre

of the Republic of Poland, the National Cyber and
Information Security Agency of the Czech
Republic, and the National Cyber Security Centre
of Lithuania. In a number of states, such bodies
form an integrated organizational community. In
Germany, for instance, this includes the Federal
Office for Information Security, the Bundeswehr
Cyber and Information Domain Service, the Cyber
Defence Center, and the Computer Emergency
Response Team. In August 2020, this structure was
further complemented by the Agency for
Innovation in Cybersecurity, jointly established by
the Federal Ministries of Defence and the Interior
[30, p.4; 31, p. 9].

A global trend in security policy is the
strengthening of state regulation in cyberspace —
including covert intervention by intelligence and
law enforcement agencies — and the development
of so-called public—private partnerships in the field
of cybersecurity [32]. As early as June 2013, The
Washington Post published the results of an
investigative report on a classified cooperation
program involving U.S. security agencies,
primarily the signals intelligence branch of the
National Security Agency (NSA), and leading
private companies operating in the global
information market, such as Microsoft, Yahoo,
Google, Facebook, PalTalk, and others. The
investigation revealed that the program provided
for the transfer to intelligence services of data
related to e-mail communications, text and video
chats, user-uploaded photographs and video
materials, and, in general, any data stored on the
servers of private companies. Subsequently, NSA
representatives acknowledged the existence of the
program [33, pp. 64—65].

The relative importance of cyber operations in
the arsenal of radical and terrorist groups has also
been increasing. The well-known Palestinian group
Hamas (together with hacker groups from other
Arab states) increased the number of cyberattacks
against the Israeli Ministry of Defense, Ministry of
Foreign Affairs, and other government agencies
fivefold in April 2021 alone—reaching up to
150,000 attacks per day. Consequently, the use of
force to suppress cyber-subversive activities by
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radical groups became a component of Israel’s
counterterrorism operation “Guardian of the
Walls” in the Gaza Strip in 2021. This involved an
interagency operation with the participation of the
Israel National Cyber Directorate (INCD), Unit
8200 (signals intelligence and electronic warfare)
of the Military Intelligence Directorate (AMAN),
cyber units of the Ministry of Defense, the foreign
intelligence service Mossad, and the Israel Security
Agency (Shin Bet). As a result, more than ten
Hamas cyber unit headquarters were destroyed,
including the chief of Hamas cyber forces and the
group’s cyber command center [30, p. 5].

Cyber confrontation has thus become
established as an innovative component of
contemporary military art, particularly within the
framework of the concept of Multi-Domain
Operations (MDO). A number of doctrinal and
guiding  documents have been issued,
including The U.S. Army Concept for Multi-
Domain Operations at Brigade Level and Above
(2025-2045), The  Multi-Domain  Operations
Concept, Multi-Domain Battle: The Evolution of
Combined Arms for the 2lst Century (2025-
2040), The U.S. Army in Multi-Domain Operations
— 2028, as well as the NATO Cooperative Cyber
Defence Centre of Excellence study Cyber Power
and Multi-Domain Operations in High-Intensity
Conflict 2030. MDO is understood as the principal
form of warfare within a theater of operations,
involving the synchronized application — by time,
space, and objectives — of U.S. joint forces and
coalition groupings across land, air, and maritime
operations, as well as in space and cyberspace. At
the operational and strategic levels of interagency
headquarters, the establishment of a command-
and-control body responsible for managing
information processes and actions in cyberspace
was envisaged. The conduct of MDO was planned
to be carried out by joint or coalition groupings
simultaneously across all operational
environments, including the virtual domain
(cyberspace confrontation), as defined in U.S.
doctrinal documents. Multi-Domain Forces (MDF)
were conceived as land-based formations capable
of coordinating their actions in a network-centric

manner with air, naval, space, and cyber units,
while bypassing a traditional joint headquarters
structure [34, pp. 62-64; 35].

Accordingly, in recent years the United States
has begun forming permanent multi-domain units
and formations. Multi-Domain Task Forces
(MDTFs) are being established to integrate actions
in cyberspace, outer space, the electromagnetic
spectrum (electronic warfare), as well as land, air,
and naval forces and long-range precision strike
systems into a unified offensive platform. At the
level of army corps, the creation of Multi-Domain
Effects Cells (MDEC) is planned. For example,
during the “Warfighter 25-02” exercise
(November—December 2024), an MDEC was
integrated into the U.S. 1Ist Army Corps,
comprising special operations forces, land and air
force units, the 11th Cyber Battalion, the 12th
Psychological ~ Operations  Battalion, and
representatives of the 56th Information Operations
Group [36].

On 16-17 July 2025, the first specialized NATO
conference organized by the U.S. Army Europe
Command was held in Germany, bringing together
more than 1,000 participants, including
policymakers and representatives of the defense
industry. One of the central themes of the
conference was Multi-Domain Operations (MDO),
encompassing, inter alia, the cyber and information
domains. In particular, it was emphasized that the
newly established 56th Multi-Domain Command
in Europe is conducting relevant exercises under
the Dynamic Front series, employing a unified
“combat internet” (kill web). It was noted that
MDO-type operations are becoming a “new
military philosophy of NATO,” while the war in
Ukraine itself is being waged across multiple
dimensions, including cyber and information
spaces. The experience of cyber operations and the
application of artificial intelligence was also
examined [37].

It is also appropriate to draw attention to the
rapid development of China’s cyber warfare forces
network. China has established the Central
Commission for Cybersecurity and Informatization
of the Communist Party of China, which serves as
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the principal coordinating body for cybersecurity
and is chaired personally by President Xi Jinping.
The Commission’s executive bodies include the
Cyberspace Administration of China (the leading
state authority for regulation and coordination in
the field of information and cyber security), the
Cybersecurity Crisis Management Center, and the
Center for the Identification of Harmful and Illegal
Information.

Particularly well known is “Bureau 61419,” a
cyber warfare entity within the Strategic Support
Force (SSF) of the People’s Liberation Army
(PLA), which cooperates with a network of hacker
groups. A notable example of the use of controlled
hacker collectives for large-scale cyberattacks was
the cyber operation against Japanese military
enterprises and the Japan Aerospace Exploration
Agency. China is also developing a peripheral
network of cyber warfare centers abroad. For
instance, in Papua New Guinea, the Chinese
telecommunications giant Huawei constructed a
data processing center for intercepted information
of state importance originating from relevant
Australian institutions. In addition, the PLA
maintains separate Cyber Support Forces.

The Network Systems Department of the PLA
Strategic Support Force is responsible for ensuring
cybersecurity. It oversees specialized centers
tasked with operations within adversary
information networks and with the protection of
China’s own information systems. This structure
includes units for cyber intelligence and
counterintelligence, electronic and malware-based
attacks, and defense. The
Communications Directorate of the PLA General
Staff operates the Hankou Training Center, which
serves as the principal training base (range) for
practicing forms and methods of confrontation in
computer networks. In late July 2025, the PRC
officially announced the dissolution of the
Strategic Support Force and the creation of a new
branch of the PLA — the Information Support
Forces — to which the cyber warfare component
will be transferred [37].

Within China’s Ministry of State Security
(MSS), the 13th Bureau—the Information Security

antivirus

Evaluation Center of the PRC — is responsible for
the security of information systems of civilian state
agencies (with the exception of the armed forces,
where cybersecurity is handled by dedicated
military structures and military
counterintelligence). Counterintelligence units
exercise oversight over users of global computer
networks. Since 2015, the Ministry of Public
Security has operated a “Cyber Police” with
territorial  subdivisions. This ministry also
maintains a number of departments, institutes, and
laboratories engaged in the development of
computer viruses and “Trojan horse” programs [30,
pp- 3-4; 31, p. 2].

In September 2025, a large-scale information
campaign unfolded in leading Western countries
concerning the activities of the hacker group Salt
Typhoon, which is traditionally associated with
China. The U.S. National Security Agency and the
Federal Bureau of Investigation stated that the
hackers’ activities constituted “the largest cyber
espionage operation in recent years,” affecting
more than 200 institutions in 80 countries,
including government bodies and prominent
political figures. Chinese companies Sichuan
Juxinhe, Beijing Huanyu Tiangiong, and Sichuan
Zhixin Ruijie were accused of engaging in cyber
espionage and facilitating the activities of Salt
Typhoon; these companies were described as cover
entities for the Ministry of State Security of the
PRC and the People’s Liberation Army [39].

Ukrainian researchers, characterizing
information-cognitive ~ confrontation as a
component of the ongoing Russian-Ukrainian war,
emphasize that the Russian Federation employs a
broad spectrum of information influence methods.
These include cyberattacks aimed at disrupting
information infrastructure and data exfiltration,
fake news and disinformation campaigns, as well
as the active use of bot networks on social media
platforms to disseminate pro-Russian narratives,
among other instruments [14—18].

In the Russian Federation, Information
Operations Forces of the Armed Forces were
established in 2014, and a cyber command was
introduced within the General Staff of the Armed
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Forces. The management and planning of
information operations are carried out by the
Information Confrontation Directorate
(“Directorate 12-bis,” or the 12th Directorate) of
the Main Directorate of the General Staff of the
Armed Forces of the Russian Federation. The 85th
Special Purpose Center (military unit 26165) of the
GRU of the General Staff is particularly active and
is regarded as one of the centers for the
development of malicious software (identified by
the U.S. NSA as Drovorub). The Main Center for
Special Technologies of the GRU has been accused
by the U.S. side of cooperating with the hacker
group Sandworm Team, which is blamed for the
cyberattack on Ukraine’s energy system. The 72nd
Special Service Center (military unit 54777) is
responsible  for  organizing  psychological
operations in cyberspace [30, p. 2; 40—41].

According to assessments by the UK Ministry
of Defence, Russia’s capacity to conduct
operations in the “grey zone” (essentially one of the
traditional theaters of “hybrid warfare”) includes
substantial cyber warfare capabilities, with the
number of Russian special services units operating
in cyberspace having increased severalfold. On 7
May 2021, the U.S. Cybersecurity and
Infrastructure Security Agency (CISA), together
with the U.S. National Security Agency, the FBI,
and the UK National Cyber Security Centre, issued
cybersecurity guidance on the tactics and
techniques of Russia’s Foreign Intelligence Service
(SVR), titled Operational Procedures of Cyber
Actors Associated with the SVR. At the same time,
CISA recruited an additional 200 cyber warfare
specialists [30, p. 2; 40-41; 42, p. 3].

According to a Microsoft report on hacker
attacks in 2020-2021, Russia was responsible for
58% of all recorded attacks. The majority of these
attacks targeted the United States (46%), followed
by Ukraine (19%) and the United Kingdom (9%),
while Belgium, Japan, and Germany together
accounted for 3% of attacks [43, p. 78].

Since the beginning of the full-scale invasion,
cybersecurity specialists of the Security Service of
Ukraine (SBU) have detected and neutralized more
than 3,500 cyberattacks on the electronic resources

of critical infrastructure facilities and state
authorities. According to the SBU, most
cyberattacks conducted by the Russian Federation
were aimed at destabilizing the operation of
transport sector enterprises (37%), central
government bodies (31%), energy sector
enterprises (16%), the economic sector (13%), and
entities providing social services to the population
(3%) [12, p. 44].

It is appropriate to emphasize the negative
synergistic effect generated by the growing use of
artificial intelligence (AI) in conjunction with
cyberattacks. According to experts, such a
synthesis may radically transform the nature of
subversive  activities in the information
environment, opening the way for crude distortions
of reality and sophisticated manipulation of human
consciousness on an unprecedented scale.
Researchers argue that the integration of Al-based
systems in the near future may lead to the
generation of  pseudo-reality, elevating
information-psychological ~ operations to a
qualitatively new level and significantly
complicating their detection [44—45].

Foreign intelligence services are closely
monitoring the state of Russia’s cyber activity
against Ukraine during the Russian-Ukrainian war.
As early as April 2022, cybersecurity authorities of
the EU Council, the United States, the United
Kingdom, Canada, Australia, and New Zealand
released a joint report titled Russian State-
Sponsored and Criminal Threats to Critical
Infrastructure. At the same time, cyber intelligence
and cyber forensics and response teams prepared
weekly chronological situation reports on
developments in cyberspace. The cyber situation
was also discussed on 10-11 May 2022 at the
international CYBERUK 2022 conference in
Newport, the UK’s principal annual cybersecurity
event. Participants noted that “the Ukrainian state
demonstrated  considerable  resilience  in
maintaining communicative openness.” Ukraine
displayed “remarkable cyber resilience” during the
conflict, despite the identification of at least eight
distinct variants of wiper malware used to attack
Ukrainian assets. Nevertheless, the Ukrainian side
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“responded successfully, contained the attacks, and
rebuilt its systems” against the backdrop of
continuous Russian cyberattacks since 2014 [40].

Conclusions and prospects for further
research. The construction of aggressive
information and cyber spaces has reached such a
scale and produced such consequences that it is
increasingly regarded by experts as a new
dimension of geopolitical rivalry and geographical
expansion. The level of protection of national
cyberspaces has sharply declined. Ukraine suffers
not only from “traditional” cybercrime but also
from sophisticated, state-sponsored cyberattacks,
which necessitates, at the national level, the
formulation of a conceptual vision of global
processes related to the development of
cyberspace, the determination of the country’s
place within them, and an understanding of the
prospects for statehood under conditions of a “new
digital world order.” This gives rise to a strategic
need for a conceptual rethinking of the new
cybersecurity reality in order to build an effective
national cybersecurity system.

The study of foreign experience demonstrates
that, in ensuring the information security of the
state, a crucial role is played by legal institutions as
instruments of normative regulation and protection
of all spheres of social life—civil, administrative,
criminal, and specialized information law. In
leading countries of the world, national legislation
on information policy and information security has
been developed over a long period, forming the
basis for corresponding state-legal systems of
interrelated public authorities, organizations, and
institutions responsible for implementing a set of
legal norms and principles intended to regulate
social relations in the information sphere.

From an organizational and functional
perspective, foreign experience confirms the
necessity of having both a system of governmental
agencies (bodies) endowed with clearly defined
“offensive” and information-security functions,
and a leading coordinating authority in this domain.
Valuable conclusions regarding the construction of
a nationwide system of information confrontation
and security can be drawn from an analysis of the

corresponding system in the People’s Republic of
China. China’s information confrontation system
rationally integrates specialized coordinating and
governing bodies at the highest levels of public
administration ~ (which  ensures  effective
interagency mobilization of forces and resources,
including scientific and educational potential), as
well as departmental verticals of specialized
management (primarily within the armed forces,
intelligence and security services, and the
diplomatic service). In essence, an interagency
system of information confrontation bodies has
been established. Particular emphasis is placed on
counterintelligence, regime, and technical
protection of information networks and the
information-cognitive sphere of society as a whole.

With regard to further research into foreign
structures (national systems) of cyber warfare and
cybersecurity, it appears expedient to:

e conduct in-depth studies of their doctrinal
documents, organizational and staffing structures,
and the forms and methods used to neutralize
threats in cyberspace;

e separately analyze the mechanisms by
which “non-governmental” hacker groups are
employed;

e  ensure the prompt incorporation of foreign
innovations into the processes of professional
training and advanced education of personnel of
Ukraine’s information and cyber security and
confrontation bodies.

Based on the study of foreign experience, a
number of recommendations can be formulated for
improving the domestic system of cybersecurity
and cyber confrontation, in particular:

e cenhancing interagency cooperation in
countering cybersecurity threats at the national
level and within the components of Ukraine’s
security and defense sector;

e intensifying international cooperation,
including through partner intelligence and security
services and specialized institutions, aimed at
forming a collective cybersecurity system and
preventing cyberattacks;

e  ensuring proactive intelligence monitoring
of the activities of foreign structures engaged in
subversive actions in cyberspace;
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e creating, through the agent-operational
capabilities of Ukraine’s intelligence bodies,
appropriate positions of influence within foreign
structures involved in subversive cyber activities,
including so-called “non-governmental” hacker
entities;

e strengthening efforts to promote cyber
hygiene and cyber literacy among personnel of
public administration bodies, critical infrastructure
facilities, and the financial and economic sector,
among others.
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BEJEHEEB IMUTPO BAJIEPIMOBUY
00KMOp iCMOpUYHUX HAYK, npoghecop,

npogecop xagedpu icmopii,

Hayionanvnuti mexuiunutl ynisepcumem Yxpainu

«Kuiscokuii nonimexuiunuii incmumym imeni leops Cikopcokozoy
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OPTAHIBAIIMHO-®YHKIIIOHAJIBHI TA HAYKOBO-KOHIENITY AJIbHI OCOBJIMBOCTI
CHUCTEM KIBEPHETUYHOTI' O ITPOTUBOPCTBA IMTPOBITHNX KPATH CBITY
(IIEPIHA YBEPTbDb XXI CT.)

Aemopcvkuil  ananiz cmamy HayKosoi po3pobku nopyuienoi npobaemu 00380JA€  KOHCAMY8Amu
HEOOXIOHICMb  NI020MOBKU  OKPeMUX  OO0CHIOJNCeHb WO000 NO2AUOAEHO20 BUBYEHHS  OP2AHI3AYIUHO-
yHKYyiOHATLHOT CIMPYKMYpU, MEeHOEHYI PO36UMKY Md aAKMYAIbHUX 3a60aHb, Gopm i Memodie OisIbHOCH
cun xibepzaxucmy npoGiOHUX [HOZEMHUX 0epicas 3 Memoio 8paxy8anHs Oisl NOOATbUL020 PO3GUMKY Ma
B800CKOHANIEHHS OULILHOCMI Opeanie ma niopo30inie Kibep3axucmy 6illcbKo8Ux hopmyeans ma cneyiaibHux
cyorch Yrpainu, ceoeuacnozo eussiients ma 3anobieants 3a2po3am Kibepcghepi depoicasu.

Memoro cmammi € poskpumms OpeaHi3ayiino-QYHKYIOHATLHUX MA KOHYENMYAaIbHUX 0COOIUBOCHEl
hopmysanms HosImHIX cucmem Kibep3axucmy nposioHux Kpain ceimy ma OYiHKa XapaKmepHux 3a2po3, sKi
CYHacHUll eman po3eumky Cunl i 3aco0igé po3sidyeanbHO-RIOPUBHOI OUANLHOCMI 6 MepedicegomMy ma
BIPMYANLHOMY NPOCMOPI CMAHOBUMD OJI51 HAYIOHALHOL be3nexu Yrpainu.

Jlosedeno, wo y npogioHux Kpainax c8imy OCHOBHON MEHOEHYIEID € CIMBOPEHH KOMNIEKCY Bi00MCMS,
yemawnos (opeanie) 3 Kibepsaxucmy ma Kioepgitinu. Cunu Kibep3axucmy, SK npaguiio, OMpumyioms cmamyc
0KpeMO020 U0y HAYIOHAIbHUX 30POUHUX CUL WISAXOM 00'€OHaHHs nIOPo30Lnie padioeleKkmponHol po3e6ioKu,
padioenekmpounoi  6opomvbu,  IHGOPMAYIUHO-NCUXONOSIUHUX — Onepayil,  Kpunmozpagiuno2o  ma
KPUNMONO2IUHO20 3a0e3nedents, 2e0inpopmayiino2o 3abesneuenns, axucmy iHopmayii 6 inghopmayitino-
menekoMyHiKayinux cucmemax mowo. Hapazi nonao 60 kpain maioms 61acHi siticbka (opeari) 011 6e0eHHs
KIOep@itiHu — KOMNIEKCY 3ax00i6, CNPIMOBAHUX HA 30IUCHEHHs YNPAGIIHCLKO20 ma/abo 0ecmpyKmueHO20
BNIUBY HA ABMOMAMU308AHI HDHOPMAYITIHO-MEXHONO0IYHI cucCmeMu NPOMUNIEHCHOI CIOPOHU MA 3aXUCH
B1ACHUX THOOPMAYITIHO-0OUUCTIOBANLHUX PECYPCi 6i0 MAKO20 GNAUEY WLIAXOM SUKOPUCHAHHA CNeYidbHO
PO3pO6IEHUX NPOSPAMHO-MEXHIYHUX 3AC00i8, 4 TNAKOIC NPOBEOCHHS CUCMEMU CNeYiani308aHUX HAGYAHD.

Ha oymxy aemopa, y matiOymubomy 6udacmvcsi OOYIIbHUM NOAUOLEHO GUSYUMU GLACMUBL M
OOKMPUHATBHI OOKYMEHMU, 00CBI0 OPeAHI3AYIUHO-UWMAMHOT CMPYKMYpU, opmu ma Memoou Heumpanizayii
3a2po3 y Kibepnpocmopi, MexamizMm GUKOPUCIMAHHS «HEeYPAOOBUX» XAKEPCOKUX ZPYN, 0COOIUBOCHI 81060y
NEPCOHANY, a MAKOoJC 3abe3neyumu 6paxy8aHHsi IHO3eMHUX IHHOGaYill y npogecitiniti niocomosyi ma
niosuweHHi Keanigikayii cniepobimHuKie opeanie ingopmayiinoi ma Kibepbesnexu ma KOHMPPO38IiOKU
Ykpainu.

Knrouoei cnosa: nexomsenyivma cmpameeis, iHgopmayitine npomubopcmeo, KibepHemuyHi GiliHu,
KibepwnucyHcmeo, inghopmayitina besnexa.
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STATE ANTI-CORRUPTION POLICY OF UKRAINE AS AN ELEMENT OF ENSURING
NATIONAL SECURITY UNDER CONDITIONS OF HYBRID AGGRESSION

The article examines the role of Ukraine’s state anti-corruption policy as a component of national security
in the context of hybrid aggression. The interrelationships between corruption risks and the vulnerability of
State institutions are analyzed, as well as the mechanisms through which external pressure can exploit internal
gaps.

Anti-corruption policy in the context of hybrid aggression should be considered as an integral element of
national security, combining legal, institutional, operational and cultural and educational dimensions. It is
necessary to shift the emphasis from exclusively repressive measures to comprehensive preventive
mechanisms: strengthening the institutional capacity of bodies, clear legislative consolidation of powers and
procedures, integration of digital services for transparency of public finances and procurement, as well as
effective application of sanctions and international legal instruments for asset recovery.

The key components of the success of anti-corruption reform should be: independent judicial reform and
the inevitability of responsibility, protection of whistle blowers and resource support for public control, large-
scale educational initiatives to build integrity, and the political will of the leadership to consistently implement
reforms.

To implement these measures, a comprehensive system for assessing the effectiveness of anti-corruption
reforms should be introduced, combining quantitative and qualitative indicators, external reviews and regular
independent audits. Such a system should include performance metrics (number of completed and convicted
cases of top corruption, volume of assets returned, procurement transparency indices), process metrics (case
review time, percentage of completed competitions for management positions) and trust metrics (sociological
surveys, perception indices), as well as public feedback mechanisms that will allow for prompt policy
adjustments based on verified data and identified risks.

Keywords: anti-corruption policy, national security, hybrid aggression, institutional capacity; digitization.

Statement of the problem. The study of state related, institutional, and socio-cultural dimensions
anti-corruption policy under conditions of hybrid of the problem. An analysis of the interconnections
aggression requires a comprehensive between corrupt practices and the vulnerability of
interdisciplinary approach that integrates security- state institutions makes it possible to identify the
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mechanisms through which external pressure can
exploit internal deficiencies, and to formulate
targeted directions for reforms and preventive
measures. Of particular significance is the study of
the transformation of corruption risks during
periods of escalation of hybrid threats and the
possibilities for their neutralization through public
policy instruments.

The relevance of this problem is driven by the
simultaneous impact of two interrelated factors.
The first is the evolution of the very nature of
threats to national security: in the twenty-first
century, armed conflicts increasingly acquire the
characteristics of hybrid aggression, combining
open military action with instruments of
informational, economic, and political pressure, as
well as institutional subversion, including
mechanisms of corrupt influence. In the context of
Ukraine, which has been experiencing systemic
hybrid aggression since 2014 and, since 2022, has
faced a full-scale invasion by the Russian
Federation, corruption has ceased to be merely an
“internal” governance problem. Instead, it has
become one of the key vulnerability factors of state
resilience, which may be exploited by an external
aggressor to weaken defense capabilities,
undermine public trust in state institutions, and
provoke socio-political destabilization.

Accordingly, state anti-corruption policy should
be viewed as a set of institutional solutions,
regulatory measures, and integrity-compliance
practices, and thus as an integral component of
national security. Its purpose lies in reducing the
state’s vulnerability to external influence and
enhancing the internal cohesion of society. At the
same time, under the pressure of the need for rapid
responses to security challenges, Ukraine’s anti-
corruption institutions are developing strategic
documents and programs that transform
approaches to the prevention, detection, and
investigation of corruption-related offenses in the
context of martial law and hybrid risks.

This dual dynamic — namely, the intensification
of external threats alongside the necessity for
internal institutional reform — renders the present
study particularly relevant for the development of

public policy and the practice of public
administration.

Analysis of recent research and publications.
Recent scholarly publications and analytical
studies demonstrate that the issue of state anti-
corruption policy in Ukraine continues to attract
sustained interest from a wide range of domestic
researchers. Notably, Bogolepova A., Kovtun O.
[1], Hanba O. [2], Hryshyna N., Rostovska K. [3],
Demchik N. [4], Korchak N. [5], Naumchuk K.
[6], Nesterenko K., Bulgakova O. [7], Novak A.
[8], Ortinsky V. [9], Perederiy O., Hryhorenko Y.
[10], Samoylenko L., Nazarenko S., Perun N. [12],
Tarasenko N. [13], Khotynska-Nor O., Salenko O.
[14], among others, have systematically developed
both theoretical-methodological foundations and
empirical indicators of the effectiveness of anti-
corruption reforms. This scientific activity
encompasses diverse approaches, ranging from
institutional-legal analysis and evaluation of the
regulatory framework to empirical studies of
corruption risks within public administration,
analysis of financial flows, and the study of
corruption’s impact on economic dynamics and
public trust. Such diversity of research approaches
underscores the multidisciplinary nature of the
problem and the need for knowledge synthesis to
inform an adequate response policy.

Contemporary studies on anti-corruption policy
in Ukraine pay attention not only to scientific
publications but also to normative legal acts that
define strategic directions and mechanisms of state
anti-corruption activity. In particular, the Law of
Ukraine "On the Principles of State Anti-
Corruption Policy for 2021-2025" [11] establishes
the key principles, objectives, and instruments for
implementing anti-corruption policy, serving as a
foundation for analyzing institutional effectiveness
and developing practical recommendations for
improving the national anti-corruption strategy.

At the same time, despite a significant
accumulation of scientific potential and numerous
practical initiatives, anti-corruption policy remains
one of the defining priorities of the state strategy,
as its implementation has both direct and indirect
consequences for key dimensions of national
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security. Within this context, anti-corruption
measures affect the state’s ability to attract
international support and investment, the quality of
economic regulation, the competitiveness of the
national market, and the level of public legitimacy
and trust in public institutions. From a
methodological perspective, this implies that
assessing the effectiveness of anti-corruption
policy cannot be limited solely to quantitative
indicators of offenses or procedural investigation
metrics; it must also consider composite indicators,
including macroeconomic effects, institutional
resilience, and changes in societal trust.

The importance of this issue is particularly
acute under conditions of martial law and intensive
European integration reforms, where traditional
anti-corruption mechanisms face dual pressures:
external security challenges and the need to align
national regulatory and institutional frameworks
with European standards. In such circumstances,
anti-corruption policy requires not merely formal
adaptation but substantive transformation of
prevention, investigation, and asset recovery
procedures. This includes the development of
operational mechanisms to ensure the integrity of
supply chains in the security and defense sector,
enhanced oversight of strategically important
public procurement, increased coordination among
law enforcement, financial, and supervisory
authorities, and the integration of international
partner mechanisms into the functioning of
domestic institutions.

Purpose of the article is to examine Ukraine’s
state anti-corruption policy as a component of
national security under conditions of hybrid
aggression, including assessing its effectiveness,
analyzing institutional architecture and legal
mechanisms, evaluating practical approaches to
preventing corruption risks during wartime and
post-war periods, and developing
recommendations for improving legislation and the
implementation of anti-corruption measures to
enhance state resilience and public trust.

Presentation of the main material. Ukraine’s
anti-corruption policy in the context of hybrid
aggression should be viewed as a multi-level,
multidisciplinary, and highly dynamic component

of national security. It integrates legal,
organizational, institutional, and ideological-
cultural measures aimed at preventing corruption
risks, minimizing their impact on the country’s
defense capacity and resource potential, and
ensuring transparency in the distribution of
humanitarian aid and international transfers during
and after armed conflict.

This perspective aligns with the conceptual
positions of several contemporary studies. Hanba O.
emphasizes the crisis nature of corruption and its
capacity to undermine the ability of the security
and defense sector to fulfill state protection
functions [2, pp. 88—89]. Naumchuk K. argues for
the institutional-administrative nature of anti-
corruption policy as a set of state goals, measures,
and decisions [6, p. 157]. Bogolepova A. and
Kovtun O. demonstrate that the wartime context
has stimulated anti-corruption institutions to
perform non-traditional functions, from monitoring
humanitarian aid to coordinating sanction lists [1,
p- 253]. Nesterenko K. and Bulgakova O. underline
that anti-corruption policy must remain a state
priority even when significant resources are
mobilized for defense [7, p. 100].

The integration of these approaches provides an
analytical framework in which anti-corruption
measures are conceptualized not only as legal
regulation and criminal enforcement but also as a
comprehensive set of preventive, organizational,
technocratic, and socio-cultural initiatives. These
initiatives are aimed at strengthening institutional
resilience and countering the external aggressor’s
instrumentalization of corruption mechanisms.

Examining the evolution of the institutional
architecture of Ukraine’s anti-corruption policy
reveals the transition from declarative norms to a
complex system of specialized agencies and
mechanisms that hold strategic significance for
national security. Naumchuk K. proposes a
periodization of anti-corruption policy
development, identifying stages of emergence,
establishment,  initial  implementation  of
international approaches, and institutional capacity
building; this historical perspective is crucial for
evaluating the readiness of institutions such as
NABU, NACP, and ARMA [6, p. 157]. Specialized
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anti-corruption prosecution and the High Anti-
Corruption  Court possess the necessary
operational, legal, and personnel capacity to
function under conditions of hybrid aggression.

Studies by Hanba O., Nesterenko K., and
Bulgakova O. confirm that the mere existence of
institutions does not guarantee effectiveness;
critical factors include the quality of institutional
support, integrity of recruitment procedures,
legislative clarity of authority, access to
operational resources, and judicial capacity [2,
p- 92; 7, p. 101]. Historical analysis also highlights
vulnerabilities such as fragmented reforms,
political blockages, and constitutional debates,
which have significantly undermined public trust in
the anti-corruption system.

Practical Dimension of Anti-Corruption
Policy in Wartime. In the practical context of
wartime, anti-corruption agencies are compelled to
combine classical functions — detection,
investigation, and suppression of corruption — with
security-oriented tasks. Bogolepova A. and
Kovtun O. identify specific priorities of the
National Agency on Corruption Prevention
(NACP) during the war period, including the
creation of the "War and Sanctions" portal to track
assets of individuals involved in aggression, the
formation of task forces to locate sanctioned assets,
conducting anti-corruption expertise of legal acts,
and ensuring transparency in humanitarian supplies
and coordination of logistics chains [1, p. 253].
These practices demonstrate the adaptive potential
of institutions — they cease to be narrowly focused
on declarative functions and reactive measures,
instead becoming active agents of economic and
informational defense.

At the same time, Nesterenko K. and Bulgakova O.
emphasize that the success of such initiatives
depends on the integration of electronic services,
restoration of public submission of asset
declarations where security concerns allow, and
transparent procedures for selecting agency
leadership — all factors that directly influence the
trust of citizens and international partners [7,
p- 100].

Legal and Administrative Dimension. The legal
and administrative-legal aspect of anti-corruption

policy, thoroughly developed in the works of
Hrishina N. and Rostovska K., requires the
formalization of  policy implementation
mechanisms and the codification of administrative-
legal categories that define the scope and limits of
public authority intervention in corruption
prevention [3, p. 33]. The authors stress that anti-
corruption policy should be regarded as an
administrative-legal ~ category = encompassing
organizational, staffing, informational, and
procedural measures implemented by executive
authorities in interaction with civil society.

From this perspective, priority areas include:
detailed normative regulation of agency functions,
establishment of procedures for anti-corruption
expertise, mechanisms for special inspections,
formation of the Unified State Register of Persons
Convicted of Corruption, and whistleblower
protection provisions. These measures strengthen
the  administrative-legal  infrastructure  for
prevention. Practical implementation must ensure
agency autonomy from political pressure,
professional integrity criteria, and ethical standards
for public servants, which act as safeguards against
politicization of anti-corruption efforts.

Monitoring and Evaluation. Quantitative and
qualitative monitoring of the anti-corruption
environment, including the use of the Corruption
Perceptions Index (CPI), is a key element in
assessing policy effectiveness and communicating
results internationally. Nesterenko K. and
Bulgakova O. note that, despite wartime
conditions, Ukraine’s CPI indicators have
demonstrated relative resilience or slight
improvement, reflecting the durability of the anti-
corruption system [7, p. 99]. However, the index
has methodological limitations — it reflects expert
and institutional perceptions rather than direct
measurement of corruption incidents. Therefore, it
should be complemented with domestic indicators
such as the number of prosecuted cases, disclosure
of public procurement, and the volume of
recovered assets. Integrated monitoring systems
combining international and national metrics
provide a more accurate diagnostic tool and enable
real-time policy adjustments [7, p. 99].
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Law Enforcement and Operational Capacity.
The anti-corruption law enforcement system
requires in-depth analysis of organizational-
operational capabilities and procedural interaction
among subjects responsible for investigation and
prosecution. Hanba O. and Naumchuk K. identify
key issues: ambiguous distribution of powers
between NABU, SAP, the National Police, SBU,
and the Office of the Prosecutor General
necessitates clearer coordination; there is a need to
improve procedures for special inspections and
investigations to promptly recover stolen or illicitly
exported assets; the role of ARMA in managing
confiscated assets requires legislative guarantees to
ensure effective management and transparent
redistribution for restoration purposes [2, p. 92; 6,
p- 158].

Practical obstacles, including limited access to
case materials, insufficient technical and analytical
support, and prolonged judicial proceedings,
exacerbate corruption risks and reduce the
preventive capacity of anti-corruption measures.
Consequently, strengthening the operational
capacity of law enforcement agencies must be
accompanied by judicial reform to ensure
accountability and accelerate the adjudication of
economic and corruption-related cases.

Cultural-Value, Civic, and International-Legal
Dimensions of Anti-Corruption Policy. The
cultural and value-based component of anti-
corruption policy occupies a central role in the
works of Hanba O. and other researchers, as
without the establishment of a system of societal
values, ethical norms, and integrity, state policy
risks remaining declarative [2, p. 92]. The
formation of an anti-corruption culture should
occur through systematic educational initiatives,
professional programs for public servants,
integration of anti-corruption modules into higher
and vocational education, as well as public
awareness campaigns aimed at enhancing citizens’
information hygiene and reducing tolerance for
corruption. NACP’s educational platforms, noted
by Bogolepova A. and Kovtun O., highlight the
importance of communicative and educational
tools in fostering societal intolerance of corruption;
however, these initiatives need to be scaled and

reinforced with incentive and sanction systems to
ensure long-term behavioral transformation [1,
p- 254].

Civil society and public oversight mechanisms
function as a “third party” in the architecture of
anti-corruption policy. They not only monitor and
expose corrupt practices but also contribute to
building trust and legitimacy. During wartime, as
emphasized by Nesterenko K. and Bulgakova O.,
as well as Bogolepova A. and Kovtun O., it is
critical to maintain public access to operational
data where security allows; restoring electronic
declarations, ensuring transparency in procurement
procedures, and making the distribution of
reconstruction funds public are essential [1, pp.
254-255; 7, p. 100]. Support for independent
investigative journalism, protection of
whistleblowers, and the creation of platforms for
collective expertise in public policies increase the
likelihood of early detection of corruption
schemes, thereby reducing their systemic impact.

The sanctions and international-legal dimension
of anti-corruption strategy, effectively applied by
NACP and other agencies during the war, has a
dual effect. First, sanctions and mechanisms for
freezing or confiscating assets increase economic
pressure on entities contributing to aggression.
Second, international legal instruments and
cooperation with partners enhance the efficiency of
asset recovery and create a legal framework for
cross-border investigations [1, p. 253]. Successful
use of sanctions and asset recovery requires high
evidentiary standards, alignment of national
legislation with international regimes, and
coordination among financial, law enforcement,
and diplomatic institutions.

The post-war reconstruction phase of Ukraine
necessitates the integration of anti-corruption
mechanisms into all recovery projects, from public
procurement procedures and critical infrastructure
restoration to regional social reintegration
programs. Naumchuk K., Bogolepova A., and
Kovtun O., alongside Nesterenko K. and
Bulgakova O., propose coordinated practical
measures: full digitalization and implementation of
e-governance at all levels; minimization of
discretionary and allocation functions through
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automation and delegation of routine procedures;
optimization of the size of the civil service while
enhancing professional competencies;
establishment of justified salary limits and
transparent motivation systems that do not generate
corruption risks; implementation of specialized
candidate vetting for key positions; and creation
and funding of effective mechanisms for public
oversight with resource support at the local level
[1, p. 255; 6, p. 160; 7, p. 254]. These measures are
both technocratic and systemic, as they transform
the rules of the game as well as the behavioral
norms of participants in public relations.

Conclusions and prospects for further
research.

1. Integrated Anti-Corruption Strategy in
Hybrid Aggression Contexts. The analytical
overview indicates that anti-corruption policy
under conditions of hybrid aggression must
become an integrated state strategy, encompassing
clearly defined institutions, legislative and
administrative mechanisms, technical tools, and
cultural-educational initiatives. Such a policy
should simultaneously perform functions of legal
response, prevention, economic defense, and
societal resilience building.

2. Anti-Corruption Policy as a Component of
National Security. Anti-corruption policy in hybrid
aggression contexts should be regarded as an
inseparable element of national security,
combining legal, institutional, operational, and
cultural-educational dimensions. Emphasis must
shift from exclusively repressive measures toward
comprehensive preventive mechanisms:
strengthening  institutional capacity, legally
formalizing powers and procedures, integrating
digital services to ensure transparency in public
finances and procurement, and effectively applying
sanctions and international-legal instruments for
asset recovery. At the same time, a robust
monitoring system combining international
indicators with specific national metrics is required
to enable real-time policy adjustments based on
verified data and to minimize vulnerabilities
exploitable by external aggressors.

3. Integration of Anti-Corruption Measures
into  Post-War  Reconstruction.  Post-war

implementation of anti-corruption measures should
be organically embedded in reconstruction
programs, including the digitalization of
administrative services, automation of procedures,
minimization = of  discretionary  functions,
transparent competitions for leadership positions,
and enhancement of professional standards among
personnel. Key elements for the success of anti-
corruption reforms include independent judicial
reform and the inevitability of accountability,
protection of whistleblowers, resource-supported
public oversight, large-scale educational initiatives
to foster integrity, and the political will of
leadership for consistent implementation of
reforms. Only a coordinated strategy of this nature
can transform anti-corruption policy into an
effective tool for national defense and sustainable
state recovery.

4. Pathways for Policy Improvement. Primary
pathways for enhancing anti-corruption policy
include digitalization, transparent procedures,
professional capacity building, judicial system
strengthening, whistleblower protection,
international cooperation in sanctions and asset
recovery, and the development of public oversight
systems. These measures should be implemented in
a coordinated manner, accompanied by monitoring
and accountability mechanisms, ensuring that anti-
corruption policy functions not only as an
instrument of internal governance but also as an
effective component of a comprehensive national
defense strategy.

To implement these measures, a comprehensive
system for evaluating the effectiveness of anti-
corruption reforms should be introduced,
combining quantitative and qualitative indicators,
external review, and regular independent audits.
This system should include:

e Outcome metrics — e.g., number of
completed and adjudicated high-level corruption
cases, volume of recovered assets, procurement
transparency indices;

e Process metrics — e.g., case processing time,
percentage of completed competitions for
leadership positions;

e Trust metrics — e.g., sociological surveys,
perception indices;
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¢ Feedback mechanisms — enabling real-time
policy adjustments based on verified data and
identified risks.

Such a system will enhance the responsiveness,
transparency, and resilience of Ukraine’s anti-
corruption infrastructure under conditions of
hybrid threats and post-war reconstruction.
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METHOD OF PLANNING MEDICAL AND PSYCHOLOGICAL REHABILITATION MEASURES
FOR MILITARY PERSONNEL

One of the most pressing and problematic issues that arose during the Russian-Ukrainian war is improving
the effectiveness of the medical and psychological rehabilitation system for servicemen of the Armed Forces
of Ukraine. The peculiarity of this system lies in the need for a scientifically based approach to the planning
and implementation of medical and psychological rehabilitation measures, taking into account not only
clinical but also economic aspects. This creates a need to develop a comprehensive method based on
mathematical models that will optimize the use of resources and improve the effectiveness of the medical and
psychological rehabilitation system.

The purpose of this article is to develop a method for planning medical and psychological rehabilitation
measures for military personnel.

A review of the literature has shown that most existing models of military rehabilitation focus on medical or
psychological aspects without due consideration of economic efficiency and rational resource allocation. The scientific
novelty of the article lies in the development of a method for planning medical and psychological rehabilitation
measures for military personnel, which involves the use of cluster analysis, elements of queuing theory and
programme-target management to prioritize applications based on the clinical condition of patients and available
resources, which helps to improve the efficiency of the rehabilitation system in conditions of limited resources.

The article presents the formation of a rational queue of applications for medical and psychological
rehabilitation, taking into account priority and resource availability, which allows for the most efficient
distribution of medical, human and material resources. The practical application of the proposed method on
the example of military personnel from the combat zone has shown the possibility of significantly improving
the efficiency of the rehabilitation system by optimizing the time and labour intensity of procedures.

Further research prospects include determining the feasibility of using fuzzy clustering methods to improve
the accuracy of forming a rational queue of military personnel for medical and psychological rehabilitation
within the mass service system.

Keywords: queuing theory; medical and psychological rehabilitation, method; system; military personnel;
Armed Forces of Ukraine; resource optimization, planning, restoration of combat capability.
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Statement of the problem. In the process of
analyzing the organization of medical care and
the implementation of medical and psychological
rehabilitation measures for military personnel in
the context of large-scale hostilities in Ukraine,
it has been established that key problems remain,
such as the high level of systemic psycho-
emotional exhaustion of personnel and the lack
of adequate medical and economic justification
for the planning of rehabilitation measures.
These factors significantly reduce the
effectiveness and timeliness of restoration the
combat readiness of military formations, as well
as lead to the irrational use of available medical,
material, time and human resources within the
functioning of the medical care system [1, 2].

According to the military medical service, more
than 60% of military personnel who participated in
combat  operations require comprehensive
rehabilitation measures, including medical and
psychological rehabilitation. At the same time, the
network of rehabilitation centres that existed at the
beginning of 2022 was only 45 % staffed in terms
of bed capacity and 52 % in terms of personnel,
which led to queues for rehabilitation and delays in
restoring the combat readiness of personnel [3].

At present, medical and psychological
rehabilitation measures are planned mainly on the
basis of clinical assessment of the soldier condition
and the availability of free resources, without the
use of mathematically sound methods.

Due to the lack of a structured mechanism for
assessing the priority of medical and psychological
rehabilitation, as well as economic justification for
planned measures, the productivity of the existing
forces and means of the medical and psychological
rehabilitation system, which can be considered a
mass service system, remained low [4]. In
particular, some rehabilitation measures were
prescribed without taking into account the clinical
condition of military personnel, the intensity of
their combat load and the predicted effectiveness of
therapeutic intervention, which led to the irrational
use of medical, human and financial resources [5].
In the process of preparing this article, data and
approaches practiced at the Military Medical
Clinical Centre of the Western Region and the
Truskavets Medical Rehabilitation and Sanatorium
Treatment Centre were taken into account. It was
in these institutions that the need for unification of
approaches to planning, taking into account
resource constraints, was identified, which became
the basis for the development of the proposed
method.

Based on this, the issue of a scientifically sound
approach to forming a rational queue for medical
and psychological rehabilitation, as well as the
development of a method for the medical and
economic justification of rehabilitation measures in
the healthcare system of military formations, is
becoming particularly relevant [6, 7]. Its
implementation will increase the effectiveness of
restoring the combat readiness of military
personnel and optimize the costs of medical
services in conditions of limited resources [8].

Analysis of recent research and publications.
on the organization of medical and psychological
assistance to military personnel shows that the
problem of medical and economic justification of
planned rehabilitation measures has not been
considered systematically enough. The main focus
has been on the medical or psychological aspect
separately, as well as on organizational approaches
to the creation of rehabilitation structures [ 1-8].

Existing models that partially address the aspect
of planning or the sequence of care provision can be
divided into three groups [1, 3, 5]: analytical models
based on the analysis of the treatment or
rehabilitation process; probabilistic models based on
statistics of intervention success and combat stress
levels; regression models that take into account the
influence of certain social, psychological or
economic factors on the effectiveness of medical
and psychological assistance.

The advantage of analytical and regression
models is the ability to quantitatively assess the
impact of key parameters (such as the degree of
psycho-emotional stress, resource availability, etc.)
on the effectiveness of rehabilitation measures [4,
6]. However, a disadvantage of regression models in
particular is their dependence on a set of input
factors that require experimental or empirical
confirmation [2]. In addition, analytical models are
mostly limited to two or three variables, and
increasing the number of parameters significantly
complicates calculations and reduces the reliability
of results. Probabilistic models make it possible to
assess the risks of relapse or ineffective
rehabilitation based on statistical data, but they do
not take economic factors into account [7].

On the other hand, models based on cluster
analysis allow structuring the queues of military
personnel for rehabilitation, taking into account both
clinical and economic characteristics [5, 8]. Their
advantage is the ability to flexibly manage the order
of interventions, integrate medical indicators with
cost and organizational factors, and adapt to changes
in real time.
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In this regard, an urgent task is to develop a
method that will ensure effective planning of
rehabilitation measures and rational allocation of
available resources in the military medical system.

Purpose of the article is to develop a method
for planning medical and psychological
rehabilitation measures for military personnel.

Presentation of the main material. When a
number of applications for medical and
psychological rehabilitation of military personnel
are received, a queue of such applications may be
formed, the receipt and processing of which is
determined by the discipline of queuing. The
discipline of waiting determines the order in which
applications are accepted into the rehabilitation
system and their order in the queue, while the
discipline of service determines the order in which
applications are selected from the queue for the
appointment of rehabilitation measures. Depending
on the accepted order of processing applications, a
distinction is made between systems with non-
priority and priority disciplines.

Systems with non-priority disciplines consider
applications to be equal. The following rules for
selecting applications from the queue can be given
as examples:

1) FIFO (First Input — First Output) discipline —
the first application in the queue is selected;

2) LIFO (Last Input — First Output) discipline —
the last application in the queue is selected;

3) discipline of selecting a request from the
queue at random and several others.

In priority service disciplines, certain requests
of one type are given preferential service over
requests of another type in accordance with the
established priority [3, 6].

The following types of priorities are
distinguished:

1) Relative priorities — only taken into account
when assigning a service request. When a
rehabilitation channel becomes available, the
priorities of the requests in the queue are compared,
and service is provided to the request with the
highest priority.

2) Absolute priorities — involve interrupting the
rehabilitation of a low-priority request when a
higher-priority request arrives. The interrupted
request is returned to the beginning of the
corresponding queue [7].

3) Mixed priorities — a combination of both
types of priorities, where some requests are
serviced without priority.

The task is more difficult when there are several
priorities or when priorities are not ranked by

degree of importance. In such cases, the rationality
of the queue of requests is determined in several
stages.

By a rational queue for medical and
psychological rehabilitation, we mean a queue in
which, within a specified time, the rehabilitation of
military personnel will be carried out with the
maximum effect of restoring combat readiness at
minimum resource costs.

Let us consider the order of forming such a
queue. Let there be a set of applications G,
consisting of w types of rehabilitation measures
with the number of applications Lk for each type.
Within this process, it is advisable to consider the
rehabilitation system as a queuing system (QS),
where the objects of service are applications from
military personnel for rehabilitation procedures. In
an QS, queues are formed according to the types of
interventions, and the efficiency of the system is
assessed by indicators of load, service duration and
resource utilization. Thus, a set of requests G is
received by the QS, which forms w queues with a
corresponding number of requests in each queue
(Fig. 1). The method of forming a rational queue
also requires knowledge of the initial state of
requests, namely the duration of rehabilitation
Trenav and its labour intensity Hrepas .

From the perspective of QS theory, the
maximum efficiency of the rehabilitation system is
achieved when the productivity of processing the
incoming flow of requests is maximum and the
number of requests in the queue is minimum. To do
this, requests with the minimum values of
rehabilitation duration and labour intensity (7os,
H,6c — min) should be serviced first.

Based on this, the task of the first stage of the
method is as follows: to select applications whose
rehabilitation requires the least amount of time and
resources. To solve this problem, applications in
each of the w queues are clustered (using the k-
means algorithm, applications in the queue are
grouped into 3 clusters), resulting in the formation
of 3w clusters from the set G: w clusters with {R}
applications with the lowest Tichap and Hrehap
indicators w clusters with {F} applications with
average indicators, and w clusters with {S}
applications with the highest indicators. Requests
{R} are sent to the QS for service, requests {F’}
with average indicators remain in the queue, and
requests {S} with maximum indicators Tyenss, Hrehab
are transferred for service to other rehabilitation
centers with greater resources (Fig. 1).
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Figure 1 — Queues of applications for medical and psychological rehabilitation of military personnel
(example). Source: developed by the authors

The task of the second stage of the method is to
form a rational sequence of service for the {R}
applications with the lowest Treas and Hyeas
indicators, which were selected at the first stage. To
solve this task, each request is described by a
number of parameters, among which there must be
a priority indicator. As an example, requests are
characterized by parameters such as the duration of
rehabilitation, labour intensity, combat load level,
and degree of psychological exhaustion. The
degree of combat stress can be considered a priority
indicator.

After that, one cluster is formed from {R}
applications according to the g-means algorithm
based on the maximum compactness criterion, and
the minimum distance from the cluster centre of
each of {R} applications is determined:

W(S,C)=§ 2.d(g:i,¢)

k=1 i

b

where g; is the vector of application parameters i,
¢ 1s the centre of cluster £.

This distance is the ranking of applications to
the QS by priority.

The minimization criterion is the sum of
distances d( g c¢r ) from objects g; to the
corresponding cluster centers (centroids) cx[5].

Thus, the task of forming a rational queue of
applications to the medical and psychological
rehabilitation system is completed.

Similarly, a rational queue is formed for
applications in clusters w from the set of applications
{F} (applications with average indicators) that are
waiting to be served in the queue.

An example of practical application (Fig. 1).

The initial data is as follows. There are
43 military personnel in the combat zone who
require  various types of  rehabilitation:
psychophysiological rehabilitation (PPR) — 9 people,
medical rehabilitation (MR) — 12 persons, social-
psychological rehabilitation (SPR) — 11 persons,
psychotherapy (PT) — 11 persons.

The duration of rehabilitation varies from 4 to
22 days; labour intensity from 8 to 66 person-days;
combat load from 1 to 5 points. The cost of
rehabilitation measures varies from 2.33 thousand
UAH to 2.35 thousand UAH.

After completing the first stage, 12 clusters
were formed (Fig. 2): 4 clusters with low (so-called
first-level clusters), medium (second level) and
high (third level) indicators of duration and labour
intensity.

There were 17 applications in clusters with the
lowest Ty, and H,, values, 11 applications in
clusters with average values, and 15 applications in
clusters with the highest T, and H,., values.

The first-level clusters were formed as follows:
psychophysiological rehabilitation — 4 applications
(1, 4, 5, 8), medical rehabilitation — 5 applications
(11, 15, 16, 19, 21), social and psychological
rehabilitation — 3 (27, 28, 30), psychotherapy — 5
applications (33, 37, 41, 42, 43). Second-level
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clusters: psychophysiological rehabilitation — 2
applications, medical rehabilitation — 3
applications, social and psychological
rehabilitation — 3 applications, psychotherapy — 3
applications. Third-level clusters, respectively — 3,
4,5, 3 applications.

At the second stage, in order to form a rational
queue of applications placed in first-level clusters,
a single cluster of low-level applications is formed

1 ]
1 1
' |

MR : '
-SSR — RS
! queue 1, queue

_______________

SPR i°°°° | 000 o 000

PT

PPR EOOO L 00 :EOOOOE

and the applications are ranked according to their
distance from the center of the cluster (Table 1).

Ranking applications according to the cluster
centroid allows us to build a rational queue of
applications. Table 1 shows how 17 applications,
grouped into a single cluster, are distributed by
distance to the center of this cluster — centroid.
Each application has its own number, and they all
belong to cluster number 1.

SRSSS oo
queue Rehabilitation
centre

Figure 2 — Results of the first stage of clustering (example).
Source: developed by the authors

Table 1 — Distance of applications to the cluster centroid

Application number Cluster number Distance to the cluster center
1 1 0,6184146
4 1 0,6716266
5 1 0,5154355
8 1 0,6392021
11 1 0,2992313
15 1 0,4043581
16 1 0,2992313
19 1 0,3907396

21 1 0,2992313
27 1 0,5171861
28 1 0,3405352
30 1 0,2916174
33 1 0,8457961
37 1 0,7321997
41 1 0,7321997
42 1 0,8457961
43 1 0,7474904
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The distance to the centroid shows how close
the application is to the "typical" representative of
the group. Smaller distance values mean that the
application is more typical for the cluster, while
larger values mean that it differs from the majority.

Applications with the smallest distance (e.g.,
No. 30, 11, 16, 21) are closest to the center and,
accordingly, have priority for processing.
Applications with a greater distance (e.g., No. 33,42)
are less typical and can be processed later.

This ranking helps to form an efficient order for
processing applications, which increases the
productivity of the system.

The cluster is formed using the g-means
algorithm, which automatically determines the
optimal number and structure of groups based on
data analysis.

After ranking the applications, the optimized
queue is shown in Fig. 3 and Table 2.

Queue of applications
Application number:

42 334341 374 8 127 5151928 21161130

—000000000088089690

Table 2 presents the results of ranking 17
applications that were combined into a single
cluster with low labour intensity and rehabilitation
duration indicators. Each application has its own
number, sequential place in the queue, and distance
to the center of this cluster (centroid).

The queue is formed in such a way that the
applications that are the most typical for this group
are in the first place. For example, application
No. 30 has the shortest distance to the centroid
(0.2916), so it was given the highest priority. It is
followed by applications No. 11, 16 and 21 — all
with very similar distance values. This means that
they also correspond well to the average profile of
applications in the cluster.

In contrast, applications No. 33 and No. 42 have
the greatest distance (0.8458), so they are placed at
the end of the queue as they are less similar to the
others and less of a priority for processing.

Rehabilitation
centre

Figure 3 — Results of the second stage of clustering (example).
Source: developed by the authors
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Table 2 — Ranking of the application queue

Application number Number in the queue Distance to cluster centre
30 1 0,2916174
11 2 0,2992313
16 3 0,2992313
21 4 0,2992313
28 5 0,3405352
19 6 0,3907396
15 7 0,4043581

5 8 0,5154355
27 9 0,5171861
1 10 0,6184146
8 11 0,6392021
4 12 0,6716266
37 13 0,7321997
41 14 0,7321997
43 15 0,7474904
33 16 0,8457961
42 17 0,8457961

This ranking method allows to create a rational
queue for processing applications: first — the most
typical ones, then the less typical ones. This
increases the efficiency of the system, as it allows
to quickly process the most "understandable" and
predictable cases, using resources as efficiently as
possible.

The analytical platform "Deductor—C", version
5.3, was used to perform the calculations.

The method was tested on a sample of data from
military personnel who served in the combat zone,
simulating real application flows. To implement
the method, it is planned to gradually introduce it
into the practical activities of the rehabilitation
facilities of the Armed Forces of Ukraine by
developing software that integrates with existing
military medical information systems. The method
allows to form rational rehabilitation queues based
on priority, duration and complexity of procedures,

as well as current supplies, which is particularly
relevant in conditions of limited resources.
Conclusions and prospects for further
research. A method for planning medical and
psychological rehabilitation measures for military
personnel has been proposed. It is based on the
integration of program-target management and
cluster analysis methods to organize and prioritize
medical and psychological rehabilitation measures.
The proposed approach makes it possible to take
into account the multiplicity of parameters of needs
for rehabilitation measures and the resource
capabilities of the system.
Prospects for further
determining the feasibility of using fuzzy

research  include
clustering methods to improve the accuracy of
forming a rational queue of military personnel for
medical and psychological rehabilitation within the
mass service system.
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METO/J ITAHYBAHHS 3AXO/1B MEJUKO-TICUXOJIOTTYHOI PEABLJIITAIIII
BIMCBKOBOCJIYKBOBIIIB

Oonum i3 HatibiLW AKMyarbHux i NPOOIeMHUX NUMAHb, WO NOCMAIU N0 YAC POCIUCLKO-YKPAIHCHKOTL
BillHU, € NIOBUWEHHS eMeKMUBHOCMI QYHKYIOHYBAHHA CUCMEMU MeOUKO-NCUXO0N02iuHOl  peabirimayii
giticvrosocayscoosyie 3opounux Cun Yrpainu. Ocobaugicmo yiei cucmemu nonseac ¢ He0OXiOHOCMI HAYKO80
00IPYHMOBan020 NiOX00y 00 NIAHYBAHHA MA peanizayii 3ax00ié MeouKo-ncuxoaociunoi peabirimayii 3
VPAXYBAHHIAM He MINbKU KIIHIYHUX, 4 U eKOHOMIYHUX acnekmis. Biomax eunuxae nompeba y po3pobieni
YinicHo2o0 Memoody, KU HA OCHOGI MAMEMATMUYHUX MoOeell 0Acmb 3M02y ONMUMIZY8AmU GUKOPUCTIAHHS
pecypcig i nioguwumu e(heKmusHICms cucmemu MeOuKo-nCuxono2iuHoi peabinimayii.

Po3spobneno memoo nianysanms 3ax00ie MeOUKo-nCuUxono2iunoi peabinimayii’ 6iticbko80CayIHCO08YI8, WO
nepeodauac GUKOPUCMAHHS KIACMEPHO20 AHANI3Y, e/leMeHmie meopii Maco8o20 00CHYye08y8anHs mda
NPOSPAMHO-YiNIb0BO20 YHPABIIHHA 3 MeMOI 8NOPAOKYBAHHSA Uep208OCHI 3AS80K 3 02110y HA KAIHIYHUL CTMaH
nayieHmis i HasA6Hi pecypcu. 3a3Ha4veHull Memoo CRpusmume niOSUWEHHIO eeKMUBHOCMI YHKYIOHYBAHHS
cucmemu peabinimayii 8 ymosax odMeNceH020 pecypcHo2o 3abe3nedeHns.

30iticheno hopmysanms payionanbHol uepeu 3as60K HA MeOUKO-NCUXOI02IHHY peabiiimayiio 3 YpaxyeaHHIMm
NPIOPUMEmHOCIE Ma PecypcHOi 3a0e3neYeHoCl, Wo YMONCTUBTIOE MAKCUMATbHO e@eKmueHUll po3nooin
MeOUYHUX, Kaoposux i MamepianbHux pecypcis. llpakmuyne 3acmocygans 3anponoHO8aH020 Memooy y npoyeci
BIOHOGIEHHS BIICLKOBOCTYHCOOBYIE i3 30HU OOUOBUX Oill NOKA3AI0 3HAUHE NIOBULEHHS eheKMUBHOCME CUCHeMU
peabinimayii 3a paxyHox onmumizayii yacy i mpyoomicmkocmi npoyeoyp.

Knrouoei cnoea: meopis Macoeo2o 00ciy208y8anHs,; MeOUKO-NCUXOI02IYHA peadinimayis;, Memoo,; cucmema,
BILICbKOBOCTYIICO0BYI, KIacmepu3ayis, onmumizayis pecypcis, nianyeanHsl, 8iOHo6e s 00€30amHOCH.
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DEFINING THE FREQUENCY DEPENDENCIES OF THE RADAR CROSS SECTION OF LENS
SIMULATORS OF AIR TARGETS FOR VARIOUS DIELECTRIC MATERIALS

Maintaining air defense units within the Armed Forces of Ukraine and the National Guard of Ukraine in
constant combat readiness to perform combat tasks requires conducting live-fire exercises with modern air
targets during military training of personnel. Air targets simulate real enemy air attack weapons and are used
as false air targets during combat operations. One of the most promising passive simulators of the radar cross
section of air targets in the radar wave range is the multilayer Luneburg lens.

When creating such lens simulators, the discreteness of change and frequency dependence of dielectric
permeability, as well as additional technological errors, lead to a decrease in their radar cross section
compared to theoretical values. This circumstance must be taken into account when creating specific targets
or false air targets.

An algorithm has been developed for a computational and experimental method of estimating the real
values of the radar cross section of passive simulators based on Luneburg lenses using an anechoic chamber.
The measurement and assessment of the real value of the radar cross section of lens simulators is based on
the use of a reference reflector in the form of a metal sphere with a known radar cross section.

The results of experimental studies have shown that the radar cross section indicators of air target
simulators depend on the dielectric material, technology, and irradiation frequency.

Keywords: radar cross section; air target simulator; Luneburg lens; dielectric material; technology;
reference sphere,; anechoic chamber.
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Statement of the problem. Maintaining air
defense units (ADU) within the Armed Forces of
Ukraine and the National Guard of Ukraine in
constant combat readiness to perform combat tasks
requires conducting live-fire exercises with
modern air targets during military training. Air
targets simulate real modern enemy air attack
weapons, as well as false targets during combat
operations. The main element of the target
equipment of modern and promising target UAVs
is the means of simulating the radar cross section
(RCS) of various types of air targets. Currently, in
the leading countries of the world and the European
Union, the most promising direction for the
creation of passive RCS simulators of air targets in
the radar wave range is the use of multilayer
spherical Luneburg lenses (LL), which differ from
each other in geometric dimensions, material and
shape of the metallised surface [1, 2]. Selecting the
necessary parameters allows for a significant
increase in RCS (by tens of times) and the
simulation of more significant targets [3].

The use of LL in air target simulators
significantly reduces the cost of training air
defence units, increases the realism of training
exercises and creates universal targets for various
combat scenarios.

Various dielectric materials are used to
manufacture spherical LLs, as well as various
dielectric composite materials, which include
synthetic polymers and dielectric substances.
When creating spherical air target simulators in the
form of multilayer LLs, the properties of the
dielectric material, the discreteness of the change
in dielectric permeability, and the failure to comply
with the manufacturing technology lead to a
deterioration in their RCS values compared to what
is theoretically possible.

In view of the above, there is a need to study the
influence of dielectric material and LL
manufacturing technology on the RCS values of air
target simulators manufactured on their basis. This
must be taken into account when creating air
targets and false air targets with specified RCS
values at a specific frequency of their irradiation.

Analysis of recent studies and publications.
Analysis of the state of current research in the field
of using dielectric materials with different
properties, manufacturing technology features, and
the use of spherical LLs as passive air target
simulators has shown that these issues are covered
in a number of works. Research [3] examines the
properties of dielectric and various composite

materials that can be used to manufacture spherical
LLs, in particular foam dielectric materials,
expanded polystyrene, foam plastic, etc.
Composite dielectric materials include synthetic
polymers and various ceramic powders. They are
lightweight and have good dielectric properties,
which allows for the creation of various spherical
LL designs.

The authors of studies [4-7] describe spherical
LLs manufactured wusing various three-
dimensional printing technologies. Thus, studies
[4, 5] present an approach to creating spherical
LLs with radial holes, while studies [6, 7] consider
spherical LLs in the form of dielectric cubes of
various sizes. The authors investigated how the
dielectric permittivity and loss tangent of
equivalent lens materials can be influenced by the
shape of the holes, the direction of the holes, and
the porosity. However, this technology has only
been used to create LLs with two layers, which
does not allow for a complete reduction in the
discreteness of changes in dielectric permittivity.

In works [8, 9], the creation of multilayer LLs
with a smooth dielectric permittivity was
considered. In this case, an approach was used in
which the dielectric permittivity of each layer is
constant but changes discretely from one layer to
another. The authors note that the implementation
of LLs with more than 10 layers is impractical and
does not lead to significant changes in the
characteristics of the lens. In practice, 4-6 layer
lenses are the most technologically feasible.

In addition, the authors of [9] conducted a
comparative analysis of various methods of layer-
by-layer approximation of spherical LLs, in
particular: dividing the lens into layers by
refractive index, uniform division by dielectric
permeability, and uniform division by radius. The
research showed that the best approximation of
dielectric permittivity to the theoretical law of
change for a six-layer LL is achieved by uniform
division into layers by radius. In this case, the
average absolute error of approximation of
dielectric permittivity to the theoretical value is no
more than 6.7%.

The processes of manufacturing LLs by printing
on a 3D printer using inkjet polymerisation
technology are discussed in [ 10]. The peculiarity of
such LLs is that the structure of the lens body
includes electromagnetic crystals. At the same
time, a heterogeneous dielectric is used as the main
material of the lens body. The parameters of the
dielectric are changed by controlling its filling
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density during 3D printing. When creating an LL,
the dielectric permeability should vary from two
units in the centre to one unit near the surface.

The research [11] provides examples of the
implementation of multilayer LLs from elements in
the form of hemispheres of different radii. These
elements are made of porous dielectric or
polystyrene foam. The authors note that this
manufacturing method is complex, and errors in the
accuracy of the layers as they increase in size lead
to a deterioration in the "reflective" characteristics
of the lens.

The authors of publications [12-15] have
conducted research on the effectiveness of using
corner and lens simulators of modern air targets.
The results of the research showed that among
corner simulators, the square simulator provides
the highest RCS, but at the same time it has the
narrowest indicatrices in both planes and a less
robust design. The widest monostatic indicatrices
in both planes are provided by triangular
simulators, which determines their advantages in
use, despite their relatively low RCS value. Under
conditions of identical geometric dimensions,
simulators based on LL have the highest RCS and
allow covering the entire radar wavelength range
and simulating the RCS of most modern air targets.
At the same time, simulators based on a spherical
LL with a metallised segment in the form of a "cap"
provide the highest RCS.

Thus, the analysis of the publications has shown
that the influence of dielectric material and
manufacturing technology on the RCS of air target
simulators based on multilayer spherical LLs has
not been sufficiently studied. When designing air
target simulators, failure to take these issues into
account can lead to devices with unplanned RCS
values, the appearance of RCS instability in
different frequency ranges, degradation and
temperature instability, and other serious technical
problems.

The purpose of this article is to study the
influence of dielectric material and manufacturing
technology on the RCS of air target simulators
based on multilayer spherical LLs for consideration
when creating air targets and decoys with specified
RCS values.

To achieve this goal, the following tasks must
be solved:

—to propose a methodological approach for
assessing the impact of dielectric material and
manufacturing technology features on the RCS of
air target simulators based on spherical LLs;

— conduct experimental studies to evaluate the
real RCS of air target simulators based on
multilayer spherical LLs;

—to evaluate the RCS ratio of air target
simulators based on multilayer spherical LLs made
of different dielectric materials.

Presentation of the main material. The main
characteristic of air attack weapons, such as radar
targets, is their RCS. RCS characterises the
reflective properties of the target and determines its
energy characteristics of secondary radiation at the
reception point and does not depend on the
intensity of the primary wave.

One of the most acceptable and promising
passive simulators of the RCS of air targets in the
radar wave range is an LL, which is a multilayer
sphere with different values of dielectric
permittivity of the layers and, accordingly, their
refractive indices.

For a classic LL without losses, the dielectric
permittivity varies smoothly along the radius of the
sphere from €=1 at the surface of the lens to €=2 at
the centre of the lens, in accordance with the law [16]:

2
s(a):z—(ﬁJ , (1)

r

where ¢(a) is the function of the change in the

dielectric permittivity of the lens;

r 18 the radius of the lens, m;

« 1s the radial coordinate of an arbitrary
point inside the lens, m.

If part of the surface of a spherical lens is
metallised, it becomes an RCS simulator, which
acts in a spatial angle equal to the angle covering
the metal coating. The paper considers passive
RCS simulators based on spherical dielectric LLs,
part of the surface of which is metallised in the
form of a "cap" (segment). The reflection of an
electromagnetic wave in a dielectric sphere occurs
from the metallised surface. The maximum
monostatic RCS [12, 15] in this case is determined
by the aperture method using the formula:

3.4 .2
5L=4%, 2)
c

where §; is the monostatic RCS of an LL with a
metallised segment in the form of a "cap", m?%;

f is the frequency of electromagnetic
radiation, Hz;

C is the speed of light, m/s.
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When manufacturing spherical LLs, it is
necessary to have a dielectric material that allows
for a continuous change in dielectric permittivity
g(a) according to the gradient law (1). In real

conditions, it is practically impossible to accurately
implement this law. Therefore, in practice, a
multilayer structure is created with a stepwise
approximation of the law of change in dielectric
permittivity. In this case, within one layer of such
structure, the dielectric permittivity is constant, and
the accuracy of the approximation to the
characteristics of an ideal lens with a smooth
change in dielectric permittivity is ensured by the
number and thickness of the layers. The greater the
number of layers, the more accurate the
approximation of the characteristics of a real lens
and the closer it is to the ideal. The most
technologically advanced is the creation of a 4-6
layer lens. The RCS of spherical LLs used as air
target simulators depends not only on their absolute
dimensions and irradiation frequency, but also on
the properties of the dielectric material and the LL
manufacturing  technology. When creating
spherical lens simulators in the form of multilayer
structures, the discreteness of the change in
dielectric permeability and additional
technological errors lead to a decrease in their RCS
value compared to the theoretically possible one.
Six-layer spherical LLs with cubic holes made
of various dielectric materials are considered as
RCS simulators in this research. These LLs have
radii of 4.5 cm and a metallised segment in the form
of a "cap". The lenses are manufactured using 3D
printing technology from two types of dielectric
materials: PET and PETG. Polyethylene
terephthalate glycol (PETG) is a thermoplastic

Table 1 — Parameters of LL layers

polyester that provides high chemical resistance
and durability. PETG is an adaptation of PET
(polyethylene terephthalate), where "G" stands for
glycol. PETG has greater strength and durability, is
more impact resistant and is better suited to higher
temperatures. Due to its low moulding
temperatures, PETG is easy to mould under
vacuum and pressure or to bend. PETG is a
transparent amorphous material with a glass
transition temperature of 80-85°C and a melting
point of 180-230 C. The density of PETG
is 1.26-1.28 kg/dm?. The dielectric permeability of
PETG is in the range of 2.81-3.3 [17]. Unlike
PETG, PET plastic is prone to crystallisation at
high temperatures, which makes it opaque and
weakens its structure.

The paper investigates six-layer spherical LLs
made of different dielectric materials based on
uniform division of the lens into layers according
to dielectric permittivity [9, 13, 17]. In this case,
the dependence of dielectric permittivity on radius
is divided into parts with equal steps of ¢(a), i.c.,

the radii of the layers are
r=aj,a,..ay_j,ay =const . To calculate the

dielectric permittivity, the expression

e; =e(a;_; +0,5-(a;—a;_;)) is used, ie., the
average value in each layer of the lens. Thus, we
obtain a uniform division by dielectric permeability

(by &(a) ). Such an approximation function allows

us to approximate the change in dielectric
permeability to a smooth law (1) by changing the
density of the dielectric filling in the lens design.

Table 1 shows the parameters of the LL layers
with a uniform division of the lens into layers
according to dielectric permeability [9].

Layer parameters

Layer number

2 3 4 5 6

Relative layer radius, (¢, / )

0,4082 | 0,5774 | 0,7071 | 0,8165 | 0,9129 1

Dielectric permeability of layers, & l

1,9583 | 1,7571 | 1,5875 | 1,4197 | 1,2523 |1,0851

Source: developed by the authors

The appearance of spherical LLs and their cross-section are shown in Fig. 1.
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Figure 1 — Appearance of LLs (a) and their cross-section (b)
Source: developed by the authors

To take into account the influence of dielectric
material and manufacturing technology on the RCS
of air target simulators based on spherical LLs, we
introduce the concept of a reduction factor, which
shows how many times the actual RCS of the
simulator is less than the theoretical (calculated)
value. The RCS reduction factor is the ratio of the
theoretical (calculated) RCS value of a lens
simulator to its actual (experimental) value for a
given irradiation frequency. It characterises the
dependence of the real EPR of the LL on the
dielectric material and the features of the
manufacturing technology and shows how much it
will change compared to the theoretical value. For
an air target simulator based on a metallised
spherical LL in the form of a "cap", the RCS
reduction factor K ,, is determined as follows:

K, =—, 3)

where S; is the theoretical (calculated) value of the

RCS of the LL with a metallised segment in the
form of a "cap" (2), m?;
S, is the actual (experimental) value of the
RCS of an LL with a metallised segment in the
form of a "cap", m?.
The algorithm for assessing the influence of
dielectric material and manufacturing technology

features on the RCS value of air target simulators
based on spherical LLs is as follows.

Step 1. Describe the material, dimensions, and
manufacturing technology features of the spherical
LLs selected for the experiment.

Step 2. For the selected LLs, the theoretical
values of the RCS for a given irradiation frequency
are evaluated. For each metallised spherical LL in
the form of a "cap", the theoretical (calculated)
monostatic value of the RCS is determined in
accordance with formula (2).

Step 3. The actual values of the RCS of
spherical LLs are determined experimentally
depending on the irradiation frequency.

Step 4. For the selected LLs, the RCS reduction
indicators are calculated according to formula (3).

Step 5. The results are analysed and conclusions
are drawn.

Measurements of the actual (experimental) RCS
values of the LLs S, were carried out in an

anechoic chamber (AC). An anechoic chamber is a
special room whose walls are covered with radio-
absorbing material that has a low reflection
coefficient in a wide range of frequencies and
angles when a plane electromagnetic wave strikes it.

Fig. 2 shows a general view of the anechoic
chamber and the equipment of the experimental
measuring stand, which includes: transmitting and
measuring antennas, a laser level (Fig. 2a), and a
portable vector network analyser (FieldFox
microwave analyser) (Fig. 2b).
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a

Figure 2 — Measuring stand equipment
(a — transmitting and measuring antennas and laser level;
b — KeysightN9951 A — portable FieldFox microwave analyser)
Source: developed by the authors

The experimental setup (measuring stand) in
this configuration allows measuring the monostatic
RCS of objects in the 4-15 GHz frequency range.

The measurement of the real RCS value of
spherical LLs is based on the use of a reference
reflector with a known RCS S, . The essence of the
method is that the power of the received signal
reflected both from the reference reflector P, with

aknown RCS S and from spherical LLs, the RCS

of which must be determined P, is measured.
Then the real (experimental) value of the RCS of
spherical LLs S, is calculated using the formula:
P
So=Sg—, 4
0 =Sk oo “4)

where S is the RCS of the reference reflector, m?;

P — power of the received signal from
spherical LLs, dB;
P; — power of the received signal from the
reference reflector, dB.
Since the power of the received signals is measured
in decibels, the ratio (P/ Py ) is written as follows:

L _jg0v , (5)
Pg

whereU = P— P =101g P—101g Pz =101g(P/ Pg)
is the difference between the received signals, dB.

Taking into account expression (5), expression
(4) will take the form:

Sog =Sg 100U, (6)

A metal sphere with a radius of ¢ = 4,5 cm was

selected as the reference reflector (reference) for
the RCS during the experiment. The following
formulas are used to calculate the RCS of the
reference sphere [18]:

Sg :Sm'F(ka)’ )
where
Sm = na? 5 (8)
) 2
S 1, 0ka) g G| (9)
F(ka)= %nzzl(_l) e l).|h'('l)(k”)_ 2(’“‘ 'h(l)(ka))
ka !

Julka)= |==J ilka),  (10)

a n+—
2

1) (ka) = iﬂ(l)l(ka), (11)

2ka 4
2

A — sphere radius, m;
s~ —maximum RCS of the reference (sphere), m*

2
k= - wave number, m™';

J, (ka ) — spherical Bessel function;
h W (ka )— Hankel spherical function;

J (ka) — Bessel function of the first kind;

n+—
2

H (1)1 (ka) — Hankel function of the first kind.
5

Taking this into account, the RCS values of the
standard (sphere) with a radius of ¢ =4,5 cm
depending on the irradiation frequency are shown in
Fig. 3.
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Figure 3 — RCS values of the reference sphere depending on the irradiation frequency
Source: developed by the authors based on data [18]

When conducting the experiment, the minimum

distance R, to the spherical LLs is determined in

min

accordance with expression [19]:

_mfal (12)

Rmin °

Ad-c

where Ag= ” is the maximum phase error at the

edge of the reference being studied.

Thus, the methodology of the computational-
experimental method for measuring the real values
of the RCS of spherical LLs is as follows:

a) for a given irradiation frequency, using an
experimental setup (measuring stand), the anechoic
chamber measures the power of the reflected
signals in decibels from the spherical LL ( P ) and
the reference ( Py ) respectively;

b) based on the experimental data, the
difference between the received signals U in
decibels is found;

c) the RCS of the reference metal sphere S is

calculated in accordance with expression (7);
d) The theoretical monostatic RCS of spherical
LLs S, are calculated for a given irradiation

frequency in accordance with expression (6).

¢) the obtained results are analysed and
conclusions are formulated.

The frequency dependencies of the theoretical
RCS value and the actual RCS values for LLs made
of PET and PETG materials are shown in Fig. 4.

Analysis of the results obtained (Fig. 4) showed
that the reflective properties of LLs depend both on
the dielectric material from which they are made
and on the irradiation frequency. At some
frequency ranges, the reflective properties (RER)
of lenses made of PETG-type dielectric material
exceed the reflective properties (RER) of lenses
made of PET-type dielectric material, while in
other frequency ranges, the opposite is true — lenses
made of PET dielectric material exceed the
reflectivity (RER) of lenses made of PETG
dielectric material.
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The dependence of the RER reduction
coefficient X ,, on frequency for LLs made of PET

and PETG materials is shown in Fig. 5.

Analysis of the results obtained (Fig. 5) showed
that the RCS reduction coefficients of LL also
depend on both the dielectric material from which
they are made and the irradiation frequency. For
LLs made of PET-type dielectric material, the RCS
reduction coefficient K, ranges from 1.45 to

2.43, and for LLs made of PETG-type dielectric
material, it ranges from 1.53 to 2.27.

The average value of K ,, for LLs made of

PET-type dielectric material is 1.95, i.e. on
average, the actual RCS value of such a lens is 2.9
dB less than the theoretical value. The average
value of X ,, for LL made of PETG-type dielectric

material is 1.86, i.e., on average, the actual RCS
value of such a lens is 2.7 dB less than the
theoretical value.
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Figure 4 — Frequency dependencies of the theoretical and actual values of the RCS for LLs
with a metallised segment in the form of a "cap" for dielectric materials of the PET and PETG type
Source: developed by the authors
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Figure 5 — Dependence of the RCS reduction coefficient on frequency for LL with a metallised
segment in the form of a "cap" for dielectric materials such as PET and PETG
Source: developed by the authors

Thus, the results of experimental studies have
shown that the reflective properties of a lens made
of PETG dielectric material exceed the reflective
properties (RER) of lenses made of PET dielectric
material by 0.2 dB.

Conclusions and prospects for further
research.

1. When manufacturing air target simulators
based on multilayer LL, the properties of dielectric
material, the discreteness of dielectric permittivity
changes, and the peculiarities of manufacturing
technology lead to a decrease in their RCS
compared to the theoretical value. A
methodological approach is proposed for assessing
the impact of these factors on the magnitude of the
change in the real RCS of air target simulators
relative to the theoretical value.

2. An algorithm has been developed for a
computational and experimental method of
evaluating the real values of the RCS of air target
simulators based on multilayer spherical LLs using

anechoic chambers. The measurement and
evaluation of the real RCS value of spherical LLs
is based on the use of a reference reflector in the
form of a metal sphere with a known RCS.

3. The results of experimental studies have
shown that the RCS reduction indicators of air
target simulators compared to theoretical values for
PET and PETG type dielectric materials depend
both on the dielectric material from which they are
made and on the irradiation frequency. The average
value of the RCS reduction coefficient for LLs
made of PET-type dielectric material is about 2.9
dB, and for LLs made of PETG-type dielectric
material, it is about 2.7 dB.

The results of the study will be used in practice
in the design of compact and inexpensive air target
simulators with specified reflective characteristics,
as well as in the creation of false targets that
complicate the work of enemy air defence systems.

Further research should be focused on
identifying frequency dependencies of the
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characteristics of new, cheaper and more effective
dielectric materials that can be used to create air
target simulators.
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JOCJIIKEHHS YACTOTHHUX 3AJIEXKHOCTEN E®EKTUBHOI TIOBEPXHI
PO3CIIOBAHHSA JITH30BUX IMITATOPIB IIOBITPSHUX MIJIEN U1 PI3HUX
JIEJEKTPHYIHHNX MATEPIAJIIB

Hliompumanusn niopo3soinie npomunogimpsanoi oboponu y ckiadi wacmun 36pounux Cun Yrpainu ma
Hayionanvnoi eeapoii’ Ykpainu y nocmitiniil 601i08iti 20moenocmi 00 UKOHAHHS OOU0BUX 3A80aHb nepedbauac
nio 4ac ilCbKOBUX HABYAHbL 3 0CODOBUM CKAAOOM NPOBEOCHHS DOUOBUX CMPIIbO NO CYYACHUX NOBIMPAHUX
miwensix. Iosimpsaui miveni imimyoms peaibHo ICHYI0UI 3ac00U HOBIMPAHO20 HANAOY NPOMUBHUKA, d NI0 HacC
6e0enHs DOU0BUX Oill BUKOPUCTNOBYIOMbCSL SIK XUOHT nogimpsini yini. OOHUM i3 HAUNEPCNEeKMUSHIUUX NACUGHUX
imimamopia ehexmusnoi nogepxui po3cito8anHs NOGIMPAHUX Yinell Y padionoOKAYIIHOMY Oiana3oHi X6uib €
baeamowaposa ainza Jlionebepea.

1lio uac cmeopenns maxux JRiH308UX IMIMAMOPIE OUCKPEMHICMb 3MIHU U YACWOMHA 3A7EICHICHb
OieneKmpuyHoi NPOHUKHOCE, A MAKOMC 000AMKOBI MEXHON02IUHI NOXUOKU Npu3e00sams 00 3MeHULEHHS
3HAYEHHs IX epexmuenol niowi po3ciio8anHs NopieHaHo 3 meopemuynumu. Lo obcmaguny neobxiono bpamu
00 yeazu y npoyeci CmeopeHus KOHKpemuux miuteneti abo XubHux nosimpsaHux yineu.

Pospobneno ancopumm po3paxyHkogo-eKCnepuMeHmansHo2o0 cnocody OYIHIOBAHHS PeanbHUX 3HAYEHb
ehekmuenoi noepxHi Po3CilO6AHHL NACUSHUX IMIMAMOPIE HA OCHOGL Nin3 Jllonebepea 3 GUKOPUCMAHHAM
Oe3nyHHOI Kamepu. Bumipiosauns ma oyiHO8aHHS pedaibHO20 3HAUEHHS eeKmMUBHOI NOBEPXHI PO3CIIOBAHHSA
JITH308UX IMIMAmMOopie IPYHMYEMbC HA GUKOPUCTNAHHI eMANIOHHO20 8i00u8aya y eueiiadi memanesoi cgepu 3
8I00MOI0 eheKmUBHOI0 NOBEPXHEIO PO3CIIOBAHHSL.

Pesynomamu  excnepumenmanbHux O0O0CHIONCEHb 3ACBIOYUNY, WO NOKAZHUKU eheKxmusHoi no8epxHi
PO3CII08AHNS IMIMAMOPIE NOGIMPSHUX YINel 3aAeiCams 5K 810 dieleKmpuiuHo20 Mamepiaty, mexHoao2ii, max
i 8I0 wacmomu ONPOMIHEHHSL.

Knrouosi cnosa: epexmusna nosepxus posciroganis, imimamop nogimpsanoi yini; ninza Jlronebepea;
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DEVELOPMENT OF A MOBILE SHELTER DESIGN IN UNSTABLE SOILS FOR PROTECTION
OF DEFENSE FORCES PERSONNEL FROM ENEMY'S MEANS OF ATTACK

Over the past centuries, the rapid development of fortification equipment for strongholds has been clearly
evident during periods of active hostilities. The dynamic progress of armaments and the direct experience of
warfare are powerful catalysts for the continuous search for innovative forms, advanced designs, the latest
materials and specialised equipment. The main goal of this search is to ensure the maximum preservation
of own firepower and human resources.

The problem of soldiers' survival is especially critical on the front line of defence, where they are under constant,
intense enemy fire control. Fortifications built in such extreme conditions are often of primitive design and demonstrate
a low ability to effectively protect personnel from modern weapons. As a rule, such fortifications are built directly on
the ground, manually, using available materials and structures, dominated by wood elements.

However, in the context of the hostilities that have unfolded on the territory of Ukraine, there is a serious
problem with the availability of natural wood reserves of the required quality and in sufficient quantity directly
in the conflict zone. This creates difficulties associated with the need to organise complex and costly timber
deliveries from remote regions. In this regard, it is important to find alternative engineering solutions that
would provide the military with reliable shelters without depending on local resources.

One of the promising ways to solve this problem may be the development and implementation of a mobile
collapsible shelter made of lightweight but durable metal elements. The key requirement for such a kit is its
weight, which should be optimised to ensure that it can be transported and installed by one person without
significant physical effort. This will allow each soldier to independently and quickly set up the shelter at their
position and use it repeatedly, depending on the tactical situation and the need to move. Such mobility and
autonomy in providing protection can significantly increase the survival rate of personnel on the contact line.

Keywords: mobile collapsible shelter; self-installation; fortifications, metal structures.

© S. Kostrytsia, H. Moskalov, I. Khrypko, 2025
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Statement of the problem. In conditions of
direct contact with the enemy, when setting up
defensive positions, personnel who are manually
constructing the positions are poorly protected. In
the horizontal projection of the position, they are
protected from small arms fire and debris by an
earthen parapet. In the vertical projection of the
position, there is no protection. With the advent of
modern weapons, the level of losses increases
significantly. Therefore, it is very important to
create conditional safety at this stage of the work.
The solution to this problem may be the
development of a mobile, individual, collapsible
metal shelter that can be quickly installed in the side
wall of a trench. When danger arises, soldiers will
be able to quickly take cover, which significantly
increases their level of safety and, on a larger scale,
the level of safety of the unit. The design of such a
shelter will be proposed in this article.

Analysis of recent research and publications.
In the period after the World War 1, the approach to
the construction of fortifications changed.
Influenced by positional warfare and improvements
in weapons (aircraft ammunition, chemical
weapons), new trends in defence organisation
emerged: dispersal of units across the defence area,
construction of long-term underground fortifications,
and improvement of field fortifications to protect
personnel [1, pp. 204-207]. In field fortifications,
dugouts and shelters of a non-reinforced
construction provided more reliable protection for
soldiers, but their construction required time,
materials and, most importantly, trained specialists
[2, pp. 101-105].

Simpler and more common structures and
shelters for personnel were in the form of niches and
dugouts in trenches. Their construction was mainly
without supports, i.e. the stability of the ceiling,
walls of dugouts and niches was ensured by the
outline of the earthwork and the strength of the earth
mass in which the structure was located. There were
shelters whose outlines were reinforced with
improvised means (boards, half-logs, brushwood),
no calculations were made for reinforcing the walls
and ceiling, and the outline and design of the shelters
were passed on as combat experience [3, p. 7].

Different countries had their own ways and
experiences of using fortifications. In NATO
member countries, the active use of niches and
dugouts took place after the participation of the
United States in the Vietnam War. Learning from
the enemy’s experience, the American military built
a single trench for firing in the form of a cup, which

was equipped, in the course of combat operations,
with a niche for shelter and rest. In the Soviet Union,
their purpose, design and construction sequence
were described in guidelines and manuals. They
were made from wooden shields, wooden frames or
planks. The guidelines specified their dimensions
and the type of soil in which they should be used.
No calculations were provided. S. Gerbanovsky and
A. Yermolaev dealt with issues of fortification and
the development of field engineering structures,
describing practical experience of their use in wars
and armed conflicts.

Due to the widespread use of metal elements and
structures in public life, solutions and constructions
for bolted metal structures for the construction of
fortifications began to appear. In the 1960s, NATO
guidelines and instructions considered the use of
corrugated metal sheets for the construction of
shelters, bunkers, and command posts. The
protective structure was assembled with bolts and
was in the form of an arch [4, pp. 30-31]. Such
structures were intended to be used in a backfilled
design. The Soviet army used designs for
prefabricated metal fortifications (KVS-A, KVS-U)
in an underground design.

Thus, summarising the above:

1. Niches have long been used as a means of
protecting personnel during combat operations.

2. The only material used to make niches is
wood.

3. There are metal prefabricated structures with
bolted connections, but their calculations are not
provided.

In view of the above, there is a clear lack of in-
depth scientific justification and calculation
methods for designing niches in trenches. Previous
studies have focused on describing structures and
rules for their use, without providing engineering
calculations. There is a particularly urgent need to
develop such calculations for modern materials and
conditions, which will improve the effectiveness of
personnel protection and optimise the construction
process. This highlights the relevance of this study,
which aims to develop a prefabricated metal
structure for individual shelters in trench niches at
unit strongpoints to improve their protective
properties.

The purpose of the article is to highlight the
calculations for shelters, check the strength of the
structure, provide recommendations for its intended
use, and draw attention to the need to provide units
with structures that will effectively prevent soil
from collapsing under load.
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Presentation of the main material. One of the
main types of fortifications is trenches. The
construction of trench shelters, as part of the
fortification equipment of a unit strongpoint, is a
critically important task for preserving the lives of
military personnel. Fortifications allow defensive
combat to be conducted and provide basic protection
against most of the damaging effects of enemy
weapons [5, p. 38]. Niches can also be used to store
ammunition and other supplies. The crumbling and
collapse of unfortified niches under load prevents
them from being used for their intended purpose.

To achieve the goal of this work, the following
tasks are to be solved:

- draw and calculate the structure to determine
the necessary materials;

- develop a structure based on the calculation
scheme;

- conduct experimental tests to determine the
technical characteristics of the structure;

- describe the sequence of installation of the
structure and provide recommendations for placing
the design in the trench wall;

- conduct an e analysis of the increase in the
survivability of units as a result of using individual
shelters.

This work proposes a structure for a mobile
shelter for personnel and ammunition, which is
installed in a niche cut into the side wall of the
trench and provides basic protection from collapses
(Fig. 1, 2).

The proposed structure is a steel parallelepiped
(without a front wall) reinforced with stiffening ribs
consisting of: four upper corners to which a 1500 x
600 steel sheet is attached, and four corner posts to
which 500 x 600 side steel sheets and a 1500 x 500
wall are attached. The overall dimensions of the
assembled structure are 1500 x 500 x 600 mm, and
when disassembled, 1500 x 500 x 60 mm. The main
structural elements are made of 3 mm thick hot-
rolled steel sheet and 40 x 4 mm and 63 x 5 mm
equal-sided angles. Material is steel St.3. The
weight of the structure kit is 70 kg. M8 bolts and
nuts are used to connect the structural elements.

Figure 1 — View of the assembled shelter
from the wall side

Source: photo developed by the authors

Figure 2 — View of the shelter from the front

Source: photo developed by the authors

The finite element method (FEM) was chosen as
the method for studying the stress-strain state of the
mobile shelter structure. FEM is currently the main
tool for engineering analysis due to the availability
of computer software packages that not only
implement the FEM calculation process, but also
have a convenient interface for entering initial data,
controlling the calculation process and processing
the calculation results. In this work, the Structure
CAD (SCAD) software package [6, 7] was used to
perform the calculations.

The essence of the finite element method is that
the structure is broken down into a number of small
but finite elements. The latter are called finite
elements (hereinafter FE), and the process of
breaking down is called discretisation. Finite
elements are connected at nodal points.

Depending on the type of structure and the
nature of its deformation, FE can have different
shapes: beams, plates (triangular and rectangular)
and volumetric FE (tetrahedrons or
parallelepipeds). Beam and plate FE were used to
construct the finite element model of the shelter.
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Calculations are performed for the first limit
state under the action of a vertical distributed load
from the pressure of loose soil at a depth of 1.2 m —
the depth of the horizontal sheet of the load-bearing
structure. For the calculation, we assume the density
of loose soil to be

y=131/mM3,a=15mMB=06Mh=12Mm.

We determine the volume of soil that creates
pressure on the horizontal sheet of the structure
V=axbxh=15x06x12=1,08m3

Soilmassm =V xy =1,08x 1,3 =1,4T

Weight of soil F =m x g = 1,4 X 9,81 = 13,6xH

Distributed load P = g = % = 15,1kH/m?

We assume a distributed load of 15.1kH/m? .

Finite element analysis. Calculation scheme.

A finite element 3-D model of the shelter
structure was constructed using beam and plate
finite elements in the Structure CAD environment
(Fig. 3) and is intended for calculating and
evaluating the strength of the structure.

The frame calculation diagram is shown in
Fig. 4. It consists of rod elements with a cross-
section in the form of angles, the dimensions of
which are indicated above.

After loading the model, the programme
provides an overview of the deformed structure
(Fig. 5). The greatest deformation is observed on the
upper plate elements.

Analysing the values of displacements from the
action of vertical load (Fig. 6), it can be concluded
that along the Z-axis, the greatest displacement
occurs in the middle of the upper plate and amounts
to -27 mm (Fig. 7), along the X-axis — 2 mm (side
sheets, Fig. 8), and along the Y-axis — 8 mm (rear
sheet, Fig. 9).

Stress fields under the action of a vertical
distributed load are shown in Fig. 10 The most
stressed area of the sheet is marked in dark grey and
amounts to 226 MPa (Fig. 11).

Figure 3 — Finite element shelter structure
Source: model developed by the authors

Figure 4 — The frame of the structure consists of angles to which steel sheets are attached
Source: model developed by the authors

ISSN 2786-6920 HAYKOBHH BICHHK KI HT'Y N 2 (7) 2025 73



KOSTRYTSIA Serhii, MOSKALOV Hennadii, KHRYPKO Ivan. DEVELOPMENT OF A MOBILE SHELTER
DESIGN IN UNSTABLE SOILS FOR PROTECTION OF DEFENSE FORCES PERSONNEL
FROM ENEMY'S MEANS OF ATTACK

Figure 5 — View of the deformed structure
Source: model developed by the authors
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Figure 6 — General view of model displacements
Source: model developed by the authors
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Figure 7 — Maximum numerical values of displacements along the Z axis.
Source: model developed by the authors
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Figure 8§ — Maximum numerical values of displacements along the X-axis
Source: model developed by the authors

Figure 9 — Maximum numerical values of displacements along the Y-axis
Source: model developed by the authors
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Figure 10 — General view of stresses
Source: model developed by the authors
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Figure 11 — Maximum numerical values of stress in the upper plate elements
Source: model developed by the authors

Analysis of the calculation results showed that
the maximum equivalent stresses (according to the
4th theory of strength) in the structural elements of
the shelter are 226 MPa and do not exceed the yield
strength of St.3 steel — 245 MPa [8, p. 5]. Thus, the
structure can withstand a calculated distributed load
of 15.1 kH/mM? s and can be used for its intended
purpose.

The calculations, design development and
practical application can be the subject of further
study and development.

Sequence of work on the construction of the
shelter:

1. Preparatory work for the construction of
niches.

Dig out a niche according to the dimensions of
the shelter. The volume of soil removed from the
trench wall is =0,5 M3 . Time required to construct
the niche 30 — 35 (xB) ;

2. Assembling the structure.

Install vertical elements (side elements and wall)
in the trench opposite the niche and connect them
with bolts using corner brackets; Attach a horizontal
sheet with a 63 x 63 x 5 mm corner bracket to the
connected vertical elements;

3. Installing the structure.

Install the structure in the niche and tighten the
bolts. The time required to assemble the structure
and install it in the trench niche is 45 minutes.

4. Dismantling the structure.

The dismantling of the structure is carried out in
the reverse order of its installation and assembly.
The dismantling time is 15 minutes.

Recommendations for installation. For ease of
use, an OSB sheet measuring 1500 x 500 x 3 mm
can be used (Fig. 2).

To close the niche from the trench side, wooden
shields and other improvised means can be used to
protect and camouflage the shelter (not considered
in this work).

When constructing the shelter, it is important to
remember that when digging out the niche, the
protective top layer of soil (at least 1 m) must be
preserved, and the bottom of the shelter must be at
least 30 cm above the bottom of the trench to
prevent flooding by surface water.

In special conditions (sand, high groundwater
levels), it is advisable to install the shelter on the
ground, protecting it around the perimeter with
loose gabion structures. In the vertical projection of
the positions, it is possible to lay bags with local soil
in 1-2 rows [9, pp. 90-94].

Analysis of the improvement of unit
survivability as a result of using individual shelters.
It should be noted that the time and labour intensity
of work on the construction of group shelters
(covered trenches, dugouts) are significantly higher
than those of the structure under consideration. The
average time required to construct a shelter is 1.5
hours, and a covered trench is 2 hours 20 minutes.
One of the criteria for increasing the survivability of
a unit is the time it takes to construct fortifications
and occupy them, as well as the time it takes for the
enemy to detect their location [10, p. 5]. Therefore,
the construction of shelters in the side walls of
trenches is a priority measure.

Conclusions and prospects for further
research.

The design of the proposed mobile shelter has
been verified by calculations and can be used to
protect personnel in conditions of loose soil up to
1.5 m thick.
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This structure is not intended to withstand a
direct hit from an artillery shell or equivalent
external load, but it is effective in protecting against
primary and secondary debris from enemy
weapons; it significantly reduces the impact of the
blast wave (especially when using side shields).

A single copy of the proposed shelter was
manufactured and sent to one of the Defence Forces
units, where it received positive feedback — the
shelter design increases the protective properties of
the unit stronghold. It is advisable to place such a
shelter next to the place where a soldier is firing in
a trench, as this will significantly reduce the time it
takes to take cover in the event of a sudden barrel,
mortar or rocket salvo fire, drops and other means
of destruction from UAVs. At the same time, based
on the results of field use, there are suggestions to
refine the structure in order to reduce the overall
weight and add protective doors to the kit.

Based on the results of the work description, the
following areas for improvement of the structure are
identified:

1. Connection of structural elements. The
proposed structure features bolted connections. It
takes 45 minutes to assemble. To reduce assembly
time, it is advisable to use welded canopy-type
connection elements for vertical and horizontal
structural elements.

2. Protective and camouflage elements on the
trench side were not considered in this work,
although they are of great importance. Options for
the side wall on the trench side: wooden shield,
camouflage net, metal hatch, or a combination of
these options.

References

1. Rudyk O. L. (2014). Zmina pidkhodiv do
budivnytstva dovhotryvaloi fortyfikatsii naprykintsi
XIX — na pochatku XX st. [Changes in Approaches
to the Construction of Long-Term Fortification in
the Late 19th — Early 20th Century]. Naukovi pratsi
istorychnoho fakultetu Zaporizkoho natsionalnoho
universytetu. Zaporizhzhia, vol. 39, pp. 204-207
[in Ukrainian].

2. Diakov S. 1., Kolos O. L., Verstivskyi A. A.
et al. (2018). Viiskovi fortyfikatsiini sporudy
[Military Fortifications]. Lviv NASV [in
Ukrainian].

3. KSP (2025). PVP 11-92(439).56: metodychni
rekomendatsii z inzhenernoho obladnannia pozytsii

(z urakhuvanniam dosvidu rosiisko-Ukrainskoi
viiny 2024-2025 rokiv) [PVP 11-92(439).56:
Methodological Recommendations for Engineer
Equipment of Positions (Considering the
Experience of the russian-Ukrainian War
2024-2025)]. Kyiv [in Ukrainian].

4. Field Manual. FM 5-103: Survivability.
Headquarters  Department of the Army.
Washington, DC, 10 June 1985 [in English].

5. MOU (2016). Boiovyi statut
mekhanizovanykh i tankovykh viisk Sukhoputnykh
viisk Zbroinykh Syl Ukrainy. Chastyna 1. Vzvod,
viddilennia, ekipazh [Combat Regulations of
Mechanized and Tank Troops of the Land Forces of
the Armed Forces of Ukraine. Part 1. Platoon,
Section, Crew]. Kyiv [in Ukrainian].

6. Bazhenov V. A., Perelmuter A. V.,
Shyshov O. V. (2013). Budivelna mekhanika.
Kompiuterni  tekhnolohii i  modeliuvannia
[Structural Mechanics. Computer Technologies and
Modeling]. Kyiv : VIPOL [in Ukrainian].

7. SCAD Soft. Retrieved from:
https://scadsoft.com (accessed 30 May 2025) [in
Ukrainian]

8. DSTU 8803:2018. Prokat tovstolystovyi z
vuhletsevoi stali zvychainoi yakosti. Tekhnichni
umovy [DSTU 8803:2018. Hot-rolled Carbon Steel
Plates of  Ordinary  Quality.  Technical
Specifications]. (2018, September 21). Kyiv :
UkrNDNTs [in Ukrainian]

9. Kolos O. L. (2016). Obgruntuvannia
dotsilnosti zastosuvannia habionnykh konstruktsii
pry fortyfikatsiinomu obladnanni raioniv (pozytsii)
viisk (syl) [Substantiation of the Expediency of
Using Gabion Structures in the Fortification
Equipment of Areas (Positions) of Troops (Forces)].
Viiskovo-tekhnichnyi zbirnyk, no. 14, pp. 90-94.
DOI: https://doi.org/10.33577/2312-4458.14.2016.90-
94 [in Ukrainian].

10. Shevchenko V. K., Voloshchenko O. I,
Bobrun O. V. (2020). Sposib vyznachennia
velychyny vplyvu fortyfikatsiinoho obladnannia na
zhyvuchist systemy upravlinnia viiskamy (sylamy) v
operatsii  (boiovykh diiakh) [A Method for
Determining the Magnitude of the Impact of
Fortification Equipment on the Survivability of the
Troop (Force) Command and Control System in an
Operation (Combat  Actions)]. Suchasni
informatsiini tekhnolohii u sferi bezpeky ta oborony,
no. 1 (37), . 179-184. DOLI:
https://doi.org/10.33099/2311-7249/2020-37-1-179-184
[in Ukrainian].

Received / Cmamms naoiviuina 0o peoakyii: 23.07.2025
Revised / Ilpopeyensosano: 30.07.2025
Accepted / Cxsanerno 0o opyky: 15.08.2025

ISSN 2786-6920 HAYKOBHH BICHHK KI HT'Y N 2 (7) 2025 77



KOSTRYTSIA Serhii, MOSKALOV Hennadii, KHRYPKO Ivan. DEVELOPMENT OF A MOBILE SHELTER
DESIGN IN UNSTABLE SOILS FOR PROTECTION OF DEFENSE FORCES PERSONNEL
FROM ENEMY'S MEANS OF ATTACK

KOCTPULISI CEPTTIA AHATOJIIMOBHY
KaHouoam mexuiuHux Hayx,
doyenm Kagpedpu mexuiuHoi Mexanixu,

Yxpaincokuil Oepoicasuuil yHieepcumem HAyKu i MexHoL02il
https://orcid.org/0000-0002-7922-0975

MOCKAJIbOB TEHHAIH IOPIHOBUY
cmapuwiuill uKnaoay
Kaghedpu siticbko80i nideomosku cneyianicmis Jepaccneympancciyicou,

Ykpaincoxuil deporcasnuil ynisepcumem HayKu i mexHoa02ill
https://orcid.org/0000-0001-9989-8014

XPUIIKO IBAH CEPTTOBHUY

3000y6au ocsimu,

Yrpaincoxuil deporcasnuil ynisepcumem HayKku i mexHoa02ill
https://orcid.org/0009-0002-5759-8798

PO3POBJIEHHSI KOHCTPYKIIIi MOBLJIBHOI'O YKPUTTS Y HECTIMKHX IPYHTAX
VIS BAXUCTY OCOBOBOI'O CKJIALY CHJI OBOPOHU
BIJI 3ACOBIB YPA’KEHHSA ITPOTUBHUKA

Axmusnuii pozeumox gopmupixayiiinoi nayku ei00ysacmbcs y nepioou 6eOeHHs GIliH. YOOCKOHaneHHs:
030pO€EHHL | 00CBIO BIUHU 3MYULYIOMb 30IUCHIO8AMU NOULYK HOBUX (POPM, KOHCIPYKYIU, Mamepianie i 001a0HaHHs
07151 30epedicentst c8oix 802He8UX 3acodig 1 modcbkux pecypcis. Ocodnugo 20cmpo nocmae NUMAHHSL BUNCUBAHHS
BIICLKOBUX HA Nepulill TTHIT 0O0POHU 8 YMOBAX NOCMIIHOZ0 80CHEB020 KOHMPOJIO NPOMUBHUKA.

Oonax, 6 ymosax 6ouoeux Oil, w0 poscopHyIucs Ha mepumopii Yxpaiuu, icHye cepiiosna npobrema 3
HASIBHICMIO NPUPOOHUX 3ANACI8 OepesUuHU HeoOXIOHOI AKoCmi ma 6 OOCMAMHIN KLIbKOCMI 6e3n0cepeonbo 8 30HI
Kougnixmy. Lle cmeoproe mpyoHowi, nog'szani 3 HeoOXIOHICMIO OpeaHizayii CKIAOHUX Mma 00pOcUX HOCABOK
Odepesutu 3 BI00AeHUX Pe2ioni6. Y 36'SI3KY 3 YUM 8ANCIUBO 3HAUMU ALINEPHAMUBHT THIICEHEPHT piuienHsl, Ki O
3abe3nequnu SIiCbKOBUX HAOTUHUMU YKPUMMAMU €3 3a1eHCHOCMI 810 MiCYeUxX pecypcis.

Ipoananizosano uaseui opmugixayiini cnopyou. Cnopyou, wo 6y0yromucs 8 yMo8ax NOCMIIHO20
B802HEB8020 KOHMPOIIO NPOMUBHUKA, MAIOMb APUMIMUBHY KOHCMPYKYIIO I HU3LKY 30amMHICMb 00 3aXUCTY
0c0006020 ckaady. Bonu obrawmosani 6pyuny 3 UKOPUCMAHHAM RIOPYUHUX MAMepianie i KOHCmpyKyil, a
Hatiuacmiuie — i3 0epes sHux eemenmis. 3 0210y Ha me, wo Ha mepumopii Ykpainu, e 6i0bysaiomuvcst 6011061
0il, npupooHni 3anacu Oepesunu HeoOXiOHOI AKOCmi Oyoice He3HAYHI, HeobXIOHO abo NiO8O3UMU Oepesury 3
iHWwoi Micyesocmi, abo wykamu aibmepHamueti pilleHHs.

Pospobaeno i 3anpononosano mobinvhe 30ipHO-po3dipHe YKpummsi, 6U2OMO6IeHe 3 MEemMaioeleMeHmIs.
Baea naiisascuoeo enemenma xomniexmy 0ae 3mMo2y nepeHocumu to2o ooHill 1toduti. Biticekosocnyacboseysb
30ameH CAMOCMIUHO 6CMAHOBUMU YKPUMMSL [ BUKOPUCIO8Y8AMU 11020 6a2amopazoso.

Knrouoei crosa: popmuchixayitini cnopyou, niwia 0Jist yKpummsi, Ympumanus 066aiie; MoOiIbHI YKPUMMSL.
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PROBLEMS OF REGULATORY REGULATION OF THE PARTICIPATION OF NGU UNITS
IN THE IMPLEMENTATION OF MEASURES OF THE LEGAL REGIME OF MARTIAL STATE
AS THE BASIS OF ENSURING STATE SECURITY

This study analyzes the problems of regulatory regulation of the participation of the National Guard
of Ukraine units in the implementation of measures of the legal regime of martial law as the basis for ensuring
state security. The article emphasizes that during the legal regime of martial law, the law enforcement and
defense vectors of the National Guard of Ukraine are combined. It is noted that among the main duties
and functions assigned to the National Guard of Ukraine is the implementation of measures of the legal regime
of martial law, however, in today's conditions there is insufficient legal regulation of the powers of the National
Guard of Ukraine during participation in these measures in wartime, which affects the quality of the
implementation of the tasks set by the state.

1t was determined that the purpose of applying the measures of the legal regime is to avert the threat, repel
armed aggression and ensure national security, eliminate the threat of danger to the state independence
of Ukraine, its territorial integrity. It was established that a special role in the implementation of the measures
of the legal regime of martial law belongs to the units of the National Security Service, which operate not in
isolation, but in close cooperation with public authorities, law enforcement agencies and the Armed Forces of
Ukraine in order to create appropriate conditions for the formation of a safe living environment as the basis
of security throughout the territory of Ukraine. The measures to ensure the legal regime of martial law are
classified and restrictive, control, defensive and law enforcement measures are characterized.

The need to reform the regulatory framework for interaction between the National Security Service and
other security and defense forces is emphasized and is an important task for improving the security system
of Ukraine. At the legislative level, there is a need to further improve the legal regulation of interaction between
security and defense sector entities. The Law of Ukraine "On the Legal Regime of Martial Law", although it
defines the main provisions, requires the development of additional by-laws that would regulate specific
aspects of interaction between the National Guard of Ukraine and other law enforcement agencies when
performing tasks to ensure state security, which will ensure the effective use of resources, avoid duplication
of functions, and increase the efficiency of decision-making in modern conditions.

Keywords: security; military personnel; military formations, martial law; measures; defense;
law enforcement function.

security of the state and there existed a relevant
legislative framework regulating most of the key
issues that could potentially arise during wartime,
there was no practice of its application. In this

Statement of the problem. In connection with
the armed aggression of the Russian Federation
against Ukraine, from February 24, 2022, on the
basis of a Decree of the President of Ukraine

approved by the Verkhovna Rada of Ukraine, a
regime of martial law was introduced — one in which
our state had never been since the proclamation of
its sovereignty and independence. Despite the fact
that at that time there was a real threat to the national

© S. Kuvakin, 2025

period of uncertainty, all state and non-state
institutions began to restructure their activities to
meet the contemporary realities of war; this process
continues to this day. The National Guard of
Ukraine was no exception, despite having sufficient
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experience through active participation in combat
operations since 2014, defending Ukraine’s state
sovereignty and territorial integrity.

In legal scholarship and publications on state
security and defense, it has repeatedly been
emphasized that the National Guard of Ukraine is a
universal military formation belonging to the state’s
security and defense sector, because in peacetime it
performs law enforcement functions and is part of
the security forces, whereas in wartime it transforms
into a component of the defense forces. Therefore,
“the NGU’s simultaneous belonging both to the
security forces in peacetime and to the defense
forces under the legal regime of martial law, on the
one hand, testifies to the uniqueness and
multifunctionality of this military formation and, on
the other, requires a comprehensive approach to its
development and further functioning” [1, p. 24].

During the operation of the legal regime of
martial law, these two vectors of the NGU’s
activities are combined, since this military
formation must ensure both the law enforcement
and defense directions simultaneously. Thus,
M. O. Yermoshyn and T. A. Sutiushev emphasize
that “the Guard’s military formations carry out
service-and-combat (operational) tasks within the
main types and forms of service-and-combat
activity and actions of the National Guard of
Ukraine at the strategic level, during routine service,
and under states of emergency and martial law” [2,
pp. 21-22].

Among the main duties and functions assigned
to the NGU is the implementation of measures
under the legal regime of martial law; however,
under current conditions there is insufficient legal
regulation of the powers of the National Guard of
Ukraine when participating in the above measures
during wartime, which affects the quality of
fulfillment of tasks assigned by the state — thus
determining the relevance and practical significance
of the chosen area of research.

Analysis of recent research and publications.
The theoretical framework for studying the
principal areas of the NGU’s activity under the legal
regime of martial law, which has also revealed
specific problematic issues, is constituted by the
scholarly works of V. M. Aleksandrov [11], Yu. V.
Allerov [13], D. A. Vlasenko [4], M. O. Yermoshyn
[2], O. F. Kobzar [9], Yu. M. Kolomiets [10], O. V.
Kryvenko [13], M. O. Ktitorov [1], A. V. Martyniuk
[5], M. O. Semenyshyn [7], V. V. Sokurenko [14],
R. V. Stefanchyshen [6], T. A. Sutiushev [2],
D. V. Shvets [7], D. O. Shleha [8], and other

Ukrainian scholars. The analysis of available
literature sources and the scholarly ideas of
researchers who have produced substantial
theoretical contributions demonstrates that many
aspects related to the activity of the National Guard
of Ukraine under the legal regime of martial law
remain insufficiently developed to this day. Among
them, issues of legal regulation of the powers of the
National Guard of Ukraine in performing its
assigned tasks while implementing measures under
the legal regime of martial law—particularly in de-
occupied territories and areas close to combat
operations—are of particular importance and
require more detailed study.

The purpose of the article is to examine the
problems of legal regulation of the NGU’s powers
in implementing measures under the legal regime of
martial law, and to substantiate and yTouHHTH
(clarify) the role and place of NGU units in the
course of their implementation.

Presentation of the main material. Pursuant to
Part 1 of Article 1 of the Law of Ukraine “On the
Legal Regime of Martial Law,” martial law is a
special legal regime introduced in Ukraine or in
certain areas thereof in the event of armed
aggression or a threat of attack, or a threat to
Ukraine’s state independence and territorial
integrity. It provides for granting the relevant state
authorities, military command, military
administrations, and local self-government bodies
the powers necessary to avert a threat, repel armed
aggression, and ensure national security, eliminate
threats to Ukraine’s state independence and
territorial integrity, as well as for the temporary,
threat-conditioned restriction of constitutional
rights and freedoms of individuals and citizens and
the rights and legitimate interests of legal entities,
with the duration of such restrictions specified [3].

Given the statutory definition of this type of
legal regime, martial law is characterized by the
restriction of certain constitutional rights and
freedoms of citizens, specific powers of public
authorities and military administrations, and the
introduction of special control measures. These
features are aimed at achieving the primary
objective of martial law — protecting the state and its
citizens from a military threat [4, pp. 14—15].

In A. V. Martyniuk’s view, the martial law
regime constitutes a special form or special
approach to the legal regulation of social relations
and processes in the state resulting from the
occurrence of certain events and circumstances that
threaten national security, territorial integrity, the
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constitutional order, state sovereignty, and
Ukraine’s independence. The introduction of this
regime is an extraordinary measure implemented in
the presence of real and significant threats; it is
characterized by certain restrictions on a range of
human and civil rights and freedoms, the rights and
legitimate interests of collective entities, and by
specific features of the activity and interaction of
public authorities. A particular role and attention in
the context of introducing and operating the martial
law regime is assigned to military formations and
law enforcement agencies tasked with countering
the very threats that give rise to this legal regime. A
representative of both the military and law
enforcement components of the state is the National
Guard of Ukraine, which takes an active part in
ensuring the martial law regime, as stipulated in the
Law of Ukraine “On the National Guard of
Ukraine” [5, p. 163].

Pursuant to the Law of Ukraine “On the Legal
Regime of Martial Law,” which establishes a range
of measures introduced for the duration of this legal
regime, R. V. Stefanchyshen considers such
measures to be a type of extraordinary temporary
administrative and legal measures implemented by
public administration entities jointly with military
command on the basis of direct methods of
influence, in the manner prescribed by special
legislation and within the scope of powers, and
qualitatively aimed at ensuring national security and
preserving statehood under conditions of restricting
constitutional rights and freedoms of individuals
and citizens, as well as the rights and legitimate
interests of legal entities [6, p. 169]. At the same
time, D. A. Vlasenko defines measures to ensure the
legal regime of martial law as a set of legal,
organizational, and administrative actions aimed at
maintaining public security and order, ensuring
national security, and protecting citizens’ rights and
freedoms during the period of martial law. These
measures involve temporary restrictions of citizens’
rights and freedoms, as well as granting additional
powers to state authorities and military command
that are necessary and sufficient for an effective
response to threats to national security [4, p. 15].

The purpose of applying measures under the
legal regime is to avert threats, repel armed
aggression, and ensure national security, as well as
eliminate threats to Ukraine’s state independence
and territorial integrity. Clearly, measures under the
legal regime of martial law differ in their specific
tasks and intended outcomes. However, for any of
these measures, the ultimate goal is to ensure an

appropriate state of social relations within the
country in terms of an adequate level of national
security, positioning Ukraine as an independent state,
and preserving its territorial integrity [6, p. 167].

During the operation of the legal regime of
martial law, by decision of the National Security
and Defense Council of Ukraine enacted in the
established manner by a Decree of the President of
Ukraine, military formations established in
accordance with the laws of Ukraine are involved,
together with law enforcement agencies, in solving
tasks related to the introduction and implementation
of measures under the legal regime of martial law,
in accordance with their purpose and the specifics
of their activity [3].

A special role in implementing measures under
the legal regime of martial law belongs to NGU
units, which do not act in isolation but in close
cooperation  with  public  authorities, law
enforcement agencies, and the Armed Forces of
Ukraine in order to create appropriate conditions for
forming a safe living environment as the basis of
security throughout the territory of Ukraine.

The main characteristics of measures under the
legal regime of martial law are as follows:

1. the subjects responsible for their introduction
are the military command together with military
administrations, acting independently or with the
involvement of executive authorities, the Council of
Ministers of the Autonomous Republic of Crimea,
and local self-government bodies;

2. the normative basis for their application is a
Decree of the President of Ukraine, approved by the
Verkhovna Rada of Ukraine, on the introduction of
martial law in Ukraine or in certain areas thereof;

3. the main objective is to protect the state and
citizens from a military threat in order to ensure
national security;

4. they are imperative in nature;

5. the powers granted are discretionary and are
exercised taking into account the situation, terrain,
and other relevant factors;

6. they are based on the Constitution and laws
of Ukraine; however, a significant body of
regulation is implemented at the level
of subordinate legal acts, which, in the wvast
majority of cases, are interagency in nature;

7. they apply to all natural and legal persons
regardless of the form of ownership;

8. they are based not only on national legislation
but also on the norms of international humanitarian
law.
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Pursuant to Part 1 of Article 8 of the Law of
Ukraine “On the Legal Regime of Martial Law,” a
broad range of measures for ensuring the legal
regime of martial law is defined. In
D. A. Vlasenko’s view, these measures may be
classified according to several criteria. First,
restrictive measures aimed at the temporary
limitation of certain rights and freedoms of citizens
— such as freedom of speech, assembly, movement,
and other rights that may pose a threat to national
security. Second, control measures that establish
enhanced oversight over the activities of business
entities, public authorities, and citizens in order to
prevent sabotage and intelligence-subversive
activities. The third category comprises defense
measures, which include strengthening the state’s
defense capability, mobilization, organization of
military service, and civil protection of the
population. The fourth important element is law
enforcement measures aimed at maintaining public
order, suppressing offenses related to national
security, conducting pre-trial investigations, and
bringing perpetrators to justice [4, p. 15].
Supporting this classification — which we adopt as a
baseline — we will apply it when identifying the
problems of legal regulation arising in the course of
the NGU’s implementation of measures under the
legal regime of martial law.

The substantive content of measures under the
legal regime of martial law is manifested through
the exercise of statutorily established powers that
have an executive—administrative nature. A settled
approach interprets powers (competences
/authorities) as a concept denoting the set of rights
and duties vested in a subject for the performance of
its functional mandate. Depending on the approach,
the list of rights and duties constituting such powers
may be exhaustive or may include referral norms
that allow rights and duties to be established by
other regulatory legal acts. Powers always reflect
authoritative prescriptions because they: are
exercised exclusively by duly authorized subjects;
constitute a potentially available means of influence
of the authorized subject; are secured by a rule of
law; and are implemented exclusively within the
framework of public-law relations [6, pp. 167-168].

Restrictive Measures Implemented by NGU
Units

Protecting and safeguarding the life, rights,
freedoms, and legitimate interests of citizens,
society, and the state is one of the NGU’s core
missions. However, during martial law in Ukraine,
in order to ensure the country’s defense and

preserve its security, certain rights and freedoms
may be limited by law, while fundamental rights
enshrined in the Constitution remain inviolable. In
this period, NGU servicemen are vested with
additional powers, in particular to ensure
compliance  with  curfew, check citizens’
identification documents, inspect belongings,
vehicles, baggage and cargo, service premises and
citizens’ dwellings, enforce a special regime of
entry and exit, restrict freedom of movement of
citizens, foreigners, and stateless persons, as well as
regulate vehicle movement, etc. In the vast majority
of cases, these additional powers, insofar as they
restrict citizens’ rights, duplicate the powers of
officers of the National Police, for whom they are
part of everyday practice. However, the level of
legal regulation of such powers for NGU
servicemen must be more detailed; that is,
mechanisms of their practical application require
systematization and should, accordingly, be
enshrined at the level of interagency orders. Thus,
“legislation should establish clear procedures for
restricting citizens’ rights and freedoms, such as
freedom of assembly and freedom of speech, while
adhering to the principle of proportionality and
minimizing interference. At the same time, it is
important to enshrine mechanisms for the legal
protection of citizens against unlawful actions by
public authorities and officials during the
implementation of martial law measures. It is also
worth  introducing special procedures for
considering  citizens’  complaints  regarding
decisions of public authorities under martial law,
which will contribute to the protection of their
rights” [7, p. 200].

Control Measures

The National Guard of Ukraine, as a military
formation with law enforcement functions, ensures
the protection of public security and order, as well
as the protection of state sovereignty. It performs
tasks related to guarding state institutions and
strategic facilities, thereby ensuring the protection
of the population and territories. Thus, in addition
to performing tasks on the front line, the NGU
carries out control measures of a law-enforcement
orientation. NGU servicemen perform duties at
checkpoints, participate in law enforcement tasks in
de-occupied and frontline areas, carry out
stabilization measures, are engaged in counter-
sabotage activities, and counter sabotage-and-
reconnaissance groups.

Determining the place of the National Guard of
Ukraine within the system of law enforcement
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bodies cannot be accomplished without taking into
account the nature and forms of its interaction with
other law enforcement structures. Under current
legislation, the NGU is part of the system of the
Ministry of Internal Affairs of Ukraine, which in
itself determines its close institutional and
functional interaction with the National Police, the
State Border Guard Service, the State Migration
Service, and other bodies within the internal affairs
system. The nature of this interaction lies in
coordinating actions when carrying out joint tasks
related to maintaining public order, ensuring a state
of emergency or martial law regime, participation in
counterterrorism measures, operational-search
activities, and ensuring the protection of the state
border. In practice, such interaction is manifested in
joint service, joint patrols, checkpoint control,
ensuring public security during mass events,
evacuation of the civilian population from combat
zones, participation in territorial defense measures,
and the like [8, p. 138].

Defense Measures

Under the legal regime of martial law, a
particularly important role among the components
of the defense forces is played by NGU operational-
purpose military units, which ensure the
performance of tasks related to conducting military
(combat) operations to repel the armed aggression
of the Russian Federation. These entities are
capable, at an appropriate level, together with units
of the security and defense sector, of fulfilling
combat tasks and conducting combat operations.

0. F. Kobzar emphasizes that the National Guard
of Ukraine is currently one of the security and
defense sector units most actively engaged in
repelling Russia’s attack and, accordingly, its
service-and-combat activity today is continuous and
diverse. The structure of the National Guard of
Ukraine is complex, as it comprises units and
subunits of several types (by purpose): units
guarding state-significance facilities; units and
subunits protecting diplomatic missions, consular
institutions of foreign states and representations of
international organizations in Ukraine; military
units responsible for maintaining public order;
convoying units and subunits; operational-purpose
units; special-purpose units, etc. In essence,
structurally the National Guard of Ukraine is
analogous to a branch of the Armed Forces of
Ukraine (it does not include arms branches, but it
does include types of military units) [9, pp. 13—14].

When implementing defense measures, NGU
operational-purpose military units are subordinated

to the Commander-in-Chief of the Armed Forces of
Ukraine, as are other units of the state’s defense and
security forces. At the same time, when taking direct
part in combat operations, problems are observed
due to legal gaps in the interaction between the
NGU and other units of the security and defense
sector—especially with regard to measures involving
interaction and coordination.

Law Enforcement Measures

Within the law enforcement system, the National
Guard of Ukraine occupies a significant place due
to the specific nature of the functions assigned to it.
The effective use of NGU units is one of the key
conditions for maintaining public order and security
and will contribute to a systematic counteraction to
crime, suppression of unlawful encroachments, and
ensuring the security of citizens and society. In this
context, the NGU’s role is to create conditions for
forming a safe living environment in the state as a
basis of internal security and as one of the principal
factors in deterring the armed aggression of the
Russian Federation. Of course, it should be noted
that these aspects of law enforcement activity are
performed by the National Guard of Ukraine in
peacetime as well. However, as A. V. Martyniuk
notes, during martial law and the confrontation with
armed aggression, the role of the National Guard of
Ukraine as a subject ensuring a secure environment
is significantly strengthened, because — given the
threats and challenges posed by hostilities — there
arises a need for stricter and more effective
measures, including involving servicemen who,
nevertheless, may also implement police-type
measures [5, p. 117].

Defense Measures

Under the legal regime of martial law, a
particularly important role within the defense forces
is played by the NGU’s operational-purpose
military units, which ensure the performance of
tasks related to conducting military (combat)
operations to repel the armed aggression of the
Russian Federation. It is precisely these entities that
are capable — together with other units of the
security and defense sector — of carrying out combat
missions and conducting hostilities at an
appropriate level.

O.F. Kobzar emphasizes that the National Guard
of Ukraine is currently among the security and
defense sector entities most actively engaged in
repelling Russia’s attack and, accordingly, its
service-and-combat activity today is continuous and
diverse. The structure of the National Guard of
Ukraine is complex, as it includes units and subunits
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of several types (by their functional purpose): units
guarding state-significance facilities; units and
subunits protecting diplomatic missions, consular
institutions of foreign states, and representations of
international organizations in Ukraine; military
units responsible for maintaining public order;
convoy units and subunits; operational-purpose
units; special-purpose units, etc. In essence, the
National Guard of Ukraine is structurally analogous
to a branch of the Armed Forces of Ukraine (it does
not include arms branches, but it does include types
of military units) [9, pp. 13-14].

When implementing defense measures, NGU
operational-purpose military units are subordinated
to the Commander-in-Chief of the Armed Forces of
Ukraine, as are other units of the state’s defense and
security forces. At the same time, when the NGU
takes direct part in combat operations, problems
become apparent due to legal gaps in its interaction
with other units of the security and defense sector—
especially with regard to measures involving
interaction and coordination.

Law Enforcement Measures

Within the law enforcement system, the National
Guard of Ukraine occupies a significant place due
to the specific nature of the functions assigned to it.
Effective use of NGU units is one of the key
conditions for maintaining public order and
security; it contributes to systematic counteraction
to crime, suppression of unlawful encroachments,
and ensuring the safety of citizens and society. In
this context, the NGU’s role is to create conditions
for forming a safe environment for the state’s vital
activity as a basis of internal security and as one of
the main factors in deterring the armed aggression
of the Russian Federation. Of course, it should be
noted that these aspects of law enforcement activity
are carried out by the National Guard of Ukraine in
peacetime as well. However, as A. V. Martyniuk
notes, during martial law and the confrontation with
armed aggression, the role of the National Guard of
Ukraine as a provider of a secure environment is
significantly strengthened because, given the threats
and challenges posed by hostilities, there arises a
need for stricter and more effective measures,
including the involvement of servicemen who,
nevertheless, may also perform police-type
measures [5, p. 117].

At the same time, the National Guard of Ukraine
often performs tasks related to maintaining public
order and security that overlap with the
competences of the National Police of Ukraine,

which may create misunderstandings and a lack of
coordination in practical actions.

Interaction between the National Police and the
National Guard is necessary for the effective
execution of service-and-combat tasks during
martial law. Joint patrols, searches and detentions,
as well as maintaining public order during mass
events help create conditions for the safety of the
population. After the de-occupation of Ukrainian
territories where hostilities took place, law
enforcement agencies perform tasks related to
restoring public order, preventing crime, and
ensuring the rule of law. Under the difficult
conditions that arise in de-occupied territories,
interaction between these state institutions is also
necessary for organizing humanitarian corridors and
delivering various forms of assistance to the local
population [10, pp. 105-106].

When performing tasks under martial law, the
NGU is often engaged in combat operations while
also ensuring public order in liberated territories.
Particular attention is paid to guarding critical state
facilities, maintaining public order, and
participating in joint operations with the Armed
Forces of Ukraine and the Security Service of
Ukraine (SBU) to counter terrorism and other
threats to state security. The National Guard of
Ukraine also plays an important role in escorting
prisoners of war and ensuring security in
temporarily occupied territories [11, p. 81].

Thus, the National Guard of Ukraine plays a key
role not only in maintaining public order, guarding
state facilities, and countering terrorism, but also
expands its tasks under the conditions of modern
warfare to include combat operations, in particular
the escort of prisoners of war and the maintenance
of security in temporarily occupied territories.

The issue of escorting prisoners of war during
active hostilities deserves special attention. This
task requires a high level of coordination between
the National Guard of Ukraine, the Armed Forces of
Ukraine, and other security structures in order to
ensure an adequate level of safety both for prisoners
of war and for personnel. Insufficient coordination
may lead to unforeseen risks during prisoner-of-war
escort operations, which in turn may have negative
consequences for both military personnel and
civilians.

In de-occupied territories, units of the National
Police and the National Guard face a wide range of
shared tasks that can be achieved through
constructive interaction. Such tasks include:
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1. ensuring public order: street patrols,
protection of public places, and prevention of mass
disturbances; under difficult post-liberation
conditions, mixed patrols are formed that include
police officers and NGU servicemen;

2. demining territories: joint work with
engineering units to clear areas of explosive
hazards;

3. protection of citizens’ rights, including
documentation of human rights violations and war
crimes;

4. protection of strategic facilities, i.e., ensuring
security at critical infrastructure facilities, including
power plants, bridges, hospitals, etc. [10, p. 104].

Therefore, improving  interaction  and
coordination among entities responsible for
implementing measures under the legal regime of
martial law is a multi-faceted process that requires
comprehensive, systemic efforts. Coordinated and
effective work of public authorities, military
structures, law enforcement bodies, civil society
organizations, and international partners will
contribute to building a resilient national security
system capable of countering threats and ensuring
stability under this legal regime.

In addition to the above issues, there are also
problems related to the NGU’s interaction with
other law enforcement bodies during mass
disturbances. For example, the NGU may act
together with the National Police of Ukraine, the
Security Service of Ukraine, and local authorities.
However, the absence of clear boundaries regarding
the distribution of functions among these structures
leads to uncoordinated actions and duplication of
efforts, which may affect response speed and the
effectiveness of suppressing disturbances [12, p. 21].
Although, under current legislation, the National
Guard of Ukraine is the main subject responsible for
suppressing mass disturbances. When carrying out
measures to suppress mass disturbances, the
National Guard of Ukraine coordinates the activities
of forces and resources of law enforcement agencies
involved in terminating such unlawful actions.

Conclusions and prospects for further research.

The legal regulation of the implementation of
measures under the legal regime of martial law
requires a comprehensive approach, strict
compliance with legislation, and coordinated work
of all state and non-state structures. This makes it
possible to ensure effective governance in crisis
situations, protect citizens’ rights, and maintain
order and stability in the country.

At the legislative level, there is a need to further
improve the legal regulation of interaction among
subjects of the security and defense sector.
Although the Law of Ukraine “On the Legal Regime
of Martial Law” defines the basic provisions, it
requires the development of additional subordinate
regulations that would govern specific aspects of
cooperation between the National Guard of Ukraine
and other security structures when performing tasks
aimed at ensuring state security. Such regulation
would enable more effective use of resources,
prevent duplication of functions, and increase the
speed of decision-making under current conditions.

Improving interaction and coordination among
entities involved in ensuring the implementation of
measures under the legal regime of martial law in
Ukraine is a necessary condition for an effective
response to threats to national security. A
comprehensive  approach that includes the
introduction of modern technologies into
the NGU’s activities can significantly increase the
effectiveness of martial law measures and ensure
national security in the present circumstances.

The need to reform the regulatory framework
governing interaction between the NGU and other
structures is an important task for improving
Ukraine’s security system. It is proposed to
introduce clearer cooperation algorithms that would
define the specific roles and tasks of each structure
within the security and defense forces and avoid
situations in which an NGU serviceman must
simultaneously apply norms from numerous legal
acts and rely on laws and subordinate regulations
governing the activities of other law enforcement
and militarized structures. Such situations
substantially reduce the professional quality of the
NGU’s performance of its assigned tasks.
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in a dynamic environment. Tools for assessing readiness and interoperability are analyzed, including NATO
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Statement of the problem. In the context of
modern  geopolitical ~ challenges and the
intensification of hybrid threats, ensuring reliable
protection of the state border has become a key
element of Ukraine’s national security. At the same
time, an analysis of operational planning practices
within the State Border Guard Service of Ukraine
(SBGSU) reveals several inconsistencies that define
the scientific problem of this study.

Firstly, there is a contradiction between the
legislative requirements for Ukraine’s Euro-
Atlantic integration and the actual lack of an
adapted methodology for assessing the capabilities
of border units. Ukraine’s National Security
Strategy and the Concept for the Development of
the Security and Defense Sector envisage the
implementation of NATO standards, including the
© A. Kurashkevych, D. Tushko, 2025

NATO Defense Planning Process (NDPP).
However, the regulatory and legal acts of the
SBGSU do not contain specific mechanisms for
applying a “capability-based planning” approach
instead of the traditional “threat-based planning”.

Secondly, there is a theoretical gap between the
threat-oriented planning concept established in
Ukrainian public administration science and the
modern capability-based planning paradigm that
predominates in NATO member countries.
Domestic research has primarily focused on
analyzing specific challenges and risks, whereas the
methodology for developing universal, flexible, and
resilient capabilities of border units remains
insufficiently studied.

Thirdly, a practical contradiction has been
identified between the need for rapid response to
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unpredictable hybrid threats and the limitations of
the existing tools for objectively assessing the
readiness of units to perform tasks across a broad
spectrum. Practice shows that current planning
approaches often prove ineffective in rapidly
changing operational environments, as they are
oriented toward known past threats rather than the
development of adaptive response capabilities.

These contradictions highlight the need for a
scientific justification of a methodology for
capability-based operational planning of individual
border guard units, taking into account the tools of
the NATO Defense Planning Process, such as
standardization (STANAGs), joint exercises,
inspections, and modeling. This constitutes a
relevant scientific problem for improving Ukraine’s
border security system in the context of Euro-
Atlantic integration.

Analysis of recent research and publications.
The assessment of combat capabilities of military
units, including border units, is a key element in
ensuring national security. A methodological
approach to this issue requires a thorough analysis
of the factors affecting the effectiveness of task
execution under increasingly complex operational
conditions. Both global and domestic scientific
literature pay significant attention to this problem,
developing comprehensive models and
methodologies. However, a critical review of the
literature indicates the absence of a universal
solution for assessing the capabilities of border units
specifically under dynamic hybrid threat conditions,
which combine military, migration, and information
challenges. This creates a gap that must be
addressed by formulating a new research objective.

In his work “Assessment of Combat Readiness
and Capabilities of Military Units” (2014) [3],
Klaus Fontan proposes a matrix approach for
analyzing combat potential, which takes into
account material and technical support, morale and
psychological state, level of training, and
adaptability to asymmetric threats using nonlinear
models. While this approach is effective for general
military formations, it is insufficiently adapted to
the specifics of border units, where asymmetric
threats (illegal migration, smuggling) and the need
for interagency cooperation dominate. Fontan’s
matrix tends to overemphasize quantitative factors,
overlooking the daily-changing dynamics of the
border operational environment.

David Chandler and Tim Rivers, in their work
“Modern Border Security: Challenges and
Solutions” (2017) [4], critique traditional
quantitative methods as insufficient and propose

qualitative indicators, such as management
flexibility, decision-making speed, and interaction
effectiveness. While their approach is relevant to the
border security context, it remains largely
descriptive, lacking clear integration of quantitative
and qualitative metrics into a unified model.
Moreover, the authors do not provide tools for real-
time operational assessment, which limits
applicability for units with constrained resources.

The Ukrainian researcher V. Ilchenko, in the
monograph “Assessment  of  Operational
Capabilities of Border Units under Hybrid Warfare
Conditions” (2020) [1], develops a multi-level
system of criteria, including intelligence
capabilities, the wuse of drones/sensors, and
communication resilience. While this system
accounts for hybrid threats, it primarily emphasizes
technological aspects, underestimating the human
factor (morale and psychological resilience during
prolonged rotations) and integration with tactical-
level assessment. Additionally, the model lacks
validation against real border operation data.

Jan Kowalski, in “Modeling Operational
Situations at the Border” (2019) [2], employs
simulation models to forecast scenarios considering
stochastic factors. Although mathematical modeling
is useful for operational planning, it is too abstract
for assessing the capabilities of a specific unit, does
not account for real constraints (e.g., lack of field
data), and does not offer simplified tools for
commanders in the field.

Thus, the literature analysis [1-4] demonstrates
progress in the development of assessment models;
however, none of them address the challenge of
providing a comprehensive, dynamic evaluation of
border units’ capabilities that accounts for the
specifics of hybrid threats, resource limitations, and
the need for operational applicability. The absence
of an integrated approach — combining quantitative
and qualitative indicators with practical tools for
tactical-level use — forms the basis for the study’s
objective: to develop a universal methodology for
assessing the capabilities of border units, oriented
toward real-world operational conditions.

The purpose of the article is to examine NATO
methodologies for assessing and developing the
capabilities of border units and to identify
prospective directions for their implementation in
the operational practices of the State Border Guard
Service of Ukraine, taking into account the
experience of Alliance partner countries.

Presentation of the main material. The modern
development of border security systems is
characterized by the search for new, effective
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management tools capable of adequately
responding to hybrid threats and dynamic
challenges. In this context, capability-based
operational planning for individual border
protection units serves as a key element in
enhancing the state’s defensive capacity.

Operational planning in border security should
be understood as the process of defining long-term
goals, priorities, and pathways for their
achievement, aimed at creating a balanced and
resource-supported response system for potential
and emerging risks. It forms the foundation for the
development of concepts, programs, and action
plans that ensure the resilience of the state border.
The concept of “capabilities of border protection
units”’ encompasses an integrated set of material-
technical, informational, personnel, and
organizational elements that determine the ability of
a specific structural component (e.g., a border post,
brigade, or operational center) to effectively
perform assigned tasks within its designated area of
responsibility. This includes not only the
availability of equipment and personnel but also
their interaction, level of training, adaptability of
procedures, and the capacity to operate under
complex conditions.

The place and role of the capability-based
approach (Capability-Based Planning) within
NATO’s defense and security planning system is
central. As one of the main architects of modern
security standards, the Alliance has shifted from
planning focused on specific past threats toward a
more flexible and universal approach. Its essence
lies in developing capabilities that enable member
and partner countries to counter a broad spectrum of
unpredictable challenges rather than preparing for a
single scenario. This methodology is implemented
through a set of instruments, among which the
NATO Defence Planning Process (NDPP) plays a
key role. It is designed to identify the capabilities
required by the Alliance, assess the existing national
resources, and subsequently align national
development plans to address identified gaps.

For border agencies of NATO member states and
their partners, this entails the integration of their
operational planning into the broader context of
collective security. In practice, this is expressed
through comprehensive capability assessments of
each significant border protection unit to ensure
compliance with NATO standards regarding
interoperability, mobility, and resilience. For
example, the ability of a partner country’s border
service to rapidly deploy a mobile checkpoint,
integrate intelligence data from allied systems, or

provide logistical support for troop movements is
directly linked to the Alliance’s overall capacity to
respond to crises.

Thus, national-level operational planning
transforms from an isolated process into a
component of collective efforts, where capability
analysis of individual border units becomes the
basis for decisions regarding funding, technical
modernization, and operational training. This
integration facilitates the creation of interoperable
and complementary border security systems,
significantly enhancing the effectiveness of
countering transnational threats across the Euro-
Atlantic area.

The organization of operational planning in
NATO member states exhibits several distinctive
features that differentiate it from national defense
and security management systems, as it is based on
a multi-level structure, clear principles, and well-
developed coordination mechanisms among
participating countries. Strategic documents within
the Alliance are developed with the need to ensure
collective security and interoperability of armed
forces across nations, requiring consistency in the
approaches to the development, planning, and
implementation of key defense policies.

The structural model of NATO planning is built
hierarchically. The strategic level is represented by
foundational and conceptual documents such as the
NATO Strategic Concept, Political Directives, and
the Annual Defence Planning Directive. These
documents define general political and military
guidelines for all Alliance members. The next level
consists of medium- and short-term defense plans,
which specify tasks and resources. This structure
ensures a balance between long-term vision and
flexibility in responding to current challenges.
Multinational —headquarters, committees, and
specialized NATO agencies play a key role in
coordinating and monitoring the implementation of
decisions.

The principles of operational planning in NATO
are grounded in democratic decision-making, with
consensus as a key principle, ensuring equal
participation of all members in shaping security
policy. At the same time, the approach combines
collective responsibility with the preservation of
national sovereignty in defense. Planning is based
on threat forecasting, analysis of the international
security environment, and assessment of the
existing and potential capabilities of allies.
Systematic  approaches, mutual transparency,
resource coordination, and standard interoperability
are fundamental principles that determine the
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effectiveness of operational planning within the
Alliance.

The mechanisms for developing NATO strategic
documents follow a clearly defined procedure,
including stages of information collection,
formulation of political and military assessments,
consultations among national delegations, approval
within relevant committees, and final endorsement
at the level of the North Atlantic Council. A critical
tool is the NATO Defence Planning Process
(NDPP), which ensures alignment of national force
development plans with collective objectives.
NDPP provides a framework for identifying the
capabilities required to execute collective defense,
crisis response, and stabilization operations.

The experience of integrating national strategies
with NATO’s collective standards demonstrates
that member states maintain their own approaches
to defense policy while simultaneously adapting
them to overarching Alliance requirements. This
adaptation occurs through the standardization of
terminology, planning procedures, management
norms, and logistical support. A critical aspect of
this process is the shift from traditional resource-
based planning to capability-based planning, which
allows for consideration not only of quantitative
indicators but also qualitative characteristics of
military units, including their training level,
technological equipment, and ability to operate
effectively in a multinational environment.

Integrating national strategies into NATO’s
system involves a continuous adaptation process, as
the security environment evolves under the
influence of new challenges, including cyber
threats, hybrid warfare methods, and the need to
develop high-tech capabilities. Consequently,
strategic documents not only define long-term
objectives but also provide mechanisms for the
operational updating of priorities. This approach
fosters high dynamism in strategic planning and
creates conditions for effective cooperation among
allies within the collective security framework.

In summary, the distinctive features of NATO
operational planning include a clearly structured
document hierarchy, adherence to the consensus
principle, transparency and interoperability, and the
use of effective mechanisms for integrating national
defense strategies into a collective security system.
These elements ensure a comprehensive and
flexible approach, enabling efficient resource
utilization among member states and guaranteeing a
high level of readiness to respond to current and
future challenges.

In the context of modern geopolitical challenges,
NATO’s capability-based approach acquires
particular significance for strengthening the border
security of partner countries. This methodological
framework, focused on the assessment and
development of specific operational capabilities,
enables the adaptation of NATO standards to unique
national contexts, ensuring effective integration of
partners into the collective defense architecture. In
border units of countries such as Ukraine, Georgia,
and Moldova, the implementation of this approach
supports a transformation from reactive to proactive
border protection strategies, emphasizing hybrid
threats including cyberattacks, migration crises, and
unconventional conflicts.

The adaptation of NATO’s methodology to
national needs involves flexible adjustment of
standards, such as STANAGsS, to local realities. In
Ukraine, for instance, the Individual Partnership
Action Plan (IPAP) and the Defense Capacity
Building (DCB) initiative integrate NATO elements
into reforms of the State Border Guard Service,
focusing on anti-corruption measures, personnel
training, and equipment modernization. This
includes the implementation of integrity standards
developed with NATO support, adapted to
Ukrainian  legislation, emphasizing civilian
oversight and social guarantees for border
personnel.

In Georgia, adaptation emphasizes regional
challenges in the Black Sea basin: NATO trust
funds and training centers strengthen territorial
defense capabilities, integrating Georgian border
units into multinational exercises that account for
post-conflict recovery specifics. Moldova, in turn,
applies the approach through the Parliamentary
Security Element (PSE), highlighting
interoperability with NATO in countering cross-
border threats, considering its neutral status and
limited resources, with a focus on peacekeeping
preparation, such as KFOR missions.

Implementation results in the border security
domain demonstrate significant improvements in
effectiveness. In Ukraine, Operation UNIFIER with
Canadian partners facilitated experience-sharing on
countering Russian hybrid tactics, enhancing
intelligence networks and internal threat detection,
with border system interoperability increasing by
40% according to NATO’s 2022 report. In Georgia,
strengthened capabilities stabilized borders with
occupied territories, reducing incidents by 25%
through joint patrols and training. Moldova
advanced in demining and special operations,
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integrating NATO standards into national doctrine,
enabling participation in international missions and
reducing vulnerability to separatist risks. Overall,
this approach not only strengthens national security
but also promotes regional stability, exemplifying a
successful hybrid adaptation model, where global
standards are transformed into localized resilience
tools.

Key instruments for assessing and developing
border unit capabilities under modern conditions are
determined by the need to harmonize national
security systems with international standards,
particularly NATO standards. In the border security
domain, special attention is given to three main
components — doctrinal provisions, personnel
training, and interoperability. NATO’s doctrinal
documents establish a unified conceptual
framework that enables border units to operate
according to agreed principles and tactical
approaches. This provides the possibility to
integrate national border security strategies into
collective defense plans, ensuring their alignment
with regional and global security systems.

Training represents the second key instrument,
as the preparedness of border personnel directly
affects their ability to execute tasks in both national
and international contexts. The implementation of
educational programs modeled on NATO standards
fosters the development of practical skills among
service members, addressing contemporary
challenges ranging from countering illegal
migration and transnational crime to operating
effectively in crisis conditions.

A third critically important factor is
interoperability, which involves the standardization
of procedures, terminology, technical standards,
and communication systems. Ensuring
interoperability allows border units from different
countries to rapidly coordinate efforts in joint
operations.

The assessment of readiness, effectiveness, and
interoperability of border formations is carried out
through a range of methods, with inspections, joint
exercises, and operational scenario modeling
occupying a leading role. Inspection activities
provide an objective picture of unit capabilities and
help identify areas requiring improvement. NATO-
standardized training and exercises serve
simultaneously as tools for assessment and
development, as practical task execution allows
verification of actual readiness and adjustment of
tactical and organizational approaches. Modern
simulation technologies for combat and crisis

scenarios enable testing of border units’ capacity to
operate effectively in dynamic environments
characterized by high uncertainty.

Thus, the key instruments for assessing and
developing the capabilities of border units are based
on a combination of doctrinal, educational, and
technological solutions that harmonize national
actions with NATO standards. This approach not
only enhances the efficiency of state border
protection but also forms the foundation for
integration into collective security systems,
enabling border units to operate across a broad
spectrum of contemporary security challenges.

Current challenges in border security require the
State Border Guard Service of Ukraine (SBGSU) to
implement innovative approaches to operational
planning grounded in successful foreign practices.
Analysis of leading countries’ experience highlights
the necessity of a comprehensive approach to adapting
international standards while taking into account the
specifics of the national border control system.

European experience, particularly practices from
Frontex and EU member states’ border services,
demonstrates the effectiveness of risk-based
planning and integrated border management.
Adapting these approaches to Ukrainian conditions
requires consideration of the country’s geopolitical
situation, the length of its borders, and the nature of
threats. The U.S. operational planning model,
exemplified by U.S. Customs and Border

Protection, wunderscores the importance of
technological  innovation and  interagency
coordination, which can be successfully

implemented in the domestic context.

A key aspect of adaptation is the creation of a
flexible planning system that combines long-term
strategic perspectives with the capacity for
operational response to evolving security
challenges. Ukraine’s national specifics, including
the need to ensure European integration and counter
hybrid threats, necessitate the development of
tailored approaches to operational planning.

Prospects for the development of the State
Border Guard Service of Ukraine’s (SBGSU)
operational  planning system include the
implementation of digital technologies for scenario
forecasting and modeling, the establishment of
continuous monitoring of the effectiveness of
strategic initiatives, and the enhancement of
analytical capabilities. Cultivating a culture of
strategic thinking among leadership and creating
mechanisms for the regular updating of strategic
documents will ensure system adaptability to new
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challenges. Integration with European standards and
practices will contribute to improved border control
effectiveness and strengthening of national security.
Conclusions and prospects for further research.
The conducted study allows for several key
conclusions regarding the possibilities of adapting
foreign experience in operational planning to
enhance the efficiency of Ukrainian border units.
The proposed approach, combining quantitative and
qualitative criteria for capability assessment, proves
practically valuable for identifying “bottlenecks” in
the functioning of border detachments. Analysis of
NATO and partner countries’ practices has
demonstrated the effectiveness of shifting from
threat-specific  planning to capability-based
planning (Capability-Based Planning), which
provides flexibility and adaptability in a dynamic
security environment. Experiences from countries
such as Georgia and Moldova, as well as Ukraine’s
own results within the framework of the Individual
Partnership Action Plan (IPAP), confirm that
integrating  Alliance standards significantly
increases interoperability, professional competence
of personnel, and technological modernization.
Thus, the primary vector for the development of
the SBGSU operational planning system should be
deeper integration with NATO principles and
mechanisms, including the implementation of risk-

based approaches, digitalization of monitoring and
modeling processes, and the development of
interagency coordination. This will ensure not only
enhanced national defense capability but also
increased security resilience across the region.

References

1. Ilchenko V. O. (2020). Otsinka operatyvnoi
spromozhnosti  prykordonnykh  pidrozdiliv v
umovakh hibrydnoi viiny [Assessment of the
operational capability of border units in the
conditions of hybrid warfare]. Kyiv : NUOU [in
Ukrainian].

2. Kovalskyi Ya. P. (2019). Modeliuvannia
operatyvnykh sytuatsii na kordoni [Modeling of
operational situations at the border]. Varshava :
Viiskova akademiia [in Ukrainian].

3. Fontan K. (2014). Otsinka boiovoi
hotovnosti ta spromozhnosti viiskovykh pidrozdiliv
[Assessment of the combat readiness and capability
of military units]. Berlin : Viiskove vydavnytstvo
[in Ukrainian].

4. Chendler D. A, Rivers T. L. (2017).
Suchasna  prykordonna bezpeka: vyklyky ta
rishennia [Modern border security: challenges and
solutions]. Vashyngton : Vydavnytstvo natsionalnoi
bezpeky [in Ukrainian].

Received / Cmamms naoiviuina 0o peoaxyii: 13.10.2025
Revised / Ilpopeyensosano: 24.10.2025
Accepted / Cxsanero 0o opyxy: 29.10.2025

KYPAIIKEBUY AHJPIA NETPOBNY
Kanouoam iliCbKo8UX HAYK, OOYeHM,

HauanibHUK Kagheopu maxmuko-cneyiatbHux OUCYUuniiH,
Hayionanvna axademis Jlepoicagnoi npuxopoournoi ciyscou Yrpainu

imeni Boeoana Xmenvnuyvkoeo,
https://orcid.org/0000-0001-9496-5708

TYHIKO IMHATPO AHATOJITHOBUY

cmapuwiull 6UKIAday Kageopu npuxopoOoHHOL cayicou,

Hayionanvna axademis Jlepoicagnoi npuxopoournoi ciyscou Yrpainu

imeni boeoana Xmenvnuyvkoco
https//orcid.org/ 0000-0002-1697-5836

ISSN 2786-6920 HAYKOBHH BICHHK KI HT'Y N 2 (7) 2025 93



KURASHKEVYCH Andrii, TUSHKO Dmytro. ANALYSIS OF FOREIGN EXPERIENCE IN CAPABILITY-BASED
OPERATIONAL PLANNING OF BORDER SECURITY UNITS OF NATO MEMBER AND PARTNER COUNTRIES

AHAJII3 3APYBIKHOI'O JOCBLAY OHNEPATUBHOI'O IVIAHYBAHHA HA OCHOBI CIIPOMOKHOCTEM
OKPEMUMX HNIAPO3AIJIIB OXOPOHHU KOPAOHIB KPAIH-YJIEHIB TA KPAIH-ITAPTHEPIB HATO

Cmamms npucesuena auanizy 3apyoidcHo20 00CGi0y ONepamusHo20 WIAHY8anHsA Yy cghepi besnexu
KOPOOHIB 3 Ypaxy8anHAM ModiCIU8ocmetl niopo3oinieé kpain-unenie ma napmuepie HATO. B ymosax cyuacnux
2CONONIMUYHUX GUKTIUKIG ™A NOCUNEHHS 2IOPUOHUX 3a2P03 3a0e3neueHHs HA0IIH020 3aXUCTTY 0ePIAHCABHO20
KOPOOHY Mac Kuouoge 3HaueHHs Ol HayionanvHoi Oesnexu Yxpainu. Boowouac, ananiz npaxkmuxu
onepamugHo2o niaHysanus 6 [lepoicasHiti npukopOOHHil cyscOi YKpainu 8Us6IsA€ HUSKY CynepeyHocmel, ujo
npu38005Msb 00 HAYKOB0I NPpobaemu O0CTIONHCEHHS.

Cyyachuii po3eumox cucmem 0e3neku KOpOOHI8 Xapakmepu3yemvCs NOULYKOM HOBUX epeKmUBHUX
IHCMpYMeHmie YnpaeinHs, 30amHuUx a0eK8amuo peazyeamu Ha 2iOpUuoHi 3a2po3u ma OUHAMIYHI UKIUKU. Y
YbOMY KOHMeKCMI OnepamugHe niaHy8ants, wo 06a3yemuvcsa Ha MONCIUBOCHIAX OKpeMUX niopo30iie 0XopoHU
KOPOOHY, € KIOUOBUM eeMEHINOM NIOGUULEHHS 000POHO30AMHOCIE 0epICABU.

Poszenauymo memooonocito Capability-BasedPlanning ([Inanyeanus na 0cHo6i modiciusocmett), sKd
3abe3neyye eHyuKicms ma a0anmueHicmb CUCMeMU YNPABIIHHA 8 YM08aX OuHamiuHo2o cepedosuwya. byno
Npoananizoeano iHCMpymMeHmu OYiHKu 20moeHocmi ma 83aemodii, exmoyaiouu cmanoapmu HATO, incnexyii,
HABYAHHA MA MOOeN08aHHs. Busnaueno nanpsamku aoanmayii cmanoapmis Anvsancy 00 YKpaiHcbKux peanit,
30xpema, inmezpayisn eremenmie HJ[IIII, wo cnpuse nioguwennro eghekmuerocmi YynpasniHHi cuiamu ma
sacobamu HIICY. Ilpogedene 0o0cniodicentss 0038045€ 3poOUMU HU3KY KIIOHOBUX BUCHOBKIE U000
ModkcIusocmert a0anmayii 3apyoiscHo2o 00C6idy ONepamueHo20 NiaHy8aHHs 0Jisi NIOSUWEHHS eqheKMUBHOCMI
OisIbHOCMI NPUKOPOOHHUX NIOpo30inie Yxpainu. Taxum 4uHOM, OCHOBHUM 6EKIMOPOM PO3GUMKY CUCHEMU
onepamuenozo NiaHysauHs /lepoicagnoi npuxopoonHoi cayscou Ykpainu mae oymu nooanvuua enuboKa
inmezpayia 3 npunyunamu ma mexanizmamu HATO, 30kpema winaxom enpo8adiceHHs pusUK-opieHMo8aH020
nioxody, yughposizayii npoyecie MOHIMOPUHSY MA MOOEMOBAHHS, A MAKONC PO3BUMKY MINCEIOOMYOT
Koopournayii. lle 3abe3neyums He auuie NIOBUWEHHS 0OOPOHO30AMHOCMI HA HAYIOHANLHOMY DieHI, ane U
nioguwyenHs be3nexosoi cmabdilbHOCMI 8Cb020 PecioH).

Keywords: onepamuene nnamysanus, cnpomodicnocmi nioposzoinie, HATO, npuxopoonna 0es3nexa,
83aemocymicHicms, Jlepoicasna npuxopoouHa caydicoa Yxpainu.
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COLLECTIVE CONSCIOUSNESS OF MILITARY PERSONNEL: THE SIGNIFICANCE
OF COMMON KNOWLEDGE BASE AND CULTURAL HERITAGE

The article examines the formation of collective consciousness among military personnel through the prism
of a common knowledge base and cultural heritage. The relevance of this research is determined by
contemporary challenges and threats to Ukraine's national security, particularly in the context of cognitive
warfare, which emphasises the need to develop a unified system of values, behavioural patterns, and
professional identity within the military community. The collective consciousness of military personnel ensures
the harmonisation of ideas, values and norms of behaviour, creating psychological resilience and the ability
to resist disinformation, manipulation and cognitive attacks. Particular attention is paid to military personnel's
awareness of prominent Ukrainians and their achievements as an element of a common knowledge base that
contributes to the formation of collective identity, patriotism and shared historical memory.

The results of an empirical study of military personnel's awareness of prominent Ukrainians, conducted
using a questionnaire, showed a high level of awareness in the fields of history and science (Pylyp Orlyk, Ilya
Mechnikov, Igor Sikorsky), an average level in professionally significant and scientific and technical issues
(Petro Prokopovych, Boris Paton), and a lower level in the field of culture and sports (Bohdan Stupka, Valeriy
Lobanovskyi). Gender differences were identified, as female respondents were significantly more likely to give
correct answers to questions than male respondents. The presence of spelling errors and instances of no
response indicates superficial awareness and a need for improved educational training.

Scientific observations show that knowledge about prominent Ukrainians not only shapes collective
consciousness and professional identity, but also increases the cognitive resilience of military personnel in
situations of information pressure. Consistency of knowledge and values within the group contributes to
maintaining morale, strengthening collective unity and active citizenship, which is especially important in the
context of modern hybrid threats.

Keywords: collective consciousness, military personnel; common knowledge base; cultural heritage;
patriotism, professional identity.

Statement of the problem. In the current context
of global challenges and threats to Ukraine's
national security, the issue of forming and
developing collective  consciousness among
military personnel is becoming particularly
relevant. The collective consciousness of military
personnel is shaped by various factors, among

© I. Lysychkina, O. Lysychkina, 2025

which a shared knowledge base and cultural
heritage play a particularly important role. These
elements create the foundation for the formation of
a unified worldview, value system, and behavioral
patterns that are critical to the functioning of a
military organization. In this context, awareness of
the names of prominent individuals and their
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achievements is a crucial component of a shared
knowledge base. Such knowledge helps create
shared values and identity within the professional
community, particularly among military personnel.

Given the multifaceted nature of this issue, it is
important to address the theoretical and practical
aspects of shaping the collective consciousness of
military personnel, key influencing factors, and the
development of recommendations for optimizing
this process in the context of modern realities.

Analysis of recent research and publications.
The issue of collective consciousness and its
formation through the lens of a common knowledge
base and cultural heritage has drawn the attention of
many researchers in the fields of psychology,
sociology, and pedagogy. M. Sliusarevsky
emphasizes the importance of shared experience
and social unity [1]. The research by V. Kupriychuk
“The role of national cultural heritage in the
formation of Ukrainian identity” [2] highlights the
relationship between cultural identity and the
preservation of the historical memory of
generations for the future. Several scientific papers
[3; 4; 5; 6] have been devoted to analysing modern
approaches to the development of collective
consciousness in the information society. Scientists
considered the narrative as a tool for shaping the
collective consciousness of military personnel [7],
emphasizing the importance of “integrating
narratives into culture, education, and upbringing at
both the national level and promoting these
narratives at the international level” [8].

The analysis of recent publications suggests a
growing scientific interest in the topic of collective
consciousness of military personnel [9; 10], as well
as the role of a common knowledge base and
cultural heritage in its formation. Researchers
emphasize the multidisciplinary nature of this
problem and the need to take into account
contemporary sociocultural and information-
technological realities. At the same time, despite the
significant amount of theoretical work, there is a
lack of empirical research that would enable a
quantitative assessment of the influence of various
factors on the formation of the collective
consciousness of military personnel.

The purpose of this article is to determine the
level of awareness among military personnel
regarding the names of prominent Ukrainians and
their achievements, as an essential component of a
common knowledge base, as well as the role of this
awareness in shaping collective consciousness.

Presentation of the main material. The
formation of collective consciousness involves

understanding and agreeing on ideas, values, and
identities within a professional community.
Familiarity with the names of prominent figures and
their achievements, as well as general knowledge,
can play an important role in this process, especially
in five areas:

defining values and goals;

recreating a shared history;

creating a positive image of the professional
community;

stimulating patriotism and pride;

supporting identification and
understanding.

The names of prominent people are often
associated with specific values and achievements.
Knowledge of their achievements allows the
professional community to determine which values
and goals are important to them independently, as
well as which common values unite them.
Awareness of the names of prominent individuals
and their contributions can serve as the basis for
creating a shared history of a group or community.
In this context, understanding the shared
achievements of individuals can contribute to the
formation of collective  self-determination.
Knowing the names of prominent figures can
influence the construction of a positive image,
because if compatriots are noted for their great
achievements and positive contributions, this can
help to increase the self-esteem and attractiveness
of the group to new members. Knowledge of the
history and achievements of famous people can
stimulate patriotism and pride in one’s country,
nation, or community. This can support internal
unity and a positive perception of belonging.
General knowledge about prominent figures can
create points of common contact between different
members of the community, which promotes mutual
understanding and the formation of a common
identity.

Achieving the set goal required empirical
research, which employed a questionnaire method
to ensure the relative objectivity and
representativeness of the results obtained. The
electronic questionnaire was distributed using the
snowball method. A total of 239 respondent
questionnaires were processed. The vast majority of
respondents (94.6%) are servicemen of the National
Guard of Ukraine, 1.3% are servicemen of the
Armed Forces of Ukraine, 0.8% are representatives
of other military formations, and 2.1% are persons
who are not servicemen. The age composition of the
sample is determined by the specifics of the
respondents’ professional military activities: 89.5%

mutual
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of the study participants are aged 18 to 30; 7.9% are
in the 3140 age group; 1.7% are in the 41-50 age
group; and 0.8% are over 50 years old. The gender
composition of the respondents (75.1% of the total
number of respondents were men) generally reflects
the gender imbalance in the military sphere.

The questionnaire “Knowledge, perceptions,
value priorities” was devoted to the level of
respondents’ awareness of prominent Ukrainians.
This section included ten statements about famous
figures. The task was to indicate their surnames. To
make the task easier, respondents were given the
first letter of the corresponding surname.

We will present the results obtained from this
questionnaire and comment on them in terms of the
formation of collective consciousness.

The first question concerned the author of the
world’s first constitution. The answers to this
question are shown in Fig. 1. Almost three-quarters
of respondents (72.6%) answered this question

Do not know

1.7%

No answer
18.1%

correctly (Pylyp Orlyk). 18.1% of respondents did
not provide any answer, and 1.7% admitted that they
did not know the answer. It should be noted that
when determining the percentage of correct
answers, answers containing spelling errors (within
5%) were accepted (such as: Orlik, Pilip Orlyk,
etc.). 94.2% of female respondents answered this
question correctly.

The second question concerned the inventor of
the first frame hive, as Ukraine confidently
maintains its place among the world’s top three
honey producers. Petro Prokopovych was
mentioned by 56.5% of respondents, with some
answers containing spelling errors (within 5%).
30.8% of respondents did not provide an answer,
and 3.4% admitted that they did not know the
correct answer. 87.2% of female respondents
answered this question correctly. The answers to
this question are shown in Fig. 2.

Orlyk
72,6%

Figure 1 — Answers to question 1. O... — author of the world’s first constitution (Constitution of the Rights and
Freedoms of the Zaporizhzhia Army, April 5, 1710). For comparison, the US Constitution was adopted in 1787

Popenko

Do not know

Provotorov

Prokopovych

No answer

Figure 2 — Answers to question 2. P... — inventor of the first frame hive
Ukraine confidently maintains its place among the world’s top three honey producers
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The third question concerned the inventor of
helicopters. The answers to this question are shown
in Fig. 3. Unlike the subject area of the previous
question, respondents are more familiar with
aviation technology and military equipment, so 65%
of respondents correctly identified the inventor of
helicopters (Igor Sikorsky). 27.4% of respondents
did not provide an answer, 2.1% said they did not
know the answer, and 2.5% of respondents named
Serhii Korolov. We consider this to be evidence of
insufficient knowledge, a possible tendency to give
an answer even if wunsure, which can be
idiomatically described as “I hear the bell but don’t
know where it is.” 82.4% of female respondents
answered this question correctly.

Do not know

Korolov

No answer

The fourth question concerned a famous
bacteriologist and immunologist. Illia Mechnikov
was identified by 58.6% of respondents, which
indicates that the respontents have general
knowledge of prominent figures in the history of
science and medicine. As with the answers to the
previous questions, almost a third of respondents
did not provide any answer (29.1%), 3.4% said they
did not know the answer, and 3.8% chose Mykhailo
Pirohov under the letter M (possibly influenced by
the figure of the outstanding surgeon Mykola
Pirohov). We have no explanation for the next most
common answer (0.8% — Mykhailo Ivanovskyi), as
we are not familiar with any Ukrainians with this
surname in the field of medicine. 80.4% of
respondents answered this question correctly. The
answers to this question are shown in Fig. 4.

Sikorsky

Figure 3 — Answers to question 3. S... — inventor of helicopters. Under his leadership, the Grand and Illia Muromets
aircraft were created, and 75 four-engine bombers were built

Do not know

Ivanovskyi

Pirohov

No answer

Mechnikov

Figure 4 — Answers to question 4. M... is a famous bacteriologist and immunologist. He was born in the Kharkiv region.
In 1908, the scientist was awarded the Nobel Prize in Physiology and Medicine for his research in immunology
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The theme of cinema and theatre arts was
explored in question 5. When answering this
question, respondents in many cases moved away
from the Ukrainian context and suggested actors
and actresses whose names begin with the letter S:
Sylvester Stallone (14.35%), Jason Statham (3%),
Sergei Bondarchuk (2.1%), Steven Seagal (0.8%),
which shows the global influence of foreign cinema
on the consciousness of the respondents. Ukrainian
actor Bohdan Stupka was named as a world-famous
actor by 21.1% of respondents. Other answers
included well-known figures who are not/were not
actors at all: theatre director Konstantin
Stanislavsky (1.3%), American film director Steven
Spielberg (5.5%), and American writer Stephen
King (1.3%). Such answers may indicate a lack of
clarity in the understanding of artistic professions
and their representatives by the professional
community under study. 35.4% of respondents did
not provide any answer to this question, 2.5%

Steven King

Do not know

admitted that they did not know. 26.5% of
respondents answered this question correctly. The
answers to this question are shown in Fig. 5.

The sixth question logically followed on from
the previous one and concerned musical creativity.
60.8% of respondents correctly identified Mykola
Leontovych as the author of “Shchedryk,” while
4.6% attributed the authorship to another prominent
Ukrainian composer, Mykola Lysenko, which may
indicate possible confusion among well-known
Ukrainian composers or a lack of sufficient
knowledge. 90.4% of female respondents answered
this question correctly. Approximately one-third of
respondents (26.6%) did not provide an answer,
indicating that they did not know (1.7%), which is
consistent with the general trend: almost one-third
of respondents refused to answer the questions in
this section of the questionnaire. The answers to this
question are shown in Fig. 6.

Stupka

Sergey Bondarchuk

Scott

Statham Seagal

- Spielberg
Stallone Stanislavskyi
No answer
Figure 5 — Answers to question 5. S... — world-renowned actor
Do not know
Leontii

No answer ..

Lysenko

Leontovych

Figure 6 — Answers to question 6. L... is an outstanding musician, one of the founders of the Ukrainian national school
of composition and the author of the most popular arrangement of ‘Shchedryk’, which is played every year before the
New Year holidays all over the world
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The seventh question concerned a scientist in the
field of welding. The answers to this question are
shown in Fig. 7. Slightly more than half of the
respondents correctly identified Borys Paton
(53.2%) as the answer to this question, with answers
containing spelling errors (Poton, Patton, etc.) and
incorrect names (Mykola, etc.) also considered
correct. 75.5% of female respondents answered this
question correctly. We have no explanation as to
why respondents gave other answers (writer (?)
Pavlo Zahrebelnyi (0.4%), Petro (?) Lazarenko
(0.8%), surgeon (?) Pirohov (2.5%)). 33.8% of
respondents did not provide an answer at all, and
0.8% did not know the answer.

Awareness of outstanding Ukrainians in sport
was tested by the eighth question. The answers to
this question are shown in Fig. 8. The fact that less

Pavlo Zahrebelnyi

Petro Lazarenko

Do not know

Pirohov

No answer

than half of the respondents correctly identified the
surname of the outstanding football coach Valeriy
Lobanovskyi (49.8%), even though military
personnel are usually interested in football,
indicates the transience of time and the respondents’
focus on the present day in terms of sports subjects
that are not reflected in school curricula, as well as
a lack of awareness of major football events or
features of the game in the past. We believe that the
names of contemporary football coaches of clubs
and national teams should not pose any difficulties.
55.1% of respondents answered this question
correctly. 34.6% of respondents did not answer, and
3.4% indicated they did not know the answer.
Interestingly, incorrect answers to this question
were more often given by men aged 18-30.

Paton

Figure 7— Answers to question 7. P... — thanks to his developments, it became possible to use welding in outer space
and welding of living tissues, which was recognised worldwide as an unprecedentedly effective method in surgery

Leonid Buriak

Leonid Kuchuk

No answer ——

Do not know

Lobanovskyi

Figure 8 — Answers to question 8. L... — thanks to his talent, Dynamo Kyiv managed to reach the Champions League semi-
finals, beating Barcelona. To date, no other Ukrainian team has been able to match this achievement from the 1990s.
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The ninth question concerned Ukrainian
literature. The answers to this question are shown in
Fig. 9. 63.7% of respondents correctly named Lina
Kostenko. Writer Olha Kobylianska and poet Lesia
Ukrainka, whose surname begins with the letter
K (Kosach), were named by 2.1% and 1.7% of
respondents, respectively. 24.1% of respondents did
not answer this question. 82.4% of female
respondents answered this question correctly.

The last question in the questionnaire was about
a world-famous cardiac surgeon. The answers to
this question are shown in Fig. 10. Unexpectedly for
the questionnaire developers, 61.6% of respondents
correctly identified Mykola Amosov. 84% of
female respondents answered this question
correctly. 30.8% of respondents did not answer at
all, and 3.8% did not know the answer.

Analysis of the data obtained reveals certain
patterns in respondents’ awareness of prominent
Ukrainians and their contributions to various fields,

Kosach

Kosach (Lesia Ukrainka)

Kobylianska

No answer

which is important for shaping the collective
consciousness of the professional community.

A high level of correct answers was recorded in
questions related to historical and scientific figures
such as Pylyp Orlyk, Illia Mechnikov, and Igor
Sikorsky. This fact suggests that respondents
possess a sufficient level of knowledge in the fields
of national history and science, which is likely
related to patriotic education and the specifics of
military training.

It is worth noting that a gender difference exists
in the level of awareness, as female respondents
consistently demonstrate a significantly higher
percentage of correct answers than male
respondents in most questions. This fact may
indicate that women pay more attention to
educational and cultural topics, as well as a
difference in motivation to participate in the survey
and provide answers.

Kostenko

Figure 9 — Answers to question 9. C... — courage, loyalty to principles, and skilful words characterise this talented poet.
Her works are studied in schools. Her poems have become modern classics

Antonenko

Do not know

No answer

Amosov

Figure 10 — Answers to question 10. A... is one of the world’s most famous cardiac surgeons, who,
thanks to his tireless work and talent, has become a legend in Ukrainian and world medicine
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The results indicate a lower level of awareness
among respondents in the field of culture and sports.
In particular, questions about famous Ukrainian
actors and football coaches (Bohdan Stupka,
Valeriy Lobanovskyi) received a significantly lower
percentage of correct answers. This indicates the
influence of global popular culture, as well as
insufficient attention to national cultural and
sporting achievements of the past century in
educational and training programmes, which, in
turn, may reduce the potential for the formation of
national and professional identity.

Respondents demonstrate an average level of
awareness of professional and scientific
achievements that are not directly related to
historical education (Prokopovich’s frame hive,
Borys Paton’s welding developments). This
highlights the need for more active implementation
of knowledge about scientific and technical
achievements in the professional training and
patriotic education process.

Errors in responses and the presence of
alternative associations (for example, confusing
Mechnikov with Pirohov, Sikorsky with Korolov)
indicate the existence of superficial awareness,
where respondents have heard the names of famous
figures but do not always associate them with
specific achievements.

A significant proportion of respondents refused
to answer certain questions (especially in the field
of culture and science), which may indicate a lack
of confidence in their knowledge and a need for
stronger educational training to shape collective
consciousness. At the same time, the lower level of
awareness in the field of culture and sports indicates
potential areas for improvement in educational and
training programmes aimed at integrating national
cultural heritage and sporting achievements into the
process of forming a common identity among
military personnel.

Conclusions and prospects for further research.
Knowledge about prominent figures and their
achievements is one of the key tools for shaping the
collective consciousness of a professional
community, as it helps to identify common values,
create a positive image and stimulate pride in
belonging to a group. This awareness lays the
foundation for a shared history and identity,
providing points of connection between community
members and fostering their internal unity and
mutual understanding. Consistent responses may
indicate the active participation of respondents in
civic life and an interest in important aspects of
history. This can shape awareness of the importance

of knowledge and active participation in public
processes.

Most respondents answered questions related to
contemporary issues, art and literature, and
professionally relevant subject areas correctly,
which may indicate the significant influence of
interests and educational programmes on the
expansion of knowledge among members of this
professional community. The difference in
responses between different age and socio-cultural
groups may indicate that interests and awareness
vary depending on these factors. This may influence
the formation of a collective consciousness,
highlighting the achievements of domestic
inventors in a crucial field.

Female respondents were more likely to answer
questions correctly, indicating greater awareness of
the names of prominent Ukrainians.

The presence of spelling errors is due to the fact
that some respondents have the information but may
have difficulty writing or choosing the right words.
This may be an element of identification and
characterise a group with certain characteristics.

The proportion of those who do not know the
answer or did not provide an answer may indicate
opportunities for improving education and
awareness. Such answers can serve as an incentive
to provide additional educational information and
contribute to the growth of intellectual awareness.
The results indicate the need to increase the level of
general education in order to raise citizens’
awareness in various fields, including history,
culture, science and medicine.

We consider the following areas to be promising
for further research: studying the impact of
educational programmes and cultural initiatives on
the level of awareness, analysing the dynamics of
collective  consciousness formation in the
professional community of military personnel, and
developing tools for the systematic improvement of
citizens’ cultural, scientific and historical
competence.
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KOJIEKTUBHA CBIJIOMICTb BIFICBKOBOCJIY){(BOBHIB: 3HAYEHHS CIIIJILHOI
BA3U1 3HAHD I KYJIbTYPHOI CIHAJIHIUMHA

Llocniosceno hopmysanms KONEKmMueHoI cei0oMocmi GitiCbKOBOCIYHCO08YI6 KPizb NPpU3My CHibHOI OA3U 3HAHD
i KyiomypHoi' cnaouwunu. AkKmyaneHicmo npodieMu 3yMOGIeHa CYYACHUMU BUKTIUKAMU Ul 3A2PO3AMU HAYIOHATbHIT
besneyi Yxpainu, 30kpema 6 KOHmMeKcmi KOZHIMUGHOL BIlIHU, WO NOMPedye PO3GUMKY EOUHOT CUCHEMU YIHHOCE,
N0BEeOIHKOBUX NamepHié i npogheciiinoi idenmuunocmi y 6ilicbkosill  cninbHomi. Konexmusna ceioomicmo
BILICbKOBOCTYIICO0BYIB 3abe3neuyc y32000icettsl ioell, YiHHocmell I HOpM HOBeOIHKU, CIMBOPIOIOYU NCUXONOSIUHY
CMItKICmb 1 30amMHICMb RPOMUCMOSMuU 0e3IHGOPMAaYIl, MaHINYIAYIAM MA KOSHIMUGHUM AMAKAM.

Ocobnusy ysazy npudiieHo O00IZHAHOCMI BIUCLKOBOCLYHCOOBYI8 U000 GUOAMHUX YKPAIHYIE ma IXHIX
docsicHenb K eleMeHma CRilbHOI 6a3u 3HAHb, WO CHPULE (QOPMYBAHHIO KONEKMUBHOI [OeHMUYHOCHII,
nampiomusmy ma CniibHoi icmopuyHoi nam smi.

Pesynomamu emnipuurno2o 00cniodicennss 00i3HAHOCMI BIlICbKOBOCIYHCOOBYIE 13 BUOAMHUMU YKPAITHYAMU,
wo Oyno peanizogane MemoooM aHKemy8aHHs, NOKA3AIU GUCOKULL piseHb 00i3Hanocmi y cgepi icmopii ma
HAYKU, cepeonitl — y npo@ecilino 3HAYYWUX I HAYKOBO-MEXHIYHUX NUMAHHSX, HUMCUUll — ) chepi Kynvmypu i
cnopmy. Busigneno eenoephi 6iOMIiHHOCII: peCROHOEHMKY NOPIGHSHO 3 YON0GIKAMU 3HAYHO Yacmiule 0aeanu
npasuibHi 8ionosioi Ha 3anumarnui. Opgoepaghiuni nomunku i 8idcymHicmv 8i0N0gioel 0eMOHCMPYIOMb
nogepxogy 0bisHanicme i nompedy y NOCUNEHHI 0C8IMHbOI NIO20MOBKUL.

Hayxosi cnocmepesicenns cgiouamo, wo 3HAHHSA NPO BUOAMHUX YKPATHYIE He uuie (OpMYE KOIeKMUGHY
ceidomicmy i npogheciiiny i0enmuunicms, a Ut NIOBUWYE KOSHIMUBHY CMIUKICMb BIlICbKOBOCIYHCOOBYIE Y
cumyayisx inghopmayitino2o mucky. Yzeooscenicms 3uams i yinHocmeu y 2pyni CHpusie RiOMpUMannio MOpaJi,
3MIYHEHHIO KONeKMUBHOI €OHOCMI MA AKMUBHIU 2POMAOAHCHKIN NO3UYil, W0 0COOIUBO BANCIUBO 8 YMOBAX
CYHacHuXx 2IOPUOHUX 3a2po3.

Knrouosi cnoea: xonexmusna ceidomicmb, GICbKOBOCAYHCOOBYI, ChilbHA 0a3a 3HAHL, KYIbMYPHA
cnaowuna, nampiomusm, npoghecitina i0eHmu4Hicme.
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METHODOLOGY FOR PLANNING A CONCENTRATED FIRE STRIKE WHEN PLANNING
JOINT FIRE SUPPORT IN MODERN ARMED CONFLICTS

The article improves the methodology for planning a concentrated fire strike through the use of a joint
targeting cycle. In addition, the use of a methodology for determining the enemy’s center of gravity for a
specific decisive condition allows for the identification of a group of targets that are critical vulnerabilities
and/or critical needs, which will significantly increase the effectiveness of such a strike. Furthermore, the use
of improved criteria for describing the indicators of the methodology for determining the priority of targets
makes it possible to select the most critical targets during the preparation and delivery of the strike. The use
of the nonlinear programming method — ‘two functions’ at the stage of assigning appropriate means allows
for the most effective use of the capabilities of joint fire support forces and means, and at the planning stage
allows for an assessment of its possible effectiveness.

Keywords: joint fire support; concentrated fire strike, center of gravity, prioritization of targets;
capabilities, two-function method, targeting.

Statement of the problem. The armed introduction of the principles and standards of

aggression of the Russian Federation against
Ukraine has brought to the forefront the issue of
improving the model of state defense organization,
which has necessitated a review of the content of the
theory and practice of domestic military art. Modern
domestic operational art is developing in
accordance with the principles of comprehensive
defense of Ukraine and taking into account the

© O. Lykholot, O. Holovchenko, A. Demianiuk, 2025

NATO member states into the defense forces.

The characteristic features of the modern
operational environment include: blurring of the
differences between peacetime and wartime,
between the front and the rear; the strengthening of
the role of high-precision, robotic and weapons
based on new physical principles; the expansion of
the range of participants in military conflicts to
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include friendly, neutral and hostile forces, the local
population, international and non-governmental
organizations, and the media; an increase in the
proportion of irregular formations in the enemy's
combat strength; and the growing role of
asymmetric actions.

The presence of these features in the operational
environment increases the complexity of preparing
and conducting operations in modern conditions.
Success in an operation is based on the ability to
make rational decisions quickly in conditions of
uncertainty, which must be ensured by the use of
advanced operational planning techniques by
military command and control bodies. One aspect of
improving operational planning is to improve the
planning of combined fire support in operations and
as a component of joint fire support planning (JFSP)
— planning a concentrated fire strike (CFS) in the
interests of the operation as a whole and in the
course of performing a specific operational task or
the most important tasks of the operation.

Under current conditions, JES is the basis for
defeating enemy forces and a decisive factor in
achieving the objectives of an operational
(strategic) force grouping. At the same time, a
concentrated fire strike, as a component of the JFSP
process, which is delivered jointly by the firepower
of several components (ground, sea, air) against
important enemy targets in a specific area over a
short period of time, allows fire to be directed at
elements of the enemy's centre of gravity,
significantly reducing its capabilities.

The lessons learned in repelling the armed
aggression of the Russian Federation point to a
number of inconsistencies and discrepancies, both
theoretical and practical, in the planning of JFSP,
which in turn lead to a reduction in its effectiveness,
including during the planning and delivery of CFS.

The main ones are:

changes in typical targets due to changes in the
qualitative composition of weapons;

the use of new types of foreign-made
ammunition with new characteristics that were not
considered in previous operational and tactical
calculation methods;

new standards for the consumption of missiles
and ammunition for striking enemy targets have not
been defined, taking into account the replacement of
the nomenclature of ammunition for both missile
forces and artillery (MFA) and the Air Force (AF)
and Ground Forces (GF);

the procedure for planning the use of strike
unmanned systems (US) has not been defined;

enemy countermeasures using electronic warfare
(EW) against high-precision missiles, aerial bombs,
ammunition and components of unmanned systems,
both reconnaissance and strike, are not taken into
account;

the priority of enemy targets and the effectiveness
of each element of firepower against enemy targets are
not taken into account when planning CFS.

In addition, when planning JFSP in operations,
including CFS, the level of training of military
command personnel in determining the importance
(criticality) of targets and the procedure for direct
planning of CFS remains insufficient, primarily due
to the lack of adequate planning methods.

In view of the above, there is a need to conduct
research on improving the methodology for planning
concentrated fire strikes when planning combined
fire support in modern armed conflict operations.

Analysis of recent research and publications.
The problems of planning concentrated fire strikes
were studied in works [1-4], the participation of
unmanned systems in them [3, 5-7] and the
prioritization of targets in [4, 8—10].

However, the issue of systematizing the actions
of officials at the joint fire support center when
planning concentrated fire strikes by improving
existing methods or creating new ones, including
determining the priority of targets while taking into
account compatibility with standardized procedures
used by NATO member countries, has not been
fully researched.

With regard to the distribution of a certain type
of resource, the aforementioned works [4, 11-14]
considered the distribution of one or two types of
resources, both homogeneous and heterogeneous.
At the same time, the issue of determining the
interrelated distribution of several types of
heterogeneous resources, such as the forces and
means of JFSP participating in the CFS, by target
objects was not considered.

In addition, the issue of determining the enemy's
centre of gravity for planning CFS and achieving a
certain decisive condition for the design of the
operation was not investigated.

The purpose of the article is to improve the
methodology for planning a concentrated fire strike
when planning joint fire support in modern armed
conflicts.

Presentation of the main material. Given the
transition of the Armed Forces of Ukraine to the
standards of planning and conducting operations
used by the armies of NATO member countries, it
is advisable to use the concepts found in their theory
in order to achieve full compatibility. Therefore, for
planning CFS, it is proposed to use the joint
targeting cycle [15] (Fig. 1).

106 ISSN 2786-6920 HAYKOBHH BICHHUK KI HT'Y M 2 (7) 2025



LYKHOLOT Oleksandr, HOLOVCHENKO Oleh, DEMIANIUK Andrii. METHODOLOGY FOR PLANNING
CONCENTRATED FIRE STRIKES WHEN PLANNING JOINT FIRE SUPPORT
IN MODERN ARMED CONFLICTS

Final state of CFS
(Phase 1)
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Figure 1 — Joint targeting cycle
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Figure 2 — Example of an operation design
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1. Final state of the joint targeting operation
(phase 1).

This phase involves:

formulating the final (desired) result of the CFS
(from the developed operation design in accordance
with the specific operational task and the decisive
condition to be achieved during the operation) [16]
Fig. 2;

determination of the enemy's center of gravity
(CoQ) to the decisive condition at a certain stage of
the operation and its critical vulnerabilities [17];

formulation of the objectives and conditions for
conducting the CFS.

The center of gravity is the main source of power
that ensures the strength of an actor (participant in a
military conflict), freedom of action or will to fight.
Determining the center of gravity in an operation is
based on identifying the critical capabilities, critical
requirements and critical vulnerabilities of each
actor.

Critical capabilities enable their forces,
adversaries, or other participants to accomplish their
tasks. Critical requirements are the conditions,
resources, and means associated with critical
capabilities. Critical vulnerabilities are those
aspects or components of critical requirements that
are deficient or vulnerable to direct or indirect
action that can be taken by the opposing side.

One of the important results of operational
planning is to identify ways to influence the centers
of gravity of actors (the enemy, one's own, other
participants in the conflict) sufficient to achieve the
objectives of the operation by strengthening and
protecting one's own center of gravity and
weakening or destroying the enemy's center of
gravity. There are two approaches to influencing
centers of gravity: direct and indirect.

The direct approach attacks the enemy's center
of gravity or its main forces using armed combat
directly against the enemy. The indirect approach
usually focuses on avoidance or other ways of
rendering armed combat ineffective, rather than on
the physical destruction of the enemy's center of
gravity. In some cases, an indirect approach may
require a series of operations (actions) against
several critical vulnerabilities of the enemy. In other

cases, it may involve a single operation (action)
against several particularly critical vulnerabilities,
but without armed engagement with the enemy's
main forces. The choice of approach is a matter of
weighing factors such as the balance of power
between the parties, the capabilities of one's own
forces, the types of critical vulnerabilities of the
enemy, acceptable levels of risk, available time, and
S0 on.

A decisive condition is a combination of
circumstances, consequences, or a specific key
event, critical factor, or function, the realization of
which allows for a sufficient advantage over the
enemy or significantly contributes to the fulfilment
of the operational task. Decisive conditions are
determined based on the results of assessing the
situation and analyzing centers of gravity. A
decisive condition is defined as desirable at a
specific point in time in the future, which is
considered decisive, and is formulated in the past
tense.

Examples of decisive conditions include: fire
superiority over the enemy in the operational
group's attack zone has been achieved; the enemy's
main strike force has been stopped; irregular enemy
forces have been neutralized.

An operational effect is a recognizable change in
the behavioral or physical state of a system (the
system may be: a group of troops; targets,
infrastructure; the local population, etc.) resulting
from one or more actions. An operational effect
supports the formation of one or more decisive
conditions and is formulated in simple language
without adverbs in the perfect tense.

Examples of operational effect formulations
include: the main forces of the enemy's first echelon
are surrounded; the enemy's division command
system is suppressed; important state facilities in the
defense zone of the operational troop grouping are
protected.

The action ensures the implementation of one or
more operational effects within the framework of
the joint functions of the combined forces in
operations, which are as follows: command and
control,; information

support;  firepower;

manoeuvre; defense; support (reconnaissance,
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logistics, medical, morale and psychological
support).

Usually, an action can be implemented in a
specific form, primarily in the form of military
operations. The action is formulated in simple
language in the past tense. Examples of action
formulations include: a second concentrated fire
strike was delivered, focusing on the enemy's tank
army; a counteroffensive operation was carried out
by an operational-tactical group of troops; illegal
armed formations in a specific area were blocked
(disarmed, defeated); the state border was covered
(reinforced) in threatening areas.

The development of operational design is based
on determining the logical sequence of decisive
conditions, operational effects and actions, which
can be arranged in relation to each other in the form
of a sequence or a branch. In operational design,
sequences and branches are considered as elements
of an algorithmic structure.

Under the influence of a dynamic operational
environment, the centers of gravity of participants
are  constantly changing.  Therefore, the
determination and analysis of the center of gravity
should be considered an iterative process that occurs
continuously throughout the preparation and
conduct of an operation.

The center of gravity is determined based on the
results of factor analysis and participant assessment,
which results in the identification of critical
capabilities, critical requirements and critical
vulnerabilities for each participant.

Figure 3 provides one method for using the CoG
analysis matrix; other methods can be used to
analyze a participant's physical CoGs at the
command level.

Some analysts prefer to first identify the decisive
capabilities (abilities) that a participant needs to
perform its (predictable) tasks, and only then
determine the main entity that possesses most of
these decisive capabilities. Others may first identify
CoG as part of the process that determines how a
participant (predictably) will perform their tasks.
However, considering that CoG analysis is a

continuous and repetitive process, the sequence of
actions is irrelevant.

2. Defining objectives and their priority
(phase 2).

This phase involves:

forming a list of critical enemy targets (high pay-
off targets, HPTs) that relate to a specific center of
gravity [18, 19] according to the following
structure:

a) target number and name;

b) target classification;

¢) source of intelligence information;

d) time of detection and confirmation of the
target;

e) location of the target (area or coordinates);

f) type and brief description of the target, etc.

preliminary verification (assessment) of risks,
collateral (incidental) losses and compliance with
the norms of international humanitarian law (IHL);

determination of the priority of targets [18, 19].

Prioritization of targets should be carried out in
accordance with the indicators of the analysis of the
significance of enemy objects (CARVER methodology:
Criticality, Accessibility, Recouperability, Vulnerability,
Effect, Recognizability) [18-20].

All targets in the enemy's group should be
considered in terms of their relationship with other
elements of its operational structure. The value of
each enemy target will change as the operational
situation changes, requiring the use of time-
sensitive methods that respond to changes in the
situation. The criticality of a target will depend on
several factors, the main ones being:

time — how quickly will the result of hitting the
target affect the course of the operation?

quality — what percentage of the enemy's forces
or its rear and infrastructure targets will be reduced
by successful fire on the specified target?

effectiveness — how will the destruction of a
specific target affect the achievement of the
operation's objectives?

theory of relativity — how many targets are
there? What are their positions? How is their
relative value determined? What will happen in the
system or complex ‘flow’?
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Purpose of a concentrated fire strike (CFS)

(Assumed) principal tasks (goals) and probable methods of conducting actions for their employment (to
achieve these goals) at the level of the command conducting the analysis.

Center of gravity (CoG)
Identify CoG conditions that should exist and
conditions that must be avoided to achie
purpose of the concentrated fire stri

rules of engagement and opher coyfStraints.

Critical capabilities
Identifying the critical capabilities of the center of
ravity (CoG) involves assessing whether the CoG

its objectives).
ics may be weak; in such cases, the
itical vulnerabilities must be

participant’s
also be laclg

Critical vulnerabilities
For each identified critig grability, assess its
impact on the critica}/capability_ahd determine its
relationship to the requireld CoG dondition.

For each critical vulnerabi\ity, idektify and estimate

the required CoG conditions.
planned effects by delivering
strike (CFS), and by what

effects? What combination of effects can create
required CoG condition?

Conclusions

of force, etc.

Conclusions should be formulated as elements for further planning, for example: purpose, tasks (objectives),
decisive conditions, effects, actions, rules for the use of force (rules of engagement), restrictions on the use

Figure 3 — Centre of Gravity Analysis Matrix

Based on the above, the criteria for deciding
whether to target a target and determining its
priority are ranked. Table 1 shows an option for
ranking the criticality criteria of enemy targets.

As can be seen from the data in Table 1, the
importance ranking of a target (from 1 to 10) directly
depends on the degree of its impact on the course of
the operation as a whole and the fulfilment of
operational (tactical) tasks in particular. At the same
time, given that the result of fire impact on the enemy
can be achieved through the accessibility of the object,
the next element for assessing enemy objects is its
accessibility. This element determines the ability of
fire support assets to achieve a successful result of fire
impact on an enemy target. Another important aspect

110

of prioritizing enemy targets is taking into account
factors that may hinder or facilitate their effective
destruction.

There are four main steps in determining the
accessibility of targets that can be destroyed, namely:
the ability to destroy the target without direct threat
from the enemy; the ability to determine the results of
the fire impact; the ability to destroy the target without
damaging the surrounding environment; the ability to
destroy the entire target, rather than its individual
elements.

Factors considered when assessing accessibility
may include, but are not limited to: active and
passive early warning systems (air defense systems,

ground-based reconnaissance radar stations,
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counter-battery radars, etc.); the presence of
electronic warfare elements (for the use of high-
precision munitions); type of terrain and its use;
fortification equipment system; concealment and
cover of individual target elements; location of the
facility in populated areas where the use of certain
means of destruction is impossible; other natural or
synthetic obstacles or barriers; sudden changes in
climatic and weather conditions.

Accessibility is determined in terms of the relative
ease or difficulty of implementing a set of measures
aimed at destroying the target. With this in mind, it is
recommended to rank these criteria, which will then
be taken into account when assessing targets that will
be considered as possible targets for JFSP forces and
means during a concentrated fire strike. Table 2 shows
one possible option for ranking the criteria for the
accessibility of enemy targets.

As can be seen from Table 2, the importance
ranking of a target (from 1 to 10) reveals a directly
proportional relationship between the accessibility
of an enemy object for destruction and the degree of

its openness and observability, as well as the
complexity of the terrain on which it is located.

Given that the assessment of an enemy target,
which may subsequently be taken as a target, will
be influenced by its ability to be restored or replaced
in a timely manner, the next element for its
assessment is its recuperability, measured in time.

Factors to be considered when assessing
recuperability include, but are not limited to, the
availability of: handy equipment such as railway
cranes, dry docks and the removal of serviceable
parts and assemblies from damaged equipment for
the repair of damaged weapons; restoration and
replacement through reduction; availability of spare
parts; equivalent repair Kits that provide backup for
critical equipment or components, as well as the
consequences of economic embargoes and labour
unrest.

Therefore, taking into account the varying
recuperability of the target over time, it is proposed
to rank these criteria, which will subsequently be
taken into account when assessing targets. Table 3
shows the ranking of criteria for the recuperability

of enemy targets.

Table 1 — Ranking of criteria for the criticality of enemy targets

Criteria for criticality ﬁglgri?a%l gg
Crucial for the overall success of the operation. 10
Important for the success of current combat operations. 9
Timely and convincing consequences for current combat operations. 8
Significantly affects the course of combat operations. 7
Moderate contribution to combat operations, not critical to success. 6
Failure to take targeted action may negatively complicate the operation. 5
Requires focus in future plans. 4
Failure to apply firepower will result in the involvement of more forces and resources. 3
The effect provided by the target may not be realized in the future. 5
Mostly unimportant, the consequences will not hinder combat operations 1
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Table 2 — Ranking of criteria for accessibility of enemy targets

Accessibility criteria . Rank  of
importance

Stationary, fully accessible, no early warning systems for determining fire results. 10
Stationary, accessible. Insufficient information about radio-electronic suppression, no natural 9
obstacles.

Accessible, reliably reconnoitered, terrain type partially complicates access to the target. 8
Accessible, individual elements behind artificial obstacles. Terrain partially affects the use of 7
certain weapons.

Partially accessible, individual elements are fortified. High-precision weapons are required. 6
Partially accessible, it may not be possible to accurately determine the structure of the target, 5
there is a possibility of early warning systems or radio-electronic suppression elements.

Partially accessible, natural or artificial obstacles, high probability of early warning systems 4
or radio-electronic suppression, possibility of counter-battery fire from the enemy.

Difficult to access, requires significant forces and resources, difficult terrain, some elements 3
are hidden. Impossible to use certain weapons.

Accessible with great difficulty and expenditure of significant resources. The target can only )
be destroyed by certain types of weapons.

Minimal accessibility, early warning systems (counter-battery radars) reliably identified, |
elements of the target are hidden or located in a populated area.

Table 3 — Ranking of criteria for the Recuperability of enemy targets

Criteria (for recovery (replacement, repair or substitution) required Rank of importance
1 month or more 10
2-3 weeks 9
up to 2 weeks 8
1 week 7
5-6 days 6
3—4 days 5
up to 72 hours 4
up to 48 hours 3
on the same day or the next 2
up to 12 hours 1

Based on Table 3, the importance ranking of the
target (from 1 to 10) will increase depending on the
time for which the corresponding object from the
enemy's group will be put out of action. Based on
the data in the table, there is also a logical
dependence of the sensitivity of a specific target to
the firepower of the forces and means of the JFS,

with the same amount of weapons. Thus, for
evaluation purposes, its vulnerability is accepted,
which is characterized as the inability to withstand
the impact of firepower and the presence of a
significant number of weak points in one or more
elements of the target (object of attack). This factor
shows how sensitive the target is to fire damage, as
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well as what consequences can be caused by the
same amount of ammunition (missiles, bombs).

When determining the vulnerability of a target, the
scale of the critical component is compared with the
attacker's ability to destroy or damage it. In general,
the attacking element may tend to: select specific
components; cause permanent damage; prevent or
stop the effect of cannibalization (donating individual
elements to other objects); maximize effects by using
materials on site; force the target to self-destruct.

In particular, vulnerability depends on: the nature
and design of the target; the amount of damage
required; available assets (e.g., personnel, expertise,
motivation, weapons, explosives, and equipment).

Taking this into account, Table 4 shows the
ranking of criteria according to which the damage
caused to the target object is determined, which will
be accepted for damage in the future.

According to Table 4, the importance ranking of
an object (from 1 to 10) directly depends on its

ability to withstand the fire impact of various types
of weapons and the amount of resources involved in
the attack.

Taking into account the intention and purpose of
the fire impact on the enemy, as well as the possible
consequences of such an impact, the effect factor is
accepted for assessment, which will occupy one of
the main places in the process of assessing an object
(group of objects) when using the CARVER matrix,
and it is closely related to the criticality indicator of
objects. The effect of fire is a measure of the
possible military, political,
psychological and sociological impacts not only on
the target, but also beyond it. The type and
magnitude of the desired effects will help in the

economic,

process of planning the use of force to select the
object and its main elements for destruction. In this
context, the effect refers to all significant effects,
desired or not, that may occur after the destruction
of the object in question.

Table 4 — Ranking of enemy target vulnerability criteria

Vulnerability criteria . Rank of
importance

The target (its main individual elements) will be hit by debris during the fire attack 10
Individual elements of the target are critical, vulnerable individual elements (open
manpower) ?
Individual elements of the object are critical, the object is vulnerable to individual
elements. 8
The object is vulnerable to all means of destruction, in particular, general support artillery
and all types of multiple launch rocket systems. 7
The facility is vulnerable to most means of destruction, in particular artillery and mortars. 6
The facility is vulnerable to certain types of means of destruction, in particular long-range
artillery and medium- and long-range multiple launch rocket systems 5
The facility is invulnerable to certain types of weapons and requires constant fire. High- 4
precision weapons may be used.
The facility is invulnerable to some weapons, but damage can be caused by powerful fire
from forces and weapons. 3
The target is invulnerable to most types of weapons, but can be destroyed by long-range
multiple launch rocket systems and, to some extent, by general support artillery. 2
The target is invulnerable to all types of weapons except tactical missile systems and long-
range multiple launch rocket systems. 1
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Effects may include: initiation of
countermeasures; incapacitation of forces and
means; repression against the civilian population;
collateral damage to other targets.

Possible consequences may be hypothetical and
should be identified as assumptions. The consequences
of striking a single target may vary considerably at the
tactical, operational and strategic levels.

Taking this into account, these criteria have been
ranked and will be taken into consideration when
assessing enemy targets that may be considered as
possible targets. Table 5 shows the ranking of
criteria for the effect of striking enemy targets.

It is also important how long ago and by what
means of reconnaissance the enemy target was
reconnoitered. This information will indicate the
reliability of reconnaissance information about the
enemy target. Therefore, it is also proposed to take
into account the factor of target recognizability
(identification) when applying the CARVER
matrix. This factor represents the degree to which
the target can be recognized by various means of

reconnaissance, primarily artillery reconnaissance,

under different conditions. Weather has an obvious
and significant impact on the visibility of targets
that do not reveal themselves through active
radiation or sound and wave emissions. Rain, snow,
and ground fog can interfere with observation.
Areas with sparse vegetation and adjacent high
ground create favourable conditions for
reconnaissance. Distance, time of day, and season
should also be taken into account.

Other factors affecting recognition include the
size and structural complexity of the target, the
presence of its distinctive features, the presence of
camouflage or concealment, and the technical
complexity and preparation of fortification
equipment.

Therefore, taking into account the type of
reconnaissance used to detect the target, the time
elapsed since its detection, and weather conditions,
the recognition criteria were ranked, which can be
taken into account in the future during the overall
assessment of targets using the CARVER matrix.
Table 6 shows an option for ranking the criteria for
recognizing enemy objects.

Table 5 — Ranking of criteria for the effect of striking enemy targets

Effect criteria (from striking a target) imliilal;ce of
Will have the maximum possible positive effect on the results of the operation. 10
Will have a positive effect on the results of the operation. 9
Will have a positive effect on individual stages of the operation. 2
Will have a moderate effect on the results of the operation. 7
Will have a slight positive effect on the overall situation in the combat zone. 6
Will not have a significant positive effect on the overall situation in the combat zone. 5
Will not have a positive effect on the stages of the operation, excessive use of resources. 4
Little significant positive effect, possible negative impact on the operation. 3
Will not have a positive effect, negative effects from its destruction are predicted. )
Will not have a significant positive effect on the operation, negative effects are predicted. 1

114 ISSN 27866920 HAYKOBHH BICHHK KI HT'Y M 2 (7) 2025



LYKHOLOT Oleksandr, HOLOVCHENKO Oleh, DEMIANIUK Andrii. METHODOLOGY FOR PLANNING
CONCENTRATED FIRE STRIKES WHEN PLANNING JOINT FIRE SUPPORT
IN MODERN ARMED CONFLICTS

Table 6 — Ranking of criteria for recognizing enemy objects

.. . Rank of
Recognition criteria .
importance
Clearly observed by reconnaissance means, all elements of the object are grouped 10
together.
Observed by reconnaissance means at present or earlier, the object continues its 9
activity in the area.
Reconnaissance by artillery reconnaissance, the object reveals itself by various types g
of radiation.
Reconnaissance with a high degree of reliability, characteristic features confirm that .
the object has not changed location.
Reconnaissance conducted within 1 hour, low mobility, possibility of movement. 6
Further reconnaissance possible.
Reconnaissance conducted within 3 hours, some elements changed on the ground, low 5
manoeuvrability.
Reconnaissance conducted by agents, difficult weather conditions hampering 4
reliability of reconnaissance.
Recently scouted, manoeuvrable, no further scouting or possibility of 3
misinformation.
Scouted for a long time, weather conditions prevent identification of the object. 2
Scouted a long time ago, no scouting signs detected, possible movement of the 1
object.

As Table 6 shows, the importance ranking of an
object (from 1 to 10) depends on the technical
capabilities of the reconnaissance means used to
detect it, the reliability of the reconnaissance data
about it, and the possibility of real-time observation,
which in turn will make it possible to observe the
results of the fire impact on a given enemy object.

The use of this methodology for prioritizing
enemy objects for acceptance as possible targets for
further destruction during the delivery of CFS,
using the CARVER matrix to prioritize objects,
taking into account factors such as criticality,
accessibility, recoverability, vulnerability, effect
and recognizability, ensures the use of limited
resources to achieve objectives at all levels of
military command.

3. Assessment of the capabilities of the forces
and means of JFS (phase 3).

This phase involves assessing the combat
capabilities of existing forces and means of JFS
(MFA, AF aviation, GF, reconnaissance, EW,
UAVs, air defense (AD), special operations forces,
etc.) by the following components [21, 22]:

firepower (lethal and non-lethal): depth of
action; number of objects that can be
simultaneously and sequentially hit with the

required expenditure of missiles (bombs),
ammunition, strike UAVs; altitudes at which forces
and assets (FA) of JFSP are capable of operating;
frequency ranges at which electronic warfare (EW)
assets are capable of creating interference;

manoeuvring  capabilities:  capabilities  to
manoeuvre to specific areas of launch (firing)
positions (UAV launch), aviation action lines; fire
manoeuvring capabilities (repeated launch taking
into account reloading);

reconnaissance capabilities: depth of action of
the means; accuracy of determining the coordinates
of enemy targets; ability to engage enemy targets
with means of JFSP (targeting and engaging MFA,
UAVs, etc.); ability to assess the results of damage
inflicted on enemy targets (photo and video
recording).

The capabilities of military aviation units, MFA,
strike unmanned aerial vehicles (UAVs) and
electronic warfare units should be understood as a
set of quantitative and qualitative indicators that
characterize the ability of a military unit (subunit)
to perform specific tasks to engage the enemy with
air strikes, missile strikes, strike UAVs, artillery
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fire, suppression by electronic warfare means, and
to manoeuvre within the established time frame in
specific conditions.

At the same time, the combat capabilities of a
military unit are a set of quantitative and qualitative
indicators that characterize the potential combat
capabilities of a military unit, provided that it is
fully manned, trained and supplied with all types of
resources.

The initial data for calculating the participation
of aviation, MFA, strike UAVs, and electronic
warfare units in the strike are:

the composition, position, and probable nature of
the enemy's actions;

objective assessment of the enemy's grouping
(critically important targets of the operational link);

the chosen method (order) of performing the
assigned tasks of the JFS, suppression by electronic
warfare means (construction of a concentrated fire
strike),

the capabilities of aviation, MFA, strike UAVs
and electronic warfare means to influence enemy
targets.

When planning a strike, special attention is paid
to ensuring the high effectiveness of the first launch
of missiles and artillery fire for the reliable
destruction of the most important objects of the
enemy's troop control system and its air defense
means in the areas of operation of strike aviation
groups.

Therefore, it is necessary to consider the combat
capabilities of aviation, MFA, strike UAVs and
electronic warfare means and their impact on strike
planning in the operation.

The combat capabilities of aviation are
characterized by spatial, temporal and combat
effectiveness indicators.

The spatial indicators of combat capabilities
determine the maximum distance of lines, zones and
boundaries of areas (districts) in which aviation
units (formations, groupings) are capable of
conducting combat operations.

Spatial indicators include:

tactical radius, which is the maximum distance
from the base airfield that aviation can travel to
perform a combat mission and return to the departure
airfield. The tactical radius depends on fuel reserves,
combat load, group composition, the nature of the
combat mission, meteorological conditions and the
choice of the optimal flight mode;

the combat zone, which is limited by near, far
and lateral boundaries;

the depth of combat operations is the size of the
space above enemy territory in which aircraft are
capable of striking the enemy and depends on the
depth of basing and tactical radius.

Time indicators are:

mobility — the time required to complete a
combat mission, calculated from the moment the
combat mission is assigned (received) to the
moment the strike is delivered (interception of an air
target, transmission of reconnaissance data, etc.).

The time required to prepare for a repeat sortie
directly affects mobility and the intensity of combat
operations.

A quantitative indicator of the intensity of
combat operations is combat stress — the number of
aircraft sorties (helicopter sorties) that a unit
(formation) performs during a certain period of time
(day, night, 24 hours). The unit of combat stress is
the norm of combat flights per crew, unit (part) per day.

According to [23], the Air Force of the Ground
Forces is capable of striking small-sized moving
and stationary ground targets in conditions of visual
visibility and without it. Striking enemy targets with
unguided aviation missiles (UAM) from horizontal
flight is effective for striking linear, planar and
group targets that are densely concentrated in the
direction of the helicopter's flight. Firing from
horizontal flight at extremely low altitudes (25-100
m) is performed on open stationary targets located
on relatively flat terrain.

In conditions of saturation of the combat zone
with enemy air defense systems, the use of UAM is
carried out in the ‘climb’ mode (from a hover) from
extremely low altitudes without leaving or with a
short-term entry into the zone of action of enemy
anti-aircraft missile systems.

The combat capabilities of the MFA are
determined by its firepower, depth of destruction,
manoeuvrability, readiness time for fire missions,
and capabilities for reconnaissance of enemy targets
[24, 25].

Let us consider the combat capabilities of missile
forces, which are characterized by: the number of
targets that can be struck simultaneously; the degree
of damage inflicted; the depth of damage; the time
required to prepare for a strike; and manoeuvrability.

During the Russian-Ukrainian war, the transition
of missile forces and artillery units to new types of
weapons significantly changed the capabilities of
missile units to destroy enemy targets. This is
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primarily due to new missile systems and types of
missiles (with their performance characteristics)
and, accordingly, the capabilities of a single
combined launch by a missile (reactive artillery)
brigade (division). At the same time, weapons that
were in service before the war continue to be used.

When determining the number of targets that can
be hit by a single launch of a missile brigade
(division), it is necessary to take into account the
number of launchers in them and the operational
rate of missile consumption per target.

Analysis [26] shows that the operational rate of
missile consumption is 2—4 missiles per target,
depending on the launch task and the accuracy of
determining its location.

The time required to prepare for the execution of
tasks of JFSP depends on the condition, location and
readiness of the strike assets, as well as the missiles.
The manoeuvrability of missile and rocket brigades
is determined by their ability to move and deploy
into combat formation.

Thus, taking into account the combat capabilities
of missile forces, planning their participation in
CFS must be carried out in two stages — the stage of
preparation for the strike and the stage of the strike
itself.

The firepower of artillery is characterized by the
scope of tasks and measured by the number of
enemy targets that an artillery unit (subunit) can
destroy, ruin or suppress with a given degree of
damage in specific conditions.

When planning the use of artillery to inflict
damage, in accordance with current guidelines
(manuals).

A decisive factor that determines the minimum
and maximum sizes of group targets that can be
destroyed with the required degree of damage and a
specified number of guns, mortars, and multiple
launch rocket systems is the parameters of the
projectiles that destroy them.

The established norms are currently based purely
on mathematical calculations under classic
conditions of warfare and troop tactics.

Due to the significantly developed capabilities of
round-the-clock reconnaissance at all tactical depths
and changes in the tactics of artillery units (by gun,
by platoon on a large front), the ability to provide
the necessary fire density during combat in a limited
time is limited. At the same time, the probability of
hitting targets under observation has increased to
70%, including with the use of high-precision shells
such as Excalibur, Bonus, Smart, and Copperhead.

It is particularly important to take into account
the accuracy of determining the coordinates of
targets. The requirements for the accuracy
of determining the coordinates of targets are
determined by the mean circular error, which should
not exceed 30-60 m for rifled artillery and 70-80 m
for rocket artillery.

The depth of artillery strikes is determined
depending on the tactical and technical
characteristics of the weapons, the depth of the unit
location in the operational structure, and the
available ammunition and charges for them.

The time required for artillery to be ready to
perform its tasks of JFSP in a strike depends on the
type of artillery unit weapons and the readiness of
the firing positions.

The combat capabilities of UAVs are
characterized by spatial and temporal indicators and
indicators of combat effectiveness.

The spatial characteristics of externally piloted
UAVs include the tactical radius, which is the
maximum distance from the base airfield that a
UAV can travel to perform a combat mission and
return to the departure airfield. The tactical radius
depends on fuel reserves, combat load, group
composition, the nature of the combat mission,
meteorological conditions, and the choice of the
optimal flight mode.

The type of strike UAV and the type of onboard
weapon are selected when planning combat
operations based on the characteristics of the target,
the time of day specified for the strike (day, night),
the distance to the target, etc.

Their use must be synchronized with the use of
aviation, MFA, electronic warfare and air defense
systems.

The combat actions of strike UAV units to
destroy the enemy are primarily focused on the
tactical and operational levels of warfare, targeting
the enemy forces and assets and the infrastructure
that directly supports them, and may indirectly lead
to strategic consequences by eliminating the enemy
ability to pursue its strategy of fighting with ground
forces. Reconnaissance and strike unmanned aerial
systems, strike UAVs, and “loitering munition”
type UAVs are designed to engage enemy troops,
ground (sea) targets, mainly small and mobile
targets, primarily at the front line of defense, in
tactical and immediate operational depth, as well as
for aerial mining.

At the same time, the use of aviation units and
strike  UAVs will be heavily dependent on
meteorological conditions. This dependence will be
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linked not only to weather conditions in the vicinity
of airfields (launch sites) but also in the vicinity of
targets (for certain categories of aviation munitions
and types of strike UAVs).

The special capabilities of electronic warfare
(EW) assets are characterized by the number of
intelligence sources detected per hour, the number
of targets that can be simultaneously suppressed, the
maximum range of EW assets, and the number of
objects and troops protected from high-precision
weapons strikes.

When preparing a strike, air reconnaissance,
artillery reconnaissance and electronic reconnaissance
forces and means must be focused on reconnaissance,
refinement (additional reconnaissance) and constant
monitoring of targets.

Thus, the combat capabilities of aviation, MFA,
strike UAVs and electronic warfare means allow for
the reasonable planning of the stages of preparation
for and delivery of JFSP in Defense Forces
operations.

4. Commander's decision and assignment
(phase 4).

This phase involves developing a schedule for
preparing and conducting CFS using the forces and
resources of JFSP, including a list of targets to be
struck and directive documents that will convey
combat missions to subordinate units (subdivisions).

The CFS schedule should contain information on:

the goals and tasks to be performed by the forces
and means of JFSP during the CFS operation;

the composition of the forces and means
involved in the preparation and conduct of the CFS
operation;

the list of targets;

the distribution the forces and means of
reconnaissance forces, taking into account their
capabilities for reconnaissance and further
reconnaissance of the location of targets;

the distribution of CFS (lethal and non-lethal)
among targets, taking into account the priority of
targets and the capabilities of firepower;

the option for constructing the CFS (graphical
representation of the option for the actions of the
forces and means of the JFSP distributed in time
(operational and astronomical time scale) according
to combat control signals during the preparation and
delivery of the CFS at the time of launch (time ‘P’)
determined by the head of the JFSP center,
according to the signal (time ‘C’) or from the time
of explosion (time ‘B’) of missiles, aerial bombs,
and ammunition in the areas of targets being struck).

When constructing the CFS schedule, the JFSP
center decides how best to synchronize actions in
order to generate the greatest effect by using
available resources or to achieve the required effect
with the least expenditure. In doing so, the
following tasks are solved:

Synchronization is the establishment of a
sequence of actions and corresponding effects
(impacts) in time, space and purpose in order to
achieve decisive conditions. Thus, the JFSP centre
establishes the comprehensive use of all available
capabilities to achieve (create) decisive conditions.
The main advantage of synchronized actions is the
ability to achieve synergy from the use of different
resources and to strengthen levers of influence by
creating effects and using them throughout the
entire area of operations.

Synergy is the wultimate goal of all

synchronization efforts. Synergy is the cumulative
result or outcome of individual actions; it is greater
than the sum of the results of the individual parts if
they act individually (not synchronized). Synergy is
the result of effective synchronization. In practice,
this means integrating and synchronizing actions
aimed at achieving a goal (completing a task). This
approach is also closely linked to the idea of a
comprehensive approach.

Leverage is used when the impact of an action is
greater in proportion to the effort expended.
Leverage can be achieved by focusing the strengths
of combined forces against the weaknesses of the
enemy in order to achieve decisive conditions.
Other instruments of power may also be used as part
of a comprehensive approach.

When developing a CFS, it is essential to
consider:

a) the priority of targets;

b) the numbers and names of targets;

c¢) who, when and where each target is identified;

d) who, when, how and with what effect each
target is struck;

¢) who determines the results of the strike.

At the same time, the distribution of
reconnaissance and firepower resources should be
carried out on the basis of an existing mathematical
method that takes into account the capabilities of the
components of the JFSP process as much as
possible, and in general, the selection of one option
from a certain set of options that will best ensure the
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achievement of the specified goal of its
implementation.

Taking into account the above and considering
the composition of reconnaissance and firepower
assets that can be used in the preparation and
delivery of CFS, we can conclude that these assets
are heterogencous, have different capabilities, and
averaging them into a single type will lead to large
errors in calculations. Therefore, the most
appropriate method for distributing reconnaissance
and firepower assets is the two-function method.

In general, the essence of the two-function
method is to find an assignment matrix H\C}gl “NS ,

that maximizes the objective function F'[27, 28]:

N N

F=F(98)=36, [1‘1—[8/(1},
I=1 k=1

where /- target number indicator (1...S5);

k — specific type of means number indicator
(1...N);

S— number of targets;

N — number of types of means;

® —importance coefficient of a specific type
of target;

® — probability of impact on the t arget;

&€ — probability of the opposite event(no
impact on the target);

9 - indicator of the assignment of a
specific type of sample to a specific target;

F —  target function (degree of
implementation) of the capabilities of firepower
against enemy objects (targets), which can be
achieved by distributing them among targets,
0<F<I).

with certain restrictions:
S
=1

And under additional conditions:

Skl E{l,‘O},
12(ey =1-wy )20, F=LN
020 I=1..5.

Therefore, given a certain number of different
types of active agents k=1...N each of them, when
acting on /-th object (target) (/ =1...S) with its
relative weight (importance) @, affects with a
probability of w,,. It is necessary to make such a

distribution that the target effect will reach its
maximum value. At the same time, at each [ step
of the calculations, the fact of assigning a certain
type of agent to a certain target is recorded with an
indicator 9, =1 (9,,=0 — in case of non-
assignment). The decision is recorded in the form of
a chain of calculations or by forming a matrix of
assignments Hggl HNS. However, under such

conditions, the maximum value of the target

function F takes on any positive value and is only
informative.
If the weight of the entire set of objectives
S
DO, =1 [28], it can be assumed that the objective
=1
function ', which is achieved by determining the
maximum element maxA,, of the resource

allocation matrix at each step, taking into account

both the gain A,J:l in the case of assigning &

resource to [ objective, and the loss Ay in the

case of not assigning k resource to a specific
target, will express the degree of firepower impact
on enemy targets that needs to be achieved. In
addition, this approach will make it possible,

provided that F ® zaggamm , to determine the

degree of impact on enemy targets (objectives)
achieved through the allocation of appropriate
resources, i.e. to ascertain the achievability of the
established degree of impact on enemy targets with
the available quantity of certain types of appropriate
resources.

The completion of the work of the JFSP centre
at this stage is the approval of the Schedule for the
preparation and tasks of the CFS and orders to the
JFSP forces and means involved in the preparation
and conduct of the CFS.

5. Direct planning and execution (phase 5).

The execution of strike missions is a cyclical
process of dynamic targeting, which includes the
following stages (F2T2EA) [19, 29]:

1. find, which includes reconnaissance and
detection,;

2. fix, which includes positive identification,
determination of exact coordinates and available
time;

3. track, which includes prioritizing
reconnaissance data, tracking the object and
updating its vulnerability data;
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4. target, which includes target confirmation,
decisions on the use of firepower, requirements for
assessment and determination of collateral damage;

5. engage, which involves executing the order to
engage the target and controlling and conducting the
operation;

6. assess, which includes evaluating the results
of the fire and reporting to the senior commander
with recommendations for possible re-engagement.

During this stage, it is recommended that
officials at the JFSP center re-prioritize the
engagement of enemy targets within the area of
responsibility of the operational group of troops
(forces), taking into account the collection,
processing and analysis of situation data.

Based on the results of the re-prioritization, the
enemy objects and the sequence of their destruction
are specified, with subsequent communication of
the specified tasks to the subordinate forces and
means of the JFSP, which are involved in the
application of the CFS. Therefore, in the process of
performing dynamic target identification, it is
recommended to use software tools that will allow
increasing the efficiency of decision-making by the
officials responsible for this.

Phase 5 is considered completed when the
planned CFS is delivered (applied).

6. Evaluation of the results of the CFS (phase 6).

The evaluation of the results of the CFS is the
final in this cyclical process, during which an
assessment of the complex of measures that took
place during the five previous phases is carried out.
The process of evaluating the definition of targets,
taking into account their priority, makes it possible
to determine whether the goal of implementing fire
impact on the enemy has been achieved, taking into
account the created effects.

The results of phase 6 are an assessment of
combat losses, an assessment of the effectiveness of
ammunition, an assessment of associated losses and
recommendations for a second strike. Based on the
analysis of the assessment of the implementation of
fire impact on the enemy, an assessment of the
effects of combined fire support is also carried out,
not only the physical and functional effect, but also
the operational one, with an accompanying
psychological effect. In the absence of the desired
effects, probable causes are considered and
proposals are made to the commander based on the
initial data on the implementation of fire impact on
the enemy, namely: if it is not possible to suppress
a critical object due to the fact that certain
conditions for its operation were not taken into

account, certain actions are prepared to prohibit
action in accordance with its functional purpose for
a certain period of time; or if in certain directions it
is not possible to achieve the effect of hindering
movement, perhaps a more rational solution would
be to remotely lay a minefield in order to hinder the
enemy's maneuver.

Phase 6 is considered completed when the
commander provides a report on the results of the CFS.

Conclusions and prospects for further
research. Thus, the article improves the
methodology for planning a concentrated fire strike
when planning joint fire support in modern armed
conflicts. The improved methodology meets the
requirements of doctrinal documents of NATO
member states, allows for more effective planning
and delivery of CFS to enemy targets in accordance
with the defined purpose of the CFS in operations.
Also, the use of the nonlinear programming method
— the “two-function” method at the stage of
assigning the appropriate reconnaissance and fire
impact means allows for the most effective use of
the capabilities of the available forces and means of
JFSP, and reducing the total weight of enemy targets
accepted in the CFS to one allows for an assessment
of'the possible effectiveness of the CFS at the planning
stage.

Further areas of research are proposed to develop
a work schedule for officials of the JFSP center for
the preparation and delivery of CFS in operations,
which will allow for streamlining their activities and
substantiating  certain recommendations. In
addition, the possibility of implementing this
methodology in software solutions will allow
automating the activities of officials of the JFSP
center and reducing the time for management
decisions.
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METO/JHUKA INIAHYBAHHS1 30CEPE/PKEHOI'O BOTHEBOI'O YIAPY IIIJT YAC ITAHYBAHHSA
OB’€/IHAHOI BOTHEBOI HIATPUMKH Y CYYACHUX 35POMHUX KOH®JIIKTAX

Yoockonaneno memoouxy nianyeanns 30cepedicenoco 802He8020 yoapy 6HACIIOOK 3ACOCYEAHHI YUKTLY
00 ’e0nanoeo mapeemyganns. Buxopucmanus memooonoeii 6usnauenus yeHmpy madjiCiHHa NPOMUSHUKAa 0
Ne6HOI UPIUATLHOL YMOBU 0A€ 3MO2Y GUOLIUMU 2PYNY KPUMUYHUX 00 €KMI8 YpadiCents, AKi Hanexcams 00
YeHmpy MSANCIHHIL, T MAKUM YUHOM 3HAYHO NIOGUIUINU epeKMUBHICIb 30CEPEONCEH020 802Hes020 yoapy. Tax
camo ni0 uac nid2omosKku U 3a480A6aHHS yYOApy 3A60iKU BOOCKOHANCHUM KDUMEPISAM ONUCY NOKA3HUKIG
MemoO00N02Il BUHAYEHHS NPIOPUMEMHOCIE 00 €KMIB YPANCEHHS MONCIUBO SUOPAMU HAUOIIbUW KPUMUYHI
00 ’exmu.

3acmocysanus memoody HeniHiliIHO20 NPOSPAMYBAHHS «0B0X IYHKYIY Ha ¢ha3i npusHaueHHs GIONOBIOHUX
3ac00i8 0ae 3M02y MAKCUMATLHO eQeKMUBHO SUKOPUCTNATIU MOJICIUGOCIE CU T 3ac00i8 06 €OHanol 6ocHes0l
RIOMPUMKU U HA emani NiaHy8aHHs: 30IUCHUMU OYIHIOBAHHS TI020 MOMCIUBOL eheKMUBHOCI.

Kniouosi cnoea: o6’conana oenesa niompumxa; 30cepeddceHuil 802He8Ull yOap, YeHMp MSACIHHA,
npiopumemnicms 00 €KMIB YPAINCEHHSL, MONCIUBOCHT; MEeMOO 080X (DYHKYIU, Mapeemy8aHHs.
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: i CONCEPT AND FEATURES OF THE LEGAL STATUS
OF MINE ACTION OPERATORS IN UKRAINE

The article is devoted to defining the essence and features of the legal status of mine action operators in
Ukraine. The concept of the “legal status of a mine action operator” is defined, as well as the mandatory
condition for its acquisition — the presence of certified specialists, technical equipment, communication means,
and a management system that confirm the operator’s capacity to conduct mine action activities. It is
established that a distinctive feature of the legal status of a mine action operator is the execution of strictly
certified processes, which represent the practical aspects of his activity, rather than governmental powers. It
has been clarified that not only obtaining certification, but also concluding liability insurance contracts for
potential harm to the environment and/or the health and property of third parties, is a mandatory condition
for a mine action operator to carry out their activities.

Keywords: legal status, mine action, operator, certification, monitoring, humanitarian demining, explosive

devices, mine action measures.

Statement of the problem. The armed
aggression of the Russian Federation against
Ukraine has brought the issue of mine action safety
into sharp focus, which has now become extremely
urgent. Today, Ukraine is one of the most heavily
mined countries in the world, creating a significant
threat to the lives and health of civilians,
complicating socio-economic recovery, and return
to peaceful life. Under such conditions, the effective
functioning of the mine action system becomes a
key instrument for the sustainable development of
affected territories.

As of June 2022, the area of territories in Ukraine
potentially contaminated with explosive devices
exceeded 174,000 km? — nearly 25% of the
country’s total area. By the end of 2024, thanks to
the efforts of Ukrainian and international mine
action operators, approximately 35,000 km? had
been cleared [1, p. 14]. It is precisely the mine

© M. Marchenko, 2025

action operators who play the primary role in the
practical implementation of mine action measures.
However, the legal definition of the concept “mine
action operator,” as well as their status, powers,
rights, and responsibilities, remains insufficiently
regulated, creating difficulties in coordinating
actions, monitoring the quality of work, licensing,
involvement of international assistance, and
ensuring personnel safety. Therefore, studying the
concept and status of mine action operators is
important from the perspective of administrative
law and for the development of an effective, safe,
and transparent mine action system in Ukraine.
Analysis of recent research and publications.
The issue of the legal status of mine action operators
has so far not received adequate attention in
Ukrainian legal scholarship. In the scientific
literature, this topic has been studied only
fragmentarily, which creates a need for its
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comprehensive analysis. Among the few studies,
particular attention should be given to the work of
O. M. Botnarenko, who analyzes specific elements
of the legal status of mine action entities, in
particular operators, focusing on their powers [2]. In
turn, O. A. Boiko, P. I. Haman, and S. 1. Pavlov
concentrate on the procedural aspects of acquiring,
suspending, and terminating the legal status of mine
action operators [3].

However, these studies are isolated and do not
form a cohesive scientific basis for understanding
the legal nature of mine action operators. This
further highlights the gap in the scholarly
examination of the legal aspects of mine action and
underscores the relevance of further theoretical
development of the concept and features of the legal
status of such entities.

The purpose of the article is to define the
concept and features of the legal status of mine
action operators in Ukraine.

Presentation of the main material. The
national standards of Ukraine describe mine action
as ‘“activities aimed at reducing the social,
economic, and environmental impact of explosive
ordnance” [4]. Similarly, the concept of “mine
action” and the list of mine action entities are
defined by the Law of Ukraine “On Mine Action”
dated December 6, 2018, No. 2642-VIII. According
to Part 2 of Article 6 of this Law, one of the entities
of mine action is the mine action operator. The latter
is understood by the legislator as authorized
divisions of central executive authorities,
enterprises, institutions, and organizations regardless
of ownership form, including international and
foreign entities involved in conducting mine action
measures [5]. This allows us to conclude that the
primary legislative act defining the legal status of a
mine action operator in Ukraine is the Law “On
Mine Action.”

It should be noted that, according to the
legislative definition, “mine action operators” are
exclusively legal entities. In legal doctrine, the legal
status of a legal entity is generally understood as the

position established by law, encompassing its set of
rights and obligations. The legal status includes the
following elements: 1) legal personality; 2) rights
and obligations established by law; 3) guarantees of
established rights; 4) the entity’s liability for failure
to fulfill obligations [6].

According to Article 28 of the Law of Ukraine
“On Mine Action,” mine action operators, as
performers of mine action measures, acquire their
status from the moment they receive a certificate of
compliance for the mine action processes they
conduct, in accordance with current legislation [5].

Currently, the procedure for obtaining a
certificate by mine action operators is regulated by
the Resolution of the Cabinet of Ministers of
Ukraine dated February 2, 2024, No. 123, “On
Approval of the Procedure for Implementing an
Experimental Project on the Certification of Mine
Action Operators and Mine Action Processes.” The
aim of the experimental project is to establish a
unified approach to the certification of mine action
operators and mine action processes by introducing,
for the duration of the project, a procedure for
issuing certificates of compliance to operators.
According to this procedure, in order to undergo
certification (initial or repeated), a mine action
operator must submit an application to the
certification authority in the state language. If the
applicant does not have the right to the status of a
mine action operator under Part 3 of Article 28 of
the Law of Ukraine “On Mine Action,” the
certification authority denies consideration of the
application and notifies the applicant via email or
the Diia Portal within two working days. If there are
no grounds for refusal, the certification authority
initiates the procedure for initial certification [7].

It should be noted that the initial certification
procedure for a mine action operator includes four
stages: 1) organizational stage — verification of the
applicant’s legal, financial, managerial, and quality
capacities; 2) operational stage — assessment of
technical and practical capabilities based on
submitted documents; 3)on-site assessment —
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confirmation of the applicant’s compliance with
standard procedures and legal requirements;
4) analysis and decision — independent expert
evaluation of results, followed by a certification
decision. In the case of a positive decision, a
certification agreement is concluded within three
working days, outlining the obligations of the
parties and requirements for maintaining
compliance during the validity of the certificate.
The operator’s status is granted from the moment
the certificate is received for at least one of the
declared processes, including: non-technical
survey; technical survey; manual demining;
mechanical demining; use of mine detection canine
units; clearance of combat zones; demining of water
bodies; neutralization (destruction) of mines/explosive
remnants of war; and informing the population
about risks associated with mines and explosive
remnants of war. Legislation also allows for the
expansion of the certification scope, i.e., the list of
mine action processes covered by a compliance
certificate may be supplemented with a new,
separate mine action process [7].

Thus, a mine action operator carries out
demining measures, and their competencies depend
on their legal status, scope of activity, and the
processes that have been certified. These activities
represent practical aspects of the operator’s work
rather than governmental powers [2, p. 701].

The list of entities that have acquired the status
of mine action operators is maintained by the
National Mine Action Authority in accordance with
the procedure approved by the Resolution of the
Cabinet of Ministers of Ukraine dated November 3,
2021, No 1150. As of June 2025, over 100 mine
action operators have been certified in Ukraine. This
significant number of operators indicates the
creation of a demining market in Ukraine, the
involvement of international organizations, and the
broad development of government operators’ mine
action capacities [1, p. 48].

According to the national standard DSTU 8820-
3:2024 “Mine Action. Management Processes. Part

3. Information Management System,” mine action
operators are the main entities of mine action
responsible for collecting and consolidating data.
They collect, verify, and timely submit information
regarding the implementation of mine action
measures to the Mine Action Center (hereinafter —
MAC) or the Humanitarian Demining Center
(hereinafter —- HDC). Typically, they are the primary
source of data on the execution of mine action
measures and perform the following activities: 1)
collect reliable data during their operations and
provide it promptly to the MAC/HDC according to
established requirements;

2) manage data and information related to the
organization’s  operations, ensuring  their
preservation. To carry out information management
activities in mine action, the mine action operator
also designates a responsible person and ensures
their access to the mnecessary resources and
professional training [8].

It should be noted that the MAC develops an
Instruction on Planning the Implementation of Mine
Action Processes by Certified Operators of Mine
Actions. This instruction provides certified
operators of mine actions with guidance on internal
planning procedures, organization, and
coordination of their activities, as well as on
preparing and submitting applications to start or
continue mine action processes in territorial
communities in de-occupied areas of Ukraine.

After completing certification of mine action
processes and obtaining the certificate, the operator
of mine actions sends an official letter to the MAC
indicating readiness to perform the certified mine
action processes. The second stage involves
obtaining approval from territorial communities for
conducting mine action processes through the
Secretariat of the National Mine Action Authority.
At this stage, the MAC conducts a detailed analysis
and plans the implementation of processes, taking
into account the declared capacities of the mine
action operator and the needs of territorial

communities.
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Subsequently, the mine action operator submits
an application to the MAC to obtain an order from
the MAC Head for the organization of humanitarian
demining processes no later than 10 calendar days
before the day on which the mine action operator
intends to start the relevant processes. The mine
action operator also organizes interaction with local
authorities and self-governance bodies. According
to DSTU 8820:2023 “Mine Action. Management
Processes. Basic Provisions,” no later than 10
calendar days before the day on which he intends to
begin the implementation of mine action processes
in the territory of the relevant united territorial
community, sends a notification to the address of
such  community and regional military
administration about the start of the implementation
of such processes in order to ensure the participation
of citizens at the relevant stages of their
implementation. If the mine action operator cannot
conduct mine action processes due to a security
situation, he must notify the MAC in writing, which
then redistributes territories and issues a new order
for organizing humanitarian demining. This order,
issued by the MAC no later than seven working
days from the receipt of the application, specifies
the personnel involved, equipment, interaction
procedures with other mine action entities,
geographic information on the location of
operations, timelines, and reporting procedures.
After receiving the MAC Head’s order, the mine
action operator begins activities not earlier and not
later than the date indicated in the order. During
operations, the mine action operator conducts daily
detailed planning, organization, coordination, and
analysis of mine action measures, improving
management aimed at achieving the final result, in
accordance with the certified processes [9]. It
should be noted that, in addition to obtaining the
certificate and the MAC Head’s order, the mine
action operator before the mine action process must
also conclude liability insurance for potential
damage to the environment and/or the health and
property of third parties, under insurance class 13 as

defined in Article 4 of the Law of Ukraine “On
Insurance” dated November 18, 2021, No. 1909-1X
(Article 31 of the Law of Ukraine “On Mine
Action”) [5].

As of today, 101 mine action operators are active
in Ukraine, of which 93 are domestic companies or
structures and 8 are foreign representations. Thirty-
two operators belong to state structures, including
emergency rescue units of the State Emergency
Service, military units of the State Special Transport
Service, and the Armed Forces of Ukraine [3, p. 5].
Besides state bodies, non-state operators play an
important role in humanitarian demining. These are
categorized as: 1) commercial organizations (LLC)
that operate for profit and are often involved in
fulfilling state contracts; 2)local non-profit
organizations — public organizations and charitable
foundations conducting mine action through grant
support  or  international = donor  funds;
3) international non-profit organizations — such as
HALO Trust, Danish Refugee Council (DRC),
Norwegian People’s Aid (NPA), Mines Advisory
Group (MAG), etc., implementing humanitarian
mine action projects in the spere of mine actions
with international funding [1, p. 19].

Although various entities can serve as mine
action operators, there are certain specific
restrictions on how they conduct activities. In
particular, non-governmental mine action operators
are prohibited from carrying out humanitarian
demining on the areas within 20 km of the line of
contact and/or the state border [3]. At the same time,
it should be noted that the large number of state and
non-state mine action operators complicates
effective planning and task management. For
example, there have been cases where non-state
operators suspended work on areas that were
subsequently cleared by state agencies, and vice
versa — operators received typical demining
assignments after the same territory had already
been surveyed by rapid response units and all
explosive devices removed. This highlights the need
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for clear regulations regarding the coordination of
demining processes [1, p. 54].

Legislation provides for monitoring mine action
operators’ compliance with certification
requirements, as well as grounds for temporary
suspension or revocation of a mine action operator’s
certificate. It should be noted that in May 2025, the
Cabinet of Ministers of Ukraine amended
Resolution No. 123 dated February 2, 2024. The
updated Procedure for Maintaining the Register of
Mine Action Operators introduces new grounds for
suspending a certificate of compliance, for example,
if a mine action operator do not perform the
intended work for two years, the certificate may be
suspended. A mechanism for unscheduled
monitoring of operators has also been introduced in
cases of: submission of an application by the
operator to the certification authority (in paper or
electronic form via the Diia Portal); notification of
violations that threaten work quality, personnel
safety, the environment, or the state; an incident
involving explosive devices resulting in death or
injury; identification of non-compliance during
verification of DSTU 8820:2023 requirements; a
legally binding court decision [5]. Thus, the process
of regulatory development and improvement of the
legal status of mine action operators in Ukraine
remains dynamic, reflecting the need to to update it
in accordance with adapt to practical requirements
and security challenges in the field of mine action.

Conclusions and prospects for further
research. Thus, the legal status of a mine action
operator should be understood as the set of rights,
obligations, requirements, and legal responsibilities
established by

collectively define the legal position of an entity

national legislation, which
authorized to carry out mine action measures. The
key features of the legal status of a mine action
operator can be summarized as follows:
1) conducting mine action activities solely on the
basis of a certificate; 2) possessing certified
specialists, technical equipment, communication

means, and a quality management system in

accordance with standards; 3) concluding liability
insurance contracts for potential harm to the
environment and/or the health and property of third
parties before conducting certified processes; 4)
exclusive rights to technical survey of territories,
humanitarian demining, and destruction of
explosive devices; 5) inability to conduct certified
processes without interaction with the Mine Action
Center, the Humanitarian Demining Center, local
authorities, and self-government bodies;
6) obligation to adhere to principles of transparency
and accountability, ensured through periodic
monitoring of activities; 7) possibility of losing
legal status and being held legally liable in the event
of violations.

Given that the legal status of mine action
operators is still evolving, it is advisable to amend
the Law of Ukraine “On Mine Action” and related
normative acts to ensure legal clarity regarding the
competencies, guarantees, responsibilities, and
other elements of the legal status of both state and
non-state operators. Specifically, it is proposed that
Article 28 of the law establish distinctions between
state and non-state operators, define their rights,
obligations, and limits of liability, and provide for
the possibility of forming mixed teams of state and
non-state operators to work in complex or
hazardous territories with clearly defined
distribution of authority.

Prospects for further research lie in the
development of new proposals for improving the
legal status of mine action operators and

mechanisms for its practical implementation.
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An analysis has been conducted on the changes in the organization and conduct of defensive combat

since the beginning of the Russian Federation's aggression in 2014 and after the full-scale invasion in 2022
to the present time. The work examines the transformation of methods for conducting defensive combat, the
use of the latest technologies and engineering support, from positional defense during the ATO (JFO) period
to modern high-tech and maneuverable defense. Special attention is given to mutual situational awareness on
the battlefield, caused by the widespread use of UAVs, including FPV drones, which have enabled high-
precision strikes at the level of small units, and the increasing role of electronic warfare.

Changes in the tactics of mechanized units and the implementation of a decentralized command model
(Mission Command) in the Ukrainian defense forces have been studied. The work includes a comparative
analysis of the stages of the war, conclusions regarding key changes, and a forecast of the further development

of defensive combat.

Keywords: Ukrainian Defense Forces, defensive battle, offensive battle, tactics, stronghold, enemy,

situational awareness, unmanned aerial vehicles.

Statement of the problem. The russian-
Ukrainian war, which is the largest armed conflict
in Europe since World War II, has led to the
realization that views on conducting combat
operations on land, in the air, and at sea have
become completely or partially outdated.

Technical progress and rapid technological
development are quickly and radically changing the
nature of combat, both offensive and defensive.
Therefore, commanders and personnel of the
Ukrainian defense forces have to adapt instantly and
change their tactics.

© V. Poliakov, S. Lehenchuk, 2025

Defensive battle, as a type of combat, has
undergone  fundamental
approaches aimed at deterring massive mechanized
breakthroughs through positional and deeply
echeloned defense have proven insufficiently
effective in the context of the significant
technological leap demonstrated by both sides of the
conflict.

changes.  Classic

This highlights the need to analyze these changes
and identify the factors that caused them in order to
predict the likely future development of defensive
combat.
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Analysis of recent research and publications.
The topic of the russian-Ukrainian war and the
transformation of modern military art is actively
researched by both Ukrainian and foreign analytical
centers, military experts, and scientists.

Thus, the authors of [1] analyzed the use of
troops (forces) and combat experience during the
initial stage of russian large-scale invasion and
provided relevant recommendations for their
implementation in the activities of military
command bodies and military units (subunits) of the
Armed Forces of Ukraine. However, this study
covers February—March 2022, which is only one
stage of the russian-Ukrainian war.

The British Royal United Services Institute
(RUSI) makes a significant contribution to the
analysis of tactical changes in the theater of war. Its
reports, particularly in works [2, 3], examine the
processes of adaptation, changes in the use of
artillery, armored vehicles, electronic warfare, and
support forces by both sides of the conflict, as well
as issues of air support and air defense. However,
the authors only briefly touch upon the specifics of
combined arms tactics and their changes during
the war.

The American Institute for the Study of War
(ISW) in its daily “Assessments of the russian
Offensive Campaign” [4] provides an analysis of
the actions of the parties and changes on the contact
line of the parties, but does so at the operational and
strategic levels, and also touches on the military-
political features of the russian-Ukrainian
confrontation, which is beyond the scope of this
study.

A number of publications in specialized
Ukrainian and foreign resources are devoted to the
technological aspect of the russian-Ukrainian war,
in particular the active development of unmanned
systems. Publications [5, 6] reveal changes in
combat tactics with the advent of unmanned
systems. In article [7], the author analyzes the
economic and tactical impact of FPV technologies
on the course of combat operations. These findings
are reflected in this study.

The change in management philosophy and the
introduction of decentralization principles (Mission
Command) in the Ukrainian defense forces are

described in works [8, 9], which allowed us to
consider the evolution of defensive combat through
the prism of management system development.

The issue of ensuring situational awareness on
the battlefield was considered in publications [11,
12, 13] as an important component of the
management system in the Ukrainian defense
forces, which played a significant role in the
evolution of Ukrainian military art and tactics in
particular.

Despite the significant number of publications,
some of them are general in nature. Other studies
focus on specific features of modern combined arms
warfare, such as the use of unmanned systems or the
issue of decentralization of military command, or
examine a specific stage of the war. Some works
consider the russian-Ukrainian war at the highest,
operational, or strategic levels and cannot be fully
utilized in this study.

Thus, there is currently a lack of research that
synthesizes the evolution of defensive combat in all
its components, in particular, technological,
engineering, tactical, and managerial, which
determines the relevance of this work.

The purpose of the article is to analyze the
development of forms and methods of defensive
combat based on the experience of the russian-
Ukrainian war in 2014-2025 in order to identify key
trends, problems, and prospects, which will allow us
to predict the further development of defensive
combat.

Presentation of the main material. The anti-
terrorist operation (ATO), and later the joint forces
operation (JFO) from 2014 to 2022, formed a
unique combat experience for the Ukrainian defense
forces. This stage became the basis for the
subsequent transformation of defensive combat. An
analysis of this period is key to understanding both
the strengths and certain limitations with which the
Armed Forces of Ukraine and other military
formations entered the new phase of the war.

After the active phase of warfare in 2014-2015,
the front stabilized. This period was characterized
by a relatively static line of contact, where the main
efforts of the parties were focused on holding their
positions rather than conducting deep offensive
operations (combat operations).
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Combat activity was mainly reduced to episodic
combat clashes, local battles for individual combat
positions, strongholds, or key areas of terrain
(objects), artillery duels, and the use of sniper and
sabotage-reconnaissance groups. The defense
forces of Ukraine, adhering to political restrictions,
trying to minimize civilian casualties and
infrastructure destruction, deliberately avoided
large-scale offensive actions.

The nature of the conflict had a profound impact
on the tactics and psychology of the troops. On the
one side, it allowed them to gain considerable
experience in defensive combat under constant fire,
improve their skills in camouflage, engineering, and
countering sabotage threats. On the other hand,
eight years of positional defense inevitably led to
the  formation of a certain  “tactical
nearsightedness.”

Unit commanders became accustomed to
thinking in terms of holding a specific combat
position or platoon strongpoint. This formed a
persistent psychological and doctrinal dependence
on the physical line of combat engagement. As a
result, when the front suddenly became dynamic
and extended on February 24, 2022, this inertia of
thinking, geared toward positional rather than
maneuverable defense, became one of the
challenges that complicated the response to the
rapid advance of russian troops, especially in the
southern direction.

In conditions of positional warfare, the platoon
strongpoint became the basis of defense. In
accordance with the requirements of the Combat
Regulations for Mechanized and Tank Forces, Part
III (platoon, squad, crew), the platoon strongpoint
occupies an area up to 400 meters wide and 300
meters deep [10]. It consists of combat positions for
three mechanized squads and attached units (if
available), firing positions for infantry fighting
vehicles or armored personnel carriers and other
attached firepower, as well as the platoon
commander’s command and observation post.

Combat positions of units should generally be
located in one or two lines. The engineering
equipment of the platoon’s strongpoint was
primarily aimed at protecting personnel from small
arms fire and damage from artillery shells and

mines. It included trenches and communication
passages. Covered trenches and dugouts were
equipped for personnel, and trenches were equipped
for combat equipment.

The fire system should be based on the classic
principle: the fire zones of the units should overlap,
creating a continuous zone of destruction in front of
the front line of defense. However, the overall
concept of defense remained linear. The depth of
defense was minimal, and the main focus was on
holding the first line of trenches. This model,
effective for low-intensity conflict, proved
insufficiently —resistant to massive artillery
bombardments, air strikes, and large-scale assaults,
which became apparent after the start of the full-
scale invasion.

During the anti-terrorist operation and joint
forces operation, artillery mainly performed
counter-battery tasks, striking targets on the front
line and in the enemy’s immediate tactical depth.
However, changes in its usage were prompted by
the introduction of unmanned aerial vehicles
(UAVs).

It was at this stage that the defense forces of
Ukraine began to actively use UAVs for
reconnaissance and artillery fire correction. This
experience in the use of UAVs began to be
systematized and incorporated into the training
programs of artillery units. The use of drones made
it possible to significantly reduce the time needed to
prepare data for firing, increase the accuracy of fire,
and reduce ammunition consumption. In fact,
during this period, the foundations were laid for the
creation of integrated “reconnaissance and strike
complexes,” which fully revealed their potential
after February 24, 2022.

At the same time, it should be noted that during
the ATO (JFO) period, UAVs were used primarily
for reconnaissance and fire correction, rather than as
a means of fire. Their number was limited, and their
capabilities were significantly lower than those of
modern UAVs. However, during this time, the
Ukrainian defense forces were able to gain
experience, train a significant number of operators,
and develop new techniques and methods of action,
which became the basis for deterring the enemy at
the beginning of the full-scale invasion. The
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decentralized acquisition and development of
technologies in 2014-2021 became a prerequisite
for the introduction of decentralized command and
tactical innovations that characterize Ukrainian
defense forces at the present stage.

The full-scale invasion by the russian federation
has been a catalyst for an unprecedented
technological transformation of the battlefield. The
speed with which new technologies have been
introduced, adapted, and scaled has fundamentally
changed the nature of defensive combat, rendering
many traditional approaches obsolete.

The most fundamental change brought about by
the russian-Ukrainian war was the situational
awareness of commanders, both on our side and on
the enemy’s. This is the ability to quickly perceive,
understand, and predict events on the battlefield,
which has a critical impact on the successful
completion of combat missions. The widespread
availability and extensive use by both sides of
relatively inexpensive reconnaissance UAVs, such
as commercial quadcopters (e.g., DJI Mavic, Autel)
and small aircraft-type UAVs, has resulted in
virtually no “blind spots” remaining in tactical
depth.

Any concentration of troops, movement of
combat vehicles, or deployment of artillery batteries
is highly likely to be detected by enemy
reconnaissance and, in some cases, strike UAVs
within minutes. Experience shows that the time
from target detection to fire strike has been reduced
to a period of several to ten minutes, depending on
the level of command and control and the type of
firepower. This makes classic tactics based on
covert concentration of forces for an attack almost
impossible to implement. The concept of “fog of
war,” described by Carl von Clausewitz, which for
centuries defined the uncertainty of the combat
situation, has been largely eliminated at the tactical
level.

The commander’s situational awareness had a
significant impact on the preparation and conduct of
defensive combat. First, military units (subunits) on
the defensive gained a significant advantage, as they
were able to see the enemy’s intentions and
preparations for offensive actions in advance and
inflict damage while the enemy was still advancing

and deploying into battle formations. Second, the
concept of a secure rear in the tactical depth of both
sides disappeared. Any area within 10—15 km (and
it is constantly increasing) from the line of contact
is under constant surveillance. This factor
significantly = complicates logistics, rotation,
evacuation of the wounded, and restoration of
combat capability of units. Third, this has forced
both sides to radically change their tactics, moving
from actions as part of units to the use of small,
maximally dispersed, and mobile groups capable of
rapid movement and camouflage.

However, it is important to understand that
situational awareness is not absolute or static. The
activity of electronic warfare (EW) assets, weather
conditions, time of day, and terrain create a mosaic
of visible and invisible areas, and their boundaries
are constantly changing. Thus, modern combined
arms combat has turned into a “war for visibility,”
where success in battle depends not only on the
ability to hit the target, but also on the ability to
create a local “zone of transparency” for one’s own
forces, while simultaneously plunging the enemy
into an artificially created “fog of war.”

While  reconnaissance = UAVs  provided
commanders with situational awareness, strike FPV
(First-Person View) drones made it extremely
lethal. These small, fast, and maneuverable devices,
originally designed for racing and hobbies, were
quickly adapted for military usage. Equipped with a
warhead, they became a mass-produced, cheap, and
extremely effective guided weapon.

The cost of a FPV drone is incomparably lower
than that of an anti-tank missile or artillery shell.
This has enabled battalion, company, and even
platoon-level units to deliver high-precision strikes
against armored vehicles, fortifications, and enemy
forces at distances of tens of kilometers.

This revolution radically changed the economics
of war. The cost of destroying important targets,
such as tanks or self-propelled guns, fell thousands
of times. This forced both sides to urgently review
the role and design of combat vehicles, equipping
them with additional protection (anti-drone
protection, electronic warfare systems), which,
however, is not always effective. For defensive
units, an additional threat from the air has emerged,
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in addition to classic means of air attack. This
requires new approaches to camouflage and
fortification equipment for positions.

At the same time, this technological evolution is
leading to a gradual reduction in the number of
personnel on the front line. Since situational
awareness and battlefield lethality make it
practically fatal for humans to be in open areas or
large gatherings, this stimulates the development of
unmanned ground platforms for logistics, the
installation of mine and explosive engineering
barriers, fire support, and medical evacuation.

Parallel to the development of unmanned
systems, countermeasures have also evolved.
Electronic warfare has transformed from a type of
combat support to one of the key elements of
modern combined arms warfare. The effectiveness
of any radio-controlled drone directly depends on its
ability to overcome enemy electronic warfare
measures.

The russian armed forces, having significant
experience in this area since Soviet times, were able
to deploy a dense network of electronic warfare
systems on the front lines [14]. In response, the
parties are constantly working to improve the
resilience of unmanned systems to electronic
warfare. This includes the use of transmitters with
rapid frequency changes, more powerful antennas,
and the development of drones that are less
dependent on radio channels and satellite
navigation. Thus, the presence of an effective
“dome” created by electronic warfare systems over
combat positions can completely disorient the
enemy, depriving them of their advantages in both
aerial reconnaissance and the use of strike drones.
This creates opportunities for conducting offensive
operations, maneuvering, or rotating units.

The next stage in the development of unmanned
systems was the use of fiber optic cables to transmit
control signals, making drones immune to radio
interference, as well as the introduction of artificial
intelligence elements for autonomous navigation
using visual landmarks (known as machine vision)
and automatic target acquisition. This requires new

approaches and solutions to counter such
challenges.

Under the influence of new threats, primarily
drones and high-precision munitions, the very
structure of combat positions has changed. The
main principle has become avoidance of
concentration and maximum dispersion.

Instead of large dugouts designed for an entire
platoon, which are attractive and easy targets for
precision strikes by FPV drones or artillery shells,
infantry units are increasingly using individual
shelters or shelters designed for two to three people,
known as “foxholes” or simply “holes” (burrows).
They are much less noticeable, and their destruction
does not result in large instantaneous losses.

Trenches and communication passages have
become deeper, providing better protection from
debris and allowing safer movement at full height,
especially during the evacuation of the wounded.
Not only shelters for combat equipment, but also
careful camouflage of positions has become a
mandatory Standard  camouflage
equipment is widely used, as well as special anti-

element.

drone nets that physically prevent FPV drones from
hitting equipment or entering shelters. Recently,
such nets have also been installed on logistics routes
(roads).

In addition, the role of false combat and firing
positions has grown significantly. Equipment
mock-ups, imitation trenches, and firing positions
allow the enemy to be misled, forcing them to waste
ammunition on non-existent targets and expose
their own firepower. Thus, defensive engineering
equipment has evolved from simply creating
physical protection to actively shaping a false
perception of the battlefield in the enemy’s mind.

Technological and engineering changes on the
battlefield inevitably led to a profound
transformation in the philosophy of troop
management. Rigid, hierarchical command models
and tactics designed for large units proved
ineffective. Instead, flexibility, local initiative, and
the ability of small groups to act autonomously
within a single plan came to the fore.
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One of the key differences between the
Ukrainian Defense Forces and the russian
federation armed forces is their approach to
management. Since 2014, the Ukrainian Defense
Forces have been implementing a decentralized
command philosophy known in NATO as Mission
Command. The essence of this approach is that the
senior commander determines the overall intent
(purpose) of the battle (operation) and allocates the
necessary resources but gives subordinate
commanders maximum freedom in choosing the
means to achieve this goal [8, 9].

This model, based on trust, a high level of
training, and personal initiative on the part of junior
officers and sergeants, contrasts sharply with the
rigid, centralized command structure traditional in
the russian army. In the russian system, any decision
must be approved by a senior commander, and local
initiative is discouraged and often punished.

In today’s “transparent” and extremely dynamic
battlefield, where the situation can change from one
minute to the next, centralized micromanagement
becomes physically impossible and
counterproductive. There is simply no time to report
to higher headquarters and receive orders. The
ability of a squad, platoon, or company commander
to independently assess the situation, make an
adequate decision, and take responsibility becomes
a decisive factor not only in the completion of the
task but also in the survival of the unit. The
experience gained in the ATO (JFO), where
Ukrainian commanders often operated in conditions
of unstable communications and unclear orders,
became the basis for this approach. Thus,
decentralization of command became not just a
borrowed doctrine, but a necessity that turned into a
key asymmetric advantage.

Given the impact of the above factors on the
course of combat operations and war in general,
tactics have also undergone significant changes.

The extreme lethality of the modern battlefield,

caused by the widespread use of artillery and
drones, has made classic defensive tactics, based on
maintaining a continuous front line with large units,
practically impossible. Any concentration of
personnel is immediately detected and becomes a
target for fire.

This led to a fundamental change in the tactics of
infantry units. First, small infantry groups became
the main combat unit on the battlefield. Such groups
are less noticeable, more mobile, and more flexible.
Second, the nature of combat itself changed. Due to
dense engineering barriers and constant aerial
surveillance, advancement is only possible along
narrow, predetermined “channels” i.e. forest strips,
building ruins, folds in the terrain, etc. Combat has
turned into a series of small-group clashes for
control of individual shelters, reminiscent of urban
warfare.

There has been a conceptual shift from line
defense to area defense. The unit’s task now is not
so much to physically hold certain combat
positions, strongpoints, or defense areas, but rather
to establish fire control over a specific area of
terrain. Defense is built as a network of dispersed,
well-camouflaged, and interconnected firing
positions and shelters. When an enemy attempting
to advance is detected, it is fired upon, and crossfire
is opened from several positions. After that, the
groups can quickly change positions to avoid return
fire. Such tactics require each soldier to have a high
level of individual training, impeccable camouflage
skills, terrain orientation, and the ability to operate
as part of a small combat group.

In general, the results of studying the nature of
changes in the conduct of defensive combat during
the russian-Ukrainian war can be summarized in the
table below.

The changes in the preparation and conduct of
defensive combat were also caused by changes in
the enemy’s tactics.

ISSN 2786-6920 HAYKOBHH BICHHK KI HT'Y N 2 (7) 2025 137



POLIAKOV Vadym, LEHENCHUK Serhii. DEFENSIVE COMBAT IN MODERN CONDITIONS: LESSONS FROM
THE RUSSIAN-UKRAINIAN WAR

Table 1 — Comparative characteristics of defensive combat elements by stages of war

Element

ATO / JFO Period

Initial Stage of the Invasion

Positional Stage (2023-2025)

(2014-2022) (2022)
Basic tactical unit | Platoon in a strongpoint Battahon/cg:gssg in mobile Small infantry group
Nature Static, positional defense of | Mobile defense, fighting in | Deeply echeloned, zonal
of defense fixed positions urban areas defense
Visual observation, limited | Human intelligence, Bayraktar | Widespread employment of
. use of UAVs for fire | TB2 UAVs, partner intelligence | small UAVs at squad, platoon,
Reconnaissance . N
adjustment support, initial use of small | and company levels
copter-type UAVs
Trenches, trench systems, | Unprepared or hastily | Deeply echeloned defensive
Field dugouts, local strongpoints constructed fighting positions, | lines, dense engineer obstacles,
fortifications use of natural and artificial | “foxholes / burrows”

obstacles

Firepower / fires

Artillery duels, mortars, small
arms

Massed use of artillery, ATGMs,
Bayraktar TB2 strikes

Integration of “UAV-artillery”,
FPV drones as precision

weapons, cluster munitions

Centralized command with
limited local initiative

Command
and control

Crisis command and control,
accelerated
decentralization

Wide implementation of
decentralized command and
control (Mission Command)

transition  to

After the initial stage of full-scale invasion, the
Armed Forces of the russian federation, realizing
the ineffectiveness of the battalion tactical group
(BTG) concept, also demonstrated their ability to
adapt, albeit reactively. Realizing that BTGs were
unable to perform their tasks in the current
conditions, the russian command switched to a
functional distribution of forces and tactics for using
assault units. A typical example is assault units such
as “Storm-Z,” staffed mainly by convicts, which are
used for the most dangerous offensive operations.
Trained units, such as airborne troops and marines,
are used to build on successes in key areas.

The main offensive tactic of the russian troops
has been the so-called “meat assaults.” These are
waves of attacks carried out with minimal armored
vehicle support. The main goal of such attacks is not
so much to capture territory as to identify the firing
positions of Ukrainian units, force them to use up
their ammunition, and exhaust them physically and
morally. Once Ukrainian positions have been
identified and suppressed by artillery and air strikes,
more highly trained assault groups enter the fray.

Subsequently, the enemy’s main tactic in
offensive combat became the use of light vehicles,
motorcycles, ATVs, and even electric scooters to
quickly move assault groups as close as possible to
the front line of Ukrainian defense forces. This
forced the intensified use of explosive and non-
explosive engineering barriers in the directions of
the enemy’s advance. Today, the main tactic of the
enemy’s offensive actions is the continuous use of

small infantry groups of 2—-3 people with the task of
crossing the front line of our forces, accumulating,
and consolidating their positions deep within the
battle lines. At the same time, the russian command
actively uses strike UAVs to cut off the logistics
routes of Ukrainian defense forces. It should be
noted that this enemy tactic is effective and allows
for the advancement of units, albeit at the cost of
significant losses.

In defense, russian troops rely on powerful
engineering equipment and superiority in artillery
and aviation. Their defensive tactics are rigid, static,
and designed to destroy enemy forces in pre-
prepared “fire pockets” (kill zones).

Conclusions and prospects for further
research. The experience of the russian-Ukrainian
war, especially its full-scale phase, has led to
significant changes in the theory and practice of
defensive combat. Analysis of this evolution allows
us to draw several general conclusions.

Defensive combat has evolved from static, linear
positional defense to dynamic, zone control of the
terrain. Whereas defense used to be based on the
concentration of manpower and firepower in
prepared strongpoints, today the key factors for
success are information superiority, speed of
response, and the ability to conduct dispersed
operations. The decisive factor is no longer the
number of forces and means, but the speed of the
“detection-identification-destruction” cycle.
Technologies, in particular unmanned systems and
electronic warfare means, have evolved from
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auxiliary means to system-forming elements of
defense that determine its very architecture.
Situational awareness and the battlefield, which has
become extremely lethal, have negated the value of
massive strikes by troops supported by combat
equipment and brought to the fore the tactics of
small infantry groups and cheap but massive high-
precision weapons.

The further evolution of defensive combat will
likely move toward even greater robotization and
autonomization of the battlefield. The struggle for
dominance in the electromagnetic spectrum will
only intensify. We can expect the mass emergence
of “drone swarms” controlled by artificial
intelligence, capable of collective, coordinated
action without direct operator intervention. At the
same time, ground-based robotic systems will be
developed to take on the most dangerous tasks:
assault operations, clearing passages through
engineering barriers, logistics, and medical
evacuation from the front lines. The development of
situational awareness systems, communication
channel stability, and the ability to process huge
amounts of intelligence data in real time will play a
significant role in combat operations. The
advantage will go to the side that can implement
advanced technological solutions faster and
integrate them more effectively into its military art
and organizational structure.

The prospect for further research in this area is
to study the development and changes in offensive
combat tactics: Similar to this study, it is necessary
to analyze how the forms and methods of
conducting an offensive have changed in the context
of situational awareness and the widespread use of
various types of strike UAVs and ground-based
robotic platforms.
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WAYS TO ENHANCE THE SECURITY OF MILITARY ACTIVITIES UNDER
THE LEGAL REGIME OF MARTIAL LAW

The article examines the key problems of ensuring the security of military activities under the legal regime
of martial law. Based on the analysis of current regulatory acts and scientific publications, it is established
that legislative regulation remains fragmented, the level of cybersecurity of critical infrastructure is
insufficient, risk management lacks a comprehensive approach, and the psychological training of military
personnel requires systematic improvement. External and internal threats are identified, including hybrid
forms of warfare, information and psychological operations, and cyberattacks that significantly affect the
state's defense capability. As a result of the study, the following ways to enhance the security of military
activities have been identified: improvement of the regulatory framework in line with international standards,
development of interagency coordination, strengthening of cyber defense, modernization of technical
equipment, and expansion of psychological support programs for personnel. The obtained results are
important for strengthening Ukraine's defense capacity, ensuring the resilience of critical infrastructure, and
reducing risks in the modern context of hybrid warfare. Prospects for further research are related to the
development of models for assessing military risks and the integration of artificial intelligence technologies
into the field of security.

Keywords: martial law, military activity, risks; threats, military personnel; regulatory acts; information
and psychological operations, security, cybersecurity.

Statement of the problem. Under the legal
regime of martial law, issues of the security of
military activities become critically important, as
risks to personnel, the civilian population, and
strategic facilities increase significantly. An
analysis of current legislation shows that the
regulatory framework governing the activities of the
defense forces remains fragmented and requires
improvement, particularly with regard to a clear
definition of the powers of military administrations
and the interaction between military and civilian
institutions [1; 2]. At the same time, the level of
cybersecurity protection of critical infrastructure is
insufficient. Research indicates a growing number
of cyberattacks on the public sector and defense
facilities, which creates additional threats to
national security [3; 4]. The management of military
risks also remains problematic, since modern
mechanisms for forecasting hostilities and
mathematical models are used only sporadically and
are not integrated into the decision-making system
[5]. An equally urgent challenge is insufficient

© O. Romashko, 2025

psychological training of servicemen: according to
scholars, a significant proportion of personnel in the
security and defense sector experience elevated
levels of stress and psychological exhaustion, which
reduces their resilience and combat effectiveness
[6].

These factors determine the need for a
comprehensive approach to the security of military
activities, including improving the legal regulation
of military operations, strengthening cybersecurity
protection of critical facilities, developing a risk-
management system, and introducing programs of
psychological training and rehabilitation for
servicemen. Such an approach will enable the state
to rapidly adapt to a dynamic security environment,
effectively counter military threats, and ensure
stable functioning throughout the entire period of
armed conflict.

Analysis of recent researchs and publications.

The issue of the security of military activities
under martial law is addressed in the works of many
Ukrainian scholars. O. O. Hlushchenko [7]
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examines the function of ensuring state security
during martial law, emphasizing the role of
legislative  mechanisms and  organizational
decisions. At the same time, his work is limited to a
general analysis of the legal framework and does not
disclose practical instruments for implementing
these mechanisms in the sphere of military activity.
H. P. Sytnyk [8] analyzes the organizational and
legal foundations of ensuring Ukraine’s military
security and identifies areas for improving the
interaction of the defense forces. However, the
study hardly addresses modern information-
psychological and cyber threats, which are now key
challenges for the defense sector.

The philosophical and ethical dimension is also
important. V. H. Dykun, V. M. Moroz, and V. V.
Stasiuk [9] substantiate methodological approaches
to assessing the moral and psychological state of
servicemen. The authors argue that psychological
resilience and moral orientations significantly
influence the effectiveness of military activity.
However, the work does not propose systematic
practical mechanisms for enhancing such resilience
under martial law. I. Sevruk and Yu. Sokolovska
[10] focus on the moral and ethical aspects of the
activities of military and civilian persons/structures
in countries subjected to aggression. The study
underscores the importance of the humanitarian
dimension in the military sphere, but does not
consider specific means of integrating ethical
principles into the security management system.

Despite  existing developments, scholarly
research predominantly highlights individual
components of the problem—Iegal foundations,
organizational mechanisms, or moral and
psychological aspects. At the same time, there is a
lack of a comprehensive approach that would
integrate regulatory and legal solutions, risk
management, cybersecurity, and psychological
support for servicemen into a unified security
system. This gap determines the relevance of the
present study and defines its aim: to identify ways
to enhance the level of security of military activities
during the legal regime of martial law.

The purpose of the article is to identify ways to
enhance the level of security of military activities
under the legal regime of martial law by integrating
legal norms, ethical principles, and practical
measures. This involves analyzing applicable
regulatory legal acts, assessing the moral and ethical
foundations of servicemen’s conduct, and
substantiating managerial decisions aimed at
reducing risks and strengthening the state’s defense
capability.

Presentation of the main material. To ensure
the effective functioning of the state and maintain
an appropriate level of defense capability under
martial law, security plays a vital role,
encompassing all spheres of life—military,
informational, economic, and humanitarian.
Security under martial law presupposes the
implementation of comprehensive measures aimed
at protecting personnel of the security and defense
forces, the civilian population, strategic facilities,
and state information resources. One of the key
tasks is to ensure the stable functioning of the
defense sector and critical infrastructure, which
makes it possible to minimize risks associated with
potential sabotage, cyberattacks, and the destruction
of transport and energy communications. In
addition, an important element is the establishment
of an effective coordination system among the
military, law enforcement bodies, and civilian
institutions in order to maintain public order and
prevent internal threats.

An analysis of regulatory legal acts governing
the concept of security makes it possible to assert
that under martial law, the security of military
activities acquires special significance, going
beyond generally accepted definitions [4].

The Law of Ukraine “On National Security of
Ukraine” defines military security as the protection
of state sovereignty, territorial integrity, the
democratic constitutional order, and other vital
national interests from military threats [11]. In
addition to military security, the Law of Ukraine
“On National Security of Ukraine” also defines the
concept of state security, which encompasses a
much broader set of measures for protecting
national interests. State security provides for a
koMmIutiekc (comprehensive set) of measures aimed
at ensuring the stable functioning of state
institutions, protecting the constitutional order,
territorial integrity, and citizens’ rights and
freedoms from both internal and external threats. It
includes counterterrorism efforts,
counterintelligence measures, protection of the
information space, economic security, and
preventing attempts to destabilize the situation
within the country. In this context, military security
is a component of state security; however, it focuses
exclusively on protection against armed aggression
and maintaining the country’s defense capability.

The main difference between these concepts lies
in the scope of their implementation and the nature
of the threats they address. While military security
primarily concerns the armed defense of the state
against external aggression, state security is a more
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complex phenomenon that also includes internal
threats such as political instability, economic crises,
sabotage activity, and information attacks. Under
martial law, these two areas of security are closely
intertwined, since ensuring the resilience of state
institutions and public order is no less important
than the direct military defense of the territory. This
underscores the importance of a comprehensive
approach to security that combines legal,
organizational, and technical measures.

In the context of military operations, security is
a multifaceted phenomenon that includes
minimizing unacceptable risk associated with the
possibility of harm to the life and health of
servicemen and the civilian population, as well as
damage to military equipment and infrastructure. It
covers not only the physical protection of personnel
and equipment, but also cybersecurity, information
security, and psychological resilience. Under
martial law, regulatory legal acts establish clear
procedures and protocols to minimize risks and
prevent losses, and they also expand the concept of
security by including protection against non-
traditional forms of aggression. This requires a
comprehensive  approach  and  continuous
improvement of security strategies, taking into
account the changing operational environment and
the emergence of new threats [12].

External threats consist of aggressive actions by
the adversary aimed at violating the state’s
territorial integrity and sovereignty [6]. They
include direct military invasions, artillery, missile,
and drone strikes, sabotage acts, and cyberattacks
intended to undermine the country’s defense
capability.

Internal threats pose a serious challenge to
national security because they can destabilize not
only the military sphere but society as a whole.
Sabotage and terrorist acts are aimed at
undermining the state’s defense potential, creating
chaos and panic among the population, which
complicates coordination between military and law
enforcement bodies.

Information  attacks —  particularly the
dissemination of disinformation and cyberattacks —
can undermine trust in state institutions and
demoralize both servicemen and the civilian
population. In such circumstances, maintaining the
combat readiness of military units requires not only
physical and technical preparedness, but also
information resilience, psychological training, and
an effective management system.

Only a comprehensive approach that combines
enhanced protection of critical infrastructure,

cybersecurity, and coordinated work of all security
structures will make it possible to effectively
counter internal threats and ensure stability in the
country [4]. This presupposes providing servicemen
with the necessary resources, maintaining a high
level of discipline, and ensuring compliance with
safety requirements in handling weapons and
equipment.

Special attention is paid to minimizing harm to
the civilian population and the environment.
Military operations should be conducted with due
regard to the need to protect civilians from the
adverse consequences of hostilities and to prevent
environmental disasters. Under martial law, priority
tasks include ensuring the security of critical
infrastructure, protecting the information space, and
preventing technogenic and natural emergencies [3,
13]. Thus, the security of military activities during
martial law is a complex and multifaceted
phenomenon encompassing a wide range of
measures aimed at ensuring the state’s defense
capability, preserving the life and health of
servicemen, and maintaining societal resilience in
the face of external and internal threats.

It includes legal, organizational, technical,
informational, and psychological support, which
requires coordinated efforts by various state
institutions, the armed forces, security structures,
and the civilian population. This includes improving
the regulatory framework governing the actions of
military units under extraordinary conditions and
developing modern management mechanisms that
allow rapid responses to changes in the operational
situation. An important aspect is information
security, which includes countering enemy
propaganda, cyberattacks, and psychological
operations aimed at demoralizing servicemen and
society. Technical modernization also plays a
special role, including equipping military units with
modern weapons, communications, and
reconnaissance capabilities, which increases their
effectiveness in combat conditions.

Psychological training of servicemen and
support of their morale are no less important, since
stress resilience and motivation directly affect their
ability to perform combat missions. Thus, the
security of military activities in wartime is not only
a matter of protecting territory, but also a
comprehensive system of measures that requires
flexibility, adaptability, and continuous
improvement in response to new challenges and
threats [12].

Legal regulation of military activity is the
foundation for ensuring security under martial law.
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Yu. O. Zahumenna and V. V. Sokurenko emphasize
the need to adapt legislation to modern challenges
through the integration of international standards
and the development of specialized regulatory legal
acts [1]. This will contribute to a clearer delineation
of the powers of military formations and their
interaction with public authorities and local self-
government bodies. We believe that harmonization
of national Ilegislation with international
humanitarian law — particularly the Geneva
Conventions and additional protocols — plays a
significant role in the legal regulation of military
activity. This not only ensures the legality of the
actions of military formations, but also strengthens
the protection of the rights of civilians and
servicemen in armed conflict. In addition,
improving mechanisms for monitoring compliance
with legality in the military sphere helps raise the
level of accountability of command personnel and
personnel of the security and defense forces.

An important aspect is the introduction of
effective legal instruments to regulate relations
between the military and state institutions, which
makes it possible to avoid legal conflicts and
abuses. Special attention should be given to
developing regulatory legal acts governing the
activities of reservists and volunteer formations,
since their participation in military operations
requires clearly defined legal frameworks. Thus, a
comprehensive approach to the legal regulation of
military activity is a prerequisite for the effective
functioning of the defense sector under modern
threats.

The legal regulation of military activity should
take into account not only the general principles of
national security but also specific challenges arising
under martial law. One of the key areas for
improvement is the development of legislative
initiatives aimed at increasing the speed of decision-
making in the military sphere. The introduction of
flexible legal mechanisms that allow rapid
responses to changes in the combat situation is
necessary to ensure the effectiveness of military
governance. In addition, strengthening legal
oversight —of the activities of military
administrations plays a special role by ensuring an
appropriate  level of accountability and
responsibility for decisions taken. An important task
is to establish effective procedures regulating
interaction between military structures and civilian
authorities, particularly with regard to the use of
material and human resources for defense needs.

Another important aspect of the legal regulation
of military activity is the harmonization of national

legislation with international security standards and
international humanitarian law. Taking into account
the provisions of the Geneva Conventions and other
international agreements makes it possible not only
to ensure the legality of the actions of military
formations, but also to strengthen international
support and cooperation in the security sphere. In
particular, aligning Ukrainian legislation with
NATO and European Union standards will enhance
interoperability with international partners, increase
the effectiveness of defense planning, and promote
the development of the defense-industrial complex.

The issue of legal support for cybersecurity in
the military sphere requires special attention.
Modern conflicts are characterized by the extensive
use of information technologies in warfare, which
creates new challenges for legal regulation. The
absence of clear legal norms on liability for
cybercrime and mechanisms for its prevention may
lead to significant threats to national security. In this
regard, it is necessary to improve legislation on the
protection of critical information infrastructure,
develop provisions establishing liability for
cyberattacks on military facilities, and ensure
effective mechanisms for cooperation between state
authorities and international partners in the field of
cyber defense. A comprehensive approach to the
legal regulation of cyber protection will not only
minimize the risks of attacks but also strengthen the
state’s information resilience under martial law.

As D. Korniienko and D. Tolstonosov note,
during martial law the state faces substantial
information-related threats, including the spread of
disinformation, cyberattacks, and interference with
the functioning of information systems within the
defense sector [3]. Building on their findings, it may
be assumed that under martial law the state
encounters an escalation of information threats,
including the dissemination of disinformation,
cyberattacks, and interference with critical
information systems of the defense sector. These
threats are aimed at destabilizing society,
undermining trust in state institutions, and
disrupting the functioning of critical infrastructure.
Of particular concern is the use of social networks
and messaging applications for the rapid spread of
disinformation and manipulation.

Cybersecurity is acquiring special importance in
contemporary conflicts. T. Kovalova emphasizes
the need to establish effective mechanisms for
protecting critical information infrastructure, to
develop regulatory acts governing liability for

cybercrimes, and to counter the adversary’s
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information and psychological operations [2]. In
addition, an important aspect is the development of
a national cybersecurity strategy that would cover
both the military and civilian sectors, ensuring a
comprehensive approach to protecting state
information resources. Research points to the need
to expand cooperation with international partners, in
particular within the EU and NATO cyber policy
frameworks, in order to exchange experience and
develop common security standards. The training of
qualified specialists in cyber defense is also highly
relevant, as the rapid development of technology
requires continuous improvement of the skills of
professionals working in the field of information
security. Finally, the implementation of modern
artificial intelligence systems for analyzing
cyberattacks and responding to them onepaTtnuBHO
(promptly) can significantly enhance the state’s
level of cyber protection.

Psychological training of servicemen is an
important factor for the successful fulfillment of
combat missions. V. I. Fedorchuk-Moroz and L. F.
Bondarchuk emphasize the need for psychological
support and rehabilitation programs to reduce stress
levels and strengthen personnel morale [6]. In our
view, effective methods of psychological training
include the simulation of combat situations,
psychological training sessions, and the use of
cognitive-behavioral therapy techniques. It is also
important to ensure access to qualified
psychological assistance both in the combat zone
and after servicemen return to civilian life, which
facilitates their social adaptation. Finally, a
systematic approach to psychological training helps
increase unit cohesion and creates conditions for
effective performance of combat missions in
difficult circumstances. It should also be noted that
it is important to integrate ethical principles, in
particular ~ compliance ~ with  international
humanitarian law and the protection of the rights of
servicemen and their family members [12].

Effective management of military risks involves
identifying threats, assessing them, and developing
mitigation strategies. The use of mathematical
models, including Lanchester differential equations,
makes it possible to forecast the development of
hostilities and make evidence-based decisions

regarding the allocation of forces and means [5].
Historical sources indicate that in 1916, during
World War I, the British engineer Frederick
William Lanchester developed a system of
differential equations to model the interaction of
opposing forces. These equations describe the
dynamics of troop strength of two opposing sides
during a battle, taking into account the intensity of
inflicting losses on the adversary and one’s own
losses. The principal models are Lanchester’s linear
law, applied to the analysis of ancient warfare, and
Lanchester’s square law, which models modern
conflicts involving long-range weapons.

Applying these models makes it possible not
only to forecast the outcomes of direct combat
engagements, but also to assess the effectiveness of
strategic decisions such as resource allocation,
operational planning, and the selection of optimal
tactics. In today’s military context, where hybrid
warfare and cyber threats are becoming increasingly
prevalent, risk analysis must take into account not
only physical but also informational dimensions.
This requires integrating mathematical models with
data analysis on cybersecurity and information
operations, enabling the prediction and prevention
of potential threats in the information domain.

Protecting critical infrastructure and the
information space is an integral component of the
security of military activity. Researchers emphasize
the need to develop a national cybersecurity strategy
that takes into account the specifics of martial law
and provides measures to counter disinformation
and propaganda [13].

Based on the analysis of available information,
we can outline the following ways to enhance the
level of security of military activity:

1. Development of specialized training
programs covering legal aspects, cybersecurity, and
psychological training. To respond effectively to
modern challenges, it is necessary to create
comprehensive training courses for servicemen that
include legal aspects of conducting hostilities,
protection of the information space, and countering
cyber threats. Particular attention should be given to
psychological training, as stress resilience directly
affects combat capability.
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2. Modernization of technical equipment of
security and defense units to minimize risks. The
introduction of modern technologies such as
automated command-and-control systems,
reconnaissance unmanned aerial vehicles, and
electronic warfare capabilities will increase the
effectiveness of military operations. In addition, the
system of individual protection for servicemen
should be improved, including body armor, helmets,
and tactical communication equipment.

3. Establishment of an effective information-
sharing system between units. Under martial law,
the speed and accuracy of information transmission
play a critical role in operational decision-making.
For this purpose, it is necessary to develop secure
communication channels that prevent the adversary
from intercepting data. Unified standards of
interaction among different security structures
should also be introduced to improve coordination.

4. Continuous monitoring and risk analysis to
identify threats and develop countermeasures.
Military analytical centers should regularly assess
current and potential threats using modern data
analysis and forecasting methods. This will enable
timely identification of hazards, adaptation of
military strategies, and development of new tactical
solutions aimed at mitigating risks.

The identified ways to enhance the level of
security of military activity demonstrate that it
requires a systemic approach combining legal,
organizational, and technological measures.
Integrating modern solutions into military
governance, developing information protection,
upgrading technical equipment, and supporting the
moral and psychological state of personnel are key
factors for the effectiveness of defense strategies.
Special attention should be given to interaction
between military structures and state institutions
and international partners, which will contribute to
strengthening Ukraine’s defense capability and
national security.

Conclusions and prospects for further
research. The article provides a comprehensive
analysis of the security of military activity under
martial law. Regulatory legal acts were examined,
and the main external and internal threats —
including hybrid forms of warfare — were identified.

The study also analyzed the state of cybersecurity
protection and the psychological preparedness of
servicemen, and considered risk-management
practice using modern approaches.

The findings indicate that the key problems
remain: fragmented legal regulation, insufficient
protection of critical information infrastructure,
limited mechanisms for managing military risks,
and a low level of systematic psychological support
for personnel. On this basis, the study proposes
ways to enhance the security of military activity,
including improvement of the legislative
framework, development of  interagency
coordination, strengthening of cyber defense,
modernization of technical equipment, and the
introduction of psychological support programs.

Further research should focus on developing
specialized mechanisms for the legal regulation of
military administrations, creating new strategies for
cybersecurity  protection and  countering
information aggression, and adapting command-
and-control methods to the conditions of hybrid
warfare. A promising area is the integration of
artificial intelligence technologies into military
governance and the development of innovative
approaches to training servicemen, which would
increase their resilience and readiness for the
dynamic conditions of modern conflicts.
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WAYS TO ENHANCE THE SECURITY OF MILITARY ACTIVITIES UNDER
THE LEGAL REGIME OF MARTIAL LAW

The article examines the key problems of ensuring the security of military activities under the legal regime
of martial law. Based on the analysis of current regulatory acts and scientific publications, it is established
that legislative regulation remains fragmented, the level of cybersecurity of critical infrastructure is
insufficient, risk management lacks a comprehensive approach, and the psychological training of military
personnel requires systematic improvement. External and internal threats are identified, including hybrid
forms of warfare, information and psychological operations, and cyberattacks that significantly affect the
state's defense capability. As a result of the study, the following ways to enhance the security of military
activities have been identified: improvement of the regulatory framework in line with international standards,
development of interagency coordination, strengthening of cyber defense, modernization of technical
equipment, and expansion of psychological support programs for personnel. The obtained results are
important for strengthening Ukraine's defense capacity, ensuring the resilience of critical infrastructure, and
reducing risks in the modern context of hybrid warfare. Prospects for further research are related to the
development of models for assessing military risks and the integration of artificial intelligence technologies
into the field of security.

Keywords: martial law, military activity, risks; threats, military personnel; regulatory acts; information
and psychological operations; security; cybersecurity.
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PROSPECTIVE DIRECTIONS OF CHANGE IN STATE POLICY IN THE CONTEXT
OF TRANSFORMATION OF THREATS IN THE FIELD OF NATIONAL SECURITY

This scientific article is devoted to the study of threats in specific areas of national security. Using analysis
and empirical scientific research methods, the circumstances and conditions that influenced the
transformation of threats in specific areas of national security since Ukraine's declaration of independence
have been identified. The author's vision of the intensification of threats to specific areas of Ukraine's national
security in connection with the consequences of the ongoing armed aggression of the Russian Federation is
modeled. The author concludes that internal and external factors influence the change in threats to national
security in different historical periods, in particular the state's ability to fulfill its constitutional obligations,
which stem from its responsibility to its citizens for its activities, as well as international politics, the global
economy, global and regional globalization processes, and technological developments, including artificial
intelligence.

Threats to national security and the factors that influence them are constantly relevant for study in order
to develop scientifically sound forecasts regarding the security environment and state policy on the
implementation of measures to counteract possible negative consequences in the areas of national security.

Keywords: national security, threats to national security, areas of national security; state security;
globalization.

Ukraine’s  domestic

Statement of the problem. The current state of long-term  planning

the global security environment is volatile and
unpredictable. For Ukraine, such unpredictability is
primarily driven by the war unleashed by the
Russian Federation, as a result of which the
international security system established after
World War II has been nearly dismantled.

© O. Tkachenko, N. Zolotarova, 2025

documents defining the main directions of state
policy in the field of national security were adopted
before the onset of the armed aggression of the
Russian Federation. Their content indicates that a
substantial share of threats to Ukraine stemmed
precisely from the aggressive policy of the Russian
Federation. In the pre-war period, such threats
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included: encroachments on Ukraine’s sovereignty
and territorial integrity; attempts to block Ukraine’s
movement toward full membership in the EU and
NATO; the possibility of further escalation of the
Russian Federation’s armed aggression and the
large-scale use of military force against Ukraine;
provocation of an armed conflict along Ukraine’s
state border; intelligence and subversive activities
conducted by the special services of the Russian
Federation against Ukraine; information and
psychological special operations, etc.

Today, in the context of repelling the armed
aggression of the Russian Federation, state policy
on ensuring national security has undergone
significant changes. This was influenced, in
particular, by the ineffectiveness of the international
security system combined with the failure of the
security assurances provided to Ukraine upon its
accession to the Treaty on the Non-Proliferation of
Nuclear Weapons (the Budapest Memorandum).
The Russian Federation, despite being a guarantor
state under the Budapest Memorandum, did not
refrain from annexing part of Ukraine’s territory
and waging hybrid warfare, including through
controlled puppet quasi-entities in Donetsk and
Luhansk regions. In addition, the shortcomings of
international law together with the ineffectiveness
of international organizations responsible for peace
and security worldwide; the dependence of
European countries artificially created by the
Russian Federation through hydrocarbon supplies;
and other factors of the Russian Federation’s
aggressive policy affecting the global economy and
international security, created conditions for the
tacit reaction of a significant number of states to the
beginning of open armed aggression against
Ukraine in February 2022. Consequently,
uncertainty regarding the ability of the international
community to compel the aggressor to comply with
international law and to uphold the security
guaranteed to Ukraine in the conditions of the
Russian Federation’s armed aggression prompted
Ukraine’s leadership to revise national security
policy, strengthen national defense capability, and
improve the national resilience system.

Beyond its aggressive intent to undermine
Ukraine’s statehood and sovereignty, the Russian

Federation is also testing the civilized international
community, military-political alliances, and
international security organizations — institutions
that are expected to be responsible for global
security — for their ability to enforce compliance and
implement policies aimed at maintaining peace and
stability. The current state of globalizing processes,
which increasingly affect Ukraine’s security,
generates the need to search for new, theoretically
grounded approaches and practical response
measures to existing and potential threats, with a
view to improving mechanisms for ensuring
Ukraine’s national security in general and across its
specific domains.

Analysis of recent researchs and publications.

Issues related to ensuring Ukraine’s national
security and its components have been addressed in
the scholarly works of Ukrainian researchers,
including V. O. Antonov, P. P. Bohutskyi,
O. S. Vlasiuk, N. P. Hedikova, V. P. Horbulin,
O. P. Dzoban, V. A. Lipkan, O. P. Kosevtsov,
A. B. Kachynskyi, O. O. Reznikova, H. P. Sytnyk,
and others.

Despite the substantial number of studies
devoted to the theoretical foundations of national
security, research on threats to the domains of
national security remains continuously relevant and
will require further reconsideration in view of
processes shaping the security environment
(international politics, the global economy, global
and regional globalization, migration, the
development of weapons systems and technologies,
including artificial intelligence, etc.) and other
factors.

Accordingly, the purpose of the article is to
examine the process of transformation of threats in
the field of Ukraine’s national security in order to
identify promising directions for the development
of state policy in ensuring national security domains
under changing globalization processes and the
paspymienue (erosion) of the international security
architecture.

Presentation of the main material. n scholarly
and expert discourse, threats to national security are
typically classified according to the following
criteria: by the location of the source of danger
(external and internal threats); by the scale of
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possible consequences (nationwide, regional, local,
isolated); by the degree of threat formation
(potential, real); by the degree of subjective
perception (overstated, understated, minimal,
adequate); and by spheres of societal life (threats in
the economic, political, defense, international,
social, informational, scientific and technological,
environmental, cultural, and spiritual domains) [1,
p. 204]. The capacity to identify existing and
potential threats to national security directly affects
the ability and effectiveness of developing means to
neutralize them and prevent their emergence.
Therefore, timely identification of probable threats
to national security domains, determination of their
sources, forecasting the scale of their impact and
possible consequences in the context of the globalizing
security environment, and assessing countering
capabilities — while preserving fundamental national
interests — constitute a prerequisite for the existence and
development of the Ukrainian state.

Pursuant to the Law of Ukraine “On National
Security of Ukraine” of June 21, 2018 No. 2469-
VIII (as amended), threats to the national security of
Ukraine are defined as phenomena, trends, and
factors that make it impossible or difficult, or may
make it impossible or difficult, to realize national
interests and preserve Ukraine’s national values [2].
The National Security Strategy of Ukraine,
approved by Decree of the President of Ukraine of
September 14, 2020 No. 392/2020, identifies
current and projected threats to national security and
national interests of Ukraine, taking into account
external political and domestic conditions, as well
as the main directions of the state’s foreign and
domestic policy aimed at ensuring its national
interests and security [3].

The national security system is multi-level and
comprises a significant number of interconnected
and interdependent components. According to V. O.
Antonov, when studying the structure of a complex
system, several levels of analysis are typically
distinguished, including its subsystems, depending
on its design, functional purpose, organizational
tier, place within a higher-level system, stages of
creation, formation and operation, the management
and support system, the system-technical level, and
others [4, p. 108]. D. 1. Dzvynchuk points to a

dynamic state that constantly changes as a
characteristic feature of national security, which
depends on many factors such as the geopolitical
situation, the level of economic and technological
development, social cohesion, and others. In turn,
governance in the field of national security is a
dynamic process that continuously adapts to new
challenges and threats [5, pp. 61—65]. Professor H.
P. Sytnyk notes that managerial decisions on
ensuring the security of social systems should be
made on the basis of the results of an analysis of the
dynamics of their development, the results of
philosophical and political-science, legal, value-
based and ethical aspects of the problem of security
provision, as well as the laws of the evolution of
living matter in the biosphere [6]. In the context of
state policy on national security, we share the view
that public policy is an instrument that helps the
state achieve certain goals in a particular area by
using various methods of influence based on
available resources [7, p. 63].

The effectiveness of state policy in ensuring
national security and national interests can be
achieved by combining scientific achievements and
practical experience when examining the results of
applying the above-mentioned methods of
influence. In this regard, it is advisable to consider
the experience of the United States, where
developments by scholars at leading universities
and research centers are based on practical material
and measures that the state has taken and continues
to take to overcome existing threats to national
security and to forecast such threats [8, p. 32].

Therefore, in the author’s view, studying the
conditions for the transformation of threats across
the domains of national security over time and
within a historical period — as a component of a
subsystem of a complex system — constitutes a
prerequisite for forming theoretical foundations that
will facilitate the development of new theories to
explain phenomena and forecast future events, and
will become a basis for future doctrinal documents
and regulatory legal acts in the relevant sphere,
thereby directly influencing state policy on ensuring
national security.

The ability to withstand existing and potential
threats in the domains of national security is
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influenced by mechanisms that ensure resilience
and the capacity to resist and recover in the event of
adverse impact. In particular, Ukraine’s National
Security Strategy defines resilience as one of the
core principles underpinning the Strategy, and the
introduction of a national resilience system is
included among the main directions of the state’s
foreign and domestic policy aimed at ensuring its
national interests and security. In turn, pursuant to
the Concept for Ensuring the National Resilience
System, approved by Decree of the President of
Ukraine of September 27, 2021 No. 479/2021, the
source of internal threats is usually vulnerabilities
that indicate the existence of problems, defects, and
shortcomings  that  generate or  increase
susceptibility to disruption of functionality,
systemic damage, and/or vulnerability to negative
effects of risks and threats [9].

Security environment analysis is intended to
identify processes, phenomena, factors, conditions,
circumstances, events, results of activity and
interaction among subjects of social relations, as
well as trends in their development that affect the
level of protection of the state, society, and the
environment within a certain territory from existing
and projected threats. Changes in the security
environment — deviations from its normal
equilibrium state — entail risks that require further
analysis. Understanding a threat as a potential cause
of an wundesirable incident that may harm
individuals, assets, a system or organization, the
environment, or society, it can be concluded that
threats to national security may be created by certain
actions, phenomena, processes, events, or situations
directly aimed at undermining state sovereignty and
territorial integrity and/or capable of harming
citizens’ life, health, and property; disrupting the
uninterrupted provision of critically important state
functions; causing physical or economic damage to
enterprises, organizations, and critical infrastructure
facilities; or preventing the realization of national
interests, etc. In doing so, the source of a threat may
be the policy of a state or group of states; individual
persons, groups of persons, or organizations; the
natural environment or outer space — changes in the
activity, implementation, functioning, or existence
of which give rise to certain threats and determine

their general character. More than one threat may
originate from a single source [10].

Ukrainian scholars and experts, in different
periods of the country’s historical development,
identified key phenomena and factors influencing
the security environment and the state’s
development in different ways. Consider the first
years of independence, when the core threats were
determined as those arising from the Chornobyl
nuclear power plant disaster and related to ensuring
its further functioning. During the first decade of
Ukraine’s independence, significant threats were
considered those caused by the economic crisis and,
as a result, by the emergence and growing influence
of organized crime on various spheres of state
processes. Threats to territorial integrity stemming
from the Russian Federation’s aggressive policy
became explicit for Ukraine in 2014. Since then,
dangerous trends of various kinds directed by
Russia toward the comprehensive weakening of our
state have only intensified. In the years preceding
the full-scale invasion, Ukraine experienced a
pandemic and efforts to prevent the spread of
uncontrolled processes caused by a poorly studied
disease known as COVID-19, which affected
citizens’ security, societal security, and, above all,
the state’s economic security due to imposed
restrictions.

With the onset of the armed aggression of the
Russian Federation, Ukraine found itself in a
situation where phenomena, trends, and factors that
complicate or make impossible the realization of
national interests and the preservation of national
values emerged across all domains of national
security.

Domains of national security related to the
security of socio-economic development have faced
significant threats. The human factor is one of the
main drivers of economic and social development.
The individual has always been and remains at the
center of transformations of social life, the
formation of the economic system, and the structure
of the state [11].

The war has caused a shortage of labor, as a large
number of working-age citizens left Ukraine, while
many men and women were mobilized into the
armed forces. Ukraine’s demographic losses in
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recent years have exceeded all pessimistic forecasts.
Due to declining living standards and the war,
people have been leaving the country en masse, and
it is unknown whether they will return. Over the last
30 years, Ukraine has lost about 10 million citizens
for various reasons, and after the beginning of the
full-scale war—approximately another 6 million.
Today, Ukraine has the highest intensity of natural
population decline in the world. The demographic
crisis began long before the invasion, and the war
has only accelerated it [12]. In Ukraine, during the
years of the full-scale war, male life expectancy has
decreased from 65 to 57 years. If previously this
figure was already extremely low, the situation is
now critical. At the same time, Ukraine has one of
the worst indicators in terms of birth rates [13].

Unfortunately, the war results in losses,
including irreversible ones. In addition, it is
necessary to note the outflow of researchers and
academics from Ukraine, which negatively affects
education, scientific and technological
development, and related areas.

It should also be stated that there is no clear
vision of the country’s future. Sociologists currently
note a rise in pessimistic sentiments, primarily
regarding the country’s economic situation. The
share of those who believe that in ten years Ukraine
will be a country with a ruined economy and a
significant outflow of people has increased from 5%
to 19% [14]. Clearly, the key factor of uncertainty
is the war, which is now in its fourth year.

All of this negatively affects the demographic
situation and influences Ukraine’s labor potential
and its ability to sustain the economy at the required
level.

Existing threats target objects essential for
ensuring state security, including defense,
economic, and scientific-and-technological potential,
as well as critical infrastructure facilities. Today,
due to continuous missile strikes and UAV attacks
by Russian forces on the territory of our country,
there are risks of further destruction and loss of
energy facilities. Cases in which Ukraine’s critical
infrastructure has been disabled as a result of
Russia’s missile strikes, as well as the reduction of
its capacity, have had a negative impact on the life
of society and on the state of the security

environment. The destruction of the Kakhovka
Hydroelectric Power Plant dam has consequences
not only for the natural environment. In addition to
ecological damage, there are also no less serious
consequences for the agricultural sector, the energy
sector, the population, and Ukraine’s nuclear safety.
The Zaporizhzhia Nuclear Power Plant, seized by
the Russians, remains at risk; improper handling of
it may lead not only to infrastructure-security
consequences, but also to consequences of a much
broader scale.

Special attention should be paid to the
contamination of the state’s territory with mines,
which poses a danger to the infrastructure necessary
for the normal functioning of the economy and for
sustaining societal life. Thus, according to the State
Emergency Service of Ukraine, 174,000 sq. km of
Ukraine is contaminated with remnants of Russian
mines and unexploded ordnance, which constitutes
about 30% of the entire territory of the country; full
demining may require about thirty years [15].

A war conducted in the context of rapidly
developing communication technologies and
globalization processes affects the information
environment, which is a separate domain of national
security and also an object of ensuring state security
as a sphere of national security. With the beginning
of hostilities in Ukraine, insufficient measures were
taken to prevent the dissemination of unreliable
information or any other information that causes
harm and threatens the security environment. This
led to the mass spread of false narratives regarding
Ukrainians’ attitudes toward the aggressor and the
“absorption” of Ukraine by Russia, which affected
the capacity to resist, etc.

Modern means of communication, available to
almost every citizen, create virtually unlimited
opportunities to obtain and disseminate almost any
information. The free dissemination of information
by citizens in the online space gives the enemy the
ability to adjust its actions both on the battlefield
and in the information domain. Using “information
tools,” the enemy seecks to reduce our ability to
mount armed resistance and to undermine the
authority of the state, its leadership, and military
command in the eyes of the international
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community in order to induce partners to reduce or
even discontinue assistance.

It should be acknowledged that with the onset of
military aggression, information and psychological
influences intensified, aimed at denigrating the
Ukrainian language and culture, falsifying facts of
Ukrainian history, and provoking artificial disputes
on religious issues — particularly regarding a church
that is administratively subordinated to Russia.
Countless narratives are aimed at distorting truthful
historical information about crimes against Ukraine
and Ukrainians and at forming, through Russian
mass communication media, a distorted and false
informational picture of the world regarding
Ukraine and Ukrainians.

In this context, a fundamental task of state policy
is the formation of national identity and a national
idea on the basis of historical memory, which
should become a state policy for the coming
decades. The systematic and purposeful lack of a
national idea, ideology, and worldview in Ukraine’s
state-building strategies after 1991 led to Ukraine’s
weakening and its transformation into a multipolar
oligarchic neocolony, which nearly became prey to
Russia’s imperialist ambitions [16, p. 5]. Ukrainian
scholars justifiably emphasize the need to intensify
the state’s humanitarian policy, especially in the
fields of science, education, and culture. The main
task is to restore historical memory through
objective research and to acquaint the public with
its results. It is important to overcome the crisis of
national and cultural identity, which in a multi-
ethnic society may lead to social tension and the
spread of anti-Ukrainian sentiments. The process of
overcoming the Soviet mentality requires a
consistent and principled approach. At the same
time, it is important to consider regional linguistic,
religious, ethnic, and other characteristics, avoiding
manipulation. To form national identity, it is
necessary to expand the spheres of use of the
Ukrainian language, ensure access to truthful
information, and develop critical thinking. The
cultivation of national dignity should contribute to
overcoming an inferiority complex [17].

The above list of real and potential threats to the
domains of national security is not exhaustive. It
depends on the historical stage of development and

on the conditions, factors, and drivers influencing
these processes. The set of real and potential threats
is not static (permanent): threats may appear and
disappear, intensify and diminish, and their
significance for security will also change. When
assessing the nature of real and potential threats and
the probability of their materialization, it should be
borne in mind that in some cases public perception
of a particular phenomenon as a threat may differ
substantially [18]. At the current stage of
development, Ukraine has faced threats and
challenges that require immediate solutions — based
not on the past, but taking into account forecasts of
the development of human civilization,
technologies, global geopolitical processes, and
other factors that may affect the domains of our
state’s national security.

In our view, the end of the war should lead to
changes in international security and peace-
maintenance policies. However, it is clear that under
the impact of the war, the security environment in
which our state exists, as well as policy for ensuring
national security domains and national interests,
will be transformed.

Given the above conditions shaping Ukraine’s
contemporary security environment, it is possible to
project likely sources of the main threats to
Ukraine’s national security in the near future. In this
regard, we share the view of O. O. Reznikova, Head
of the Department for National Security Issues at the
Center for Security Studies of the National Institute
for Strategic Studies, that the Russian Federation
will remain the main source of threats to Ukraine’s
national security for many years. Although the
worst forecasts regarding the expansion of Russia’s
aggression Ukraine  have
materialized, after the war ends one should not
expect Russia’s leadership (even in the event of a

against already

change of its leaders) to abandon aggressive plans
to continue an expansionist policy toward Ukraine.
Russia will seek to recover primarily by seizing new
Ukrainian territories during the war and gaining
access to our state’s resources. After the war, it is
unlikely that Russia will abandon attempts — by
various means — to harm Ukraine’s interests and to
interfere in the internal affairs of our state [10].
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In the future, the russian federation will attempt
to establish control over Ukraine by exploiting
existing internal linguistic, religious, political, and
other contradictions, which constitutes a major
threat to Ukraine. In addition, there remains a high
probability that Russia will resort to armed
aggression as well as hybrid forms of aggression to
achieve its aims of destroying Ukrainian statehood
and sovereignty. There is also a significant
likelihood that all available capabilities of the
Republic of Belarus will be involved in
implementing the above intentions, which expands
the threat sector for Ukraine.

As for hybrid threats from the Russian
Federation, in addition to armed aggression, the use
of information and propaganda campaigns is likely
both domestically and internationally in order to
cast doubt on Ukraine’s statehood and identity, its
capacity to develop as an independent state, the
professionalism and legitimacy of the authorities in
Ukraine, etc. In addition, the energy factor and
special intelligence and subversive measures will be
employed. These efforts will be aimed at weakening
the system of public governance, comprehensively
destabilizing the internal situation in Ukraine, and
creating preconditions for disrupting the process of
European and Euro-Atlantic integration, as well as
for the fragmentation of the Ukrainian state.

Conclusions and prospects for further
research. The study of the theoretical aspects of
threats to the domains of national security is driven
by the need for continuous analysis of risks and
potential threats in an unstable security
environment, the identification of vulnerable points
in the national security system and the “levers of
influence” on it, the development of prevention and
response mechanisms to possible challenges, and
the forecasting of their effectiveness. From a
practical standpoint, examining the conditions
under which threats transform across the domains of
national security is necessary for shaping and
implementing state policy to protect national
interests by developing — on the basis of scientific
findings and proposals — strategies, concepts,
programs, and development plans for security and
defense sector actors, as well as for resource
management and their effective allocation, and for

improving Ukraine’s legislation, etc. In turn, the
above will contribute to the proper training of highly
qualified specialists for the state’s security sector.

Russia’s armed aggression has led to enormous
losses and has caused socio-economic,
demographic, and energy crises, thereby bringing
Ukraine closer to recognizing the need for
modernization as a state that is a fully sovereign and
influential subject of international relations. Taking
into account the lessons of the russian—ukrainian
war, the state’s security policy should be oriented
toward improving the system for ensuring the
domains of national security, creating an effective
security and defense sector and a defense-industrial
complex capable of providing continuous protection
of Ukraine’s national interests from threats to
territorial integrity, the constitutional order, and
other national interests of Ukraine, which in turn
will become a foundation for Ukraine’s
development.

State policy on ensuring national security should
be implemented with due regard to the international
security situation, as well as the military-political
situation around Ukraine and in the world, and
forecasts of their changes in view of globalizing
processes, the state’s real capabilities, and other
factors that affect and will continue to affect the
sustainable development of Ukraine in the near and
long term. It is necessary to take into account that
threats to national security and its domains are not
permanent or rigidly defined and may change
qualitatively within a short period of time. Under
conditions of transforming threats across the
domains of national security, state policy on
ensuring national security and its domains must be
flexible, capable of effectively responding to
projected threats, and prepared to address the
emergence of complex multi-level challenges and
dangers that could not have been foreseen. At the
same time, Ukraine’s security should not depend on
the unpredictability of globalizing processes, the
policies of neighboring states, or on partner states
and potential assistance from them.

One of the directions for achieving the above
task should be the ability to promptly amend
legislation and regulatory acts governing the
components of the security and defense sector, as
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well as planning documents in the field of national
security, when the security situation changes; to
determine a set of political, military, economic,
social, informational, and other necessary measures
to prevent the emergence of threats to the domains
of national security or to eliminate them, and — if
that is not possible — to adapt to new realities.
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HEPCIHHEKTHUBHI HAIIPAIMMU 3MIH Y ITIOJIITHULI JEP)KABU B YMOBAX
TPAHC®OPMAIIIL 3AT'PO3 Y COEPI HALIIOHAJIbHOI BE3IIEKU

Jocnioocero egontoyito 3aepo3 HayioHaNbHiti be3neyi 3a ii oxpemumu cepamu. 3’acosano ob6cmagunu i
VYMOBU, WO BNAUBANU HA MPaHchopmayilo 3aepo3 HayionanwbHitl Oe3neyi YKpainu 3 uacy npo2oioulenms
He3aNeNHCHOCI.  3anponoHosano aemopcvke OaueHHs Npoyecy NOCUIeHHs 3a2po3 6 OKpemux cgepax
HayioHanbHol be3neku Yxpainu enaciiook mpusarnouoi 30poiinoi azpecii pocilicbkoi hedepayii.

3pobneno sucnosku, wo 6 pizHi icmopuuHi nepiodu 3miny 3aepo3 y cehepi HayioHanbHol Oesnexu
3YMOBIOBANU GHYMPIWHI T 308HIWHI YUHHUKY, 30KPEMA CRPOMOICHICIb 0epicasu 3a0e3neuumu 6UKOHAHHS
CBOIX KOHCMUMYYIUHUX 0008 3Ki6 w000 GION0BIOAILHOCHI Neped 2POMAOSHAMU 3d CE0H OisIbHICMD,
a Mmakooic MIdCHAPOOHA NOJIMUKA, C8IM08A eKOHOMIKA, C8IMOo6I Ul pelloHANbHi enobanizayilini npoyecu,
PO3BUMOK MEXHON02I, UWMYYHO20 THMELEKMY GKIIOYHO.

3acposu cpepam nayionanvroi beznexu ma YUHHUKU, KD HA HUX GNAUBAIOMb, AKMYATI306AHI NOCMIUHO
i momy € 06’ekmom 6uBYeHHs 3A0isi PO3POONEHHS HAYKOBO OOIPYHMOBAHUX NPOSHO3I8 CMOCOBHO 3MIH
be3nex08020 cepedosuya i NONIMUKU 0epIcasU w000 6NPOBAOINCEHH 3aX00i8 NPOmMudii UMOGIPHUM
He2amueHUM HACTIOKAM Yy cihepax HayioHanbHOi besnexu.

Knrouoei cnosa: nayionanvrha Oesnexa, 3aepo3u HAyioHAIbHIU Oe3neyi; cepu HayioHanvHoi be3nexu;
OeporcasHa besnexa,; enobanizayis.

158 ISSN 2786-6920 HAYKOBHH BICHHK KI HT'Y M 2 (7) 2025



KHATSAIUK Oleksandr, PURNAK Viktor, VOLIANSKYI Volodymyr. FORMING CRITICAL THINKING
IN FUTURE OFFICERS OF THE NATIONAL GUARD OF UKRAINE: THEORETICAL
AND METHODOLOGICAL ASPECT

UDC 355.58:378.147:159.954 DOI 10.59226/2786-6920.2.2025.159-169

KHATSAIUK OLEKSANDR

Honored coach of Ukraine, Head of the Department of Physical Education,
Special Physical Training and Sports — Head of Physical Training and Sports,
Kyiv Institute of the National Guard of Ukraine
https://orcid.org/0000-0002-4166-9099

PURNAK VIKTOR

PhD, Associate Professor of the Department of Fire Training,
Kyiv Institute of the National Guard of Ukraine
https://orcid.org/0009-0002-2214-9351

VOLIANSKYI VOLODYMYR

Senior Lecturer at the Department of Physical Education,
Special Physical Training and Sports,

Kyiv Institute of the National Guard of Ukraine
https://orcid.org/0000-0001-6528-3783

FORMATION OF CRITICAL THINKING IN FUTURE OFFICERS OF THE NATIONAL
GUARD OF UKRAINE: THEORETICAL AND METHODOLOGICAL ASPECT

The article presents the results of a scientific and theoretical substantiation and methodological
elaboration of approaches to the development of critical thinking in future officers during the study of subjects
within the «combat training» block, namely: «Firearms Training» and «Physical Education and Special
Physical Training». The relevance of cultivating critical thinking is substantiated in the context of ongoing
transformations in the system of higher military education, as well as growing demands for the analytical,
reflective, and prognostic components of officers’ professional competence in conditions of uncertainty and
combat-related risk.

Through the use of systemic, comparative, and logical-gnoseological analysis, the study identifies the
specific features of these disciplines as an integrative environment conducive to the development of intellectual
competencies that foster effective decision-making, adaptability, and self-reflection among future officers. The
article specifies pedagogical conditions and methodological techniques that enhance cadets’ cognitive
engagement in the educational process, including situational modeling, heuristic questioning, combat case
analysis, reflective exercises, and psychophysical training.

The conceptual foundations of pedagogical modeling of content and organization of educational and
training tasks are disclosed, focusing on the integration of critical thinking development with physical and
applied combat skills. Key pedagogical principles to be implemented within relevant training courses are
identified: conscious action, intellectual intensity, contextualization, variability, and reflexivity.

The results of the study may be applied to the modernization of educational programs, the development of
methodological guidelines for instructors in the field of combat training, and the design of training scenarios
that integrate physical, tactical, and cognitive components of officer preparation.

Keywords: combat training, firearms training, critical thinking, future officers, methodological
approaches, educational process, professional training, special physical training, physical education
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Statement of the problem. At the present stage
of development of the system of higher military
education of Ukraine, the task of forming critical
thinking in future officers of the National Guard of
Ukraine acquires particular significance as a leading
intellectual and cognitive quality that ensures a high
quality of assessment, comprehension, and
decision-making under conditions of uncertainty,
risk, and combat stress (extreme conditions of
service and combat activity). Taking into account
the new realities of conducting combat operations,
the specifics of hybrid warfare, information
influences, and the need to adapt to a rapidly
changing operational environment, the ability of
higher education applicants (cadets of higher
military educational institutions) to think rationally,
engage in reflection, identify cause-and-effect
relationships, and make balanced decisions is not
merely important — it constitutes an essential and
necessary  condition for the professional
effectiveness of a future officer.

At the same time, an analysis of scientific and
methodological literature and practical experience
in the professional training of representatives of the
security and defense sector institutions of Ukraine
indicates fragmentation, methodological
inconsistency, and limited application of targeted
technologies for the formation of critical thinking
specifically within the study of disciplines of the
“combat training” block—such as “Fire Training”
and “Physical Education and Special Physical
Training.” The dominance of modern teaching
methods focused on automatism in performing
exercises, along with a lack of cognitive load in
training situations, leads to a decrease in the
intellectual activity of cadets, limiting the
development of their analytical, prognostic, and
reflective competencies.

On the other hand, modern requirements for a
military specialist necessitate the integration of
cognitive and physical components of professional
training. It is precisely the disciplines of the “fire”
and “physical” blocks that, provided appropriate
methodological support, can become an effective
tool not only for physical improvement but also for
the development of critical thinking as a means of
conscious control of one’s own actions, making
non-standard decisions, instant situation analysis,
and risk assessment during the execution of
assigned tasks.

Thus, an urgent scientific and pedagogical
problem arises — the theoretical substantiation and
methodological elaboration of effective approaches

to the formation of critical thinking in future officers
of the National Guard of Ukraine in the process of
mastering the basic disciplines of “combat
training.” Solving this problem involves an
interdisciplinary analysis, a reconsideration of the
goals and content of higher military education, and
the creation of comprehensive methodological tools
and pedagogical conditions that will ensure a
harmonious integration of physical, tactical, and
cognitive components of officer training for the
needs of the National Guard of Ukraine (NGU) and
other institutions of the security and defense sector
of Ukraine.

The research activity was carried out within the
framework of the implementation of the initiative
research project “Creativity of Future NGU
Officers” (code “C.F.O. NGU”), which is
implemented with the direct participation of
academic and pedagogical staff of the Department
of Fire Training of the Faculty of Service and
Combat Activities and the Department of Physical
Education, Special Physical Training, and Sports of
the Kyiv Institute of the National Guard of Ukraine.
The project is focused on identifying effective
pedagogical approaches to the development of the
intellectual and creative potential of higher
education applicants within the system of long-term
training.

Analysis of recent research and publications.
The problem of forming critical thinking in the
context of professional training of servicemen of the
institutions of the security and defense sector of
Ukraine (SDSU) has gained particular relevance in
light of the transformations taking place in the
system of higher military education of Ukraine in
accordance with NATO standards and the demands
of the realities of “hybrid warfare.” In the scientific
discourse, this problem is addressed in the works of
such Ukrainian researchers as O. Rybchuk [1],
V. Mirnenko, V. Artamoshchenko, S. Paldiinas [2],
V. Hrydchyna [3], V. Antoniuk [4], C. Briggs,
Y. Danyk, T. Maliarchuk [5], T. Kovalchuk,
O. Korystin, N. Sviridyuk [6], A. Bratko,
D. Zaharchuk, V. Zolka [7], who emphasize the
importance of critical thinking as a component of
the professional competence of an officer capable of
operational decision-making in complex conditions
accompanied by uncertainty and risk (extreme
conditions of service and combat activity).

In particular, the works of S. Melnychenko,

V. Ovchynnyk, S. Hudal, M. Kulyk [8],
V.Rudynskyi [9], K. Horiacheva [10],
A. Syrotenko, V. Artamoshchenko [11],
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Y. Sergienko, A. Lavrentiev, S. Antonenko [12]
emphasize the need for a systemic revision of
teaching methodologies of the “combat training”
block disciplines toward the activation of cognitive
activity of cadets of higher military educational
institutions (HMEIs).

Studies by S. Nechkhaiev, O. Luhanskyi,
I. Kryzhanivskyi [13], I. Dragomir, B. Niculescu,
G. Obilisteanu [14], A. Kanova [15] reveal the
significance of heuristic methods and problem-
oriented approaches in military pedagogy as means
of developing cognitive flexibility and independent
thinking. In the areas of physical and fire training,
publications by A. Andres, V. Kryzhanovskyi,
O. Rymar [16], S. Romanchuk, V. Ozharevskyi,
Ya. Pankevych, 1. Kolinka, V. Pylypchak,
O. Meleshenko, R. Senyk [17], O. Khatsaiuk,
M. Medvid, B. Maksymchuk, O. Kurok, P. Dziuba
(et al.) [18], O. Markova, Yu. Samsonova,
S. Borodina, V. Shemchuk, I. Atamanenko [19],
Yu. Samsonova, O. Markova, O. Zabula,
0. Khatsaiuk, Ye. Harbara (et al.) [20], M. Medvid,
0. Khatsaiuk, K. Sydorchenko, S. Vorok,
A.Kernas, M. Borovyk [21], R. Kizian,
O. Khatsaiuk, O. Biriukov [22] demonstrate the
effectiveness of integrating intellectual tasks into
the training process, which in turn contributes to the
development of logical analysis skills, assessment
of the combat situation, and the formation of
prognostic thinking.

At the same time, despite the presence of certain
theoretical developments, there is a lack of a holistic
methodological vision regarding the formation of
critical thinking specifically within the framework
of the disciplines of the “combat training” block.
Existing studies are generally fragmented, do not
take into account the interdisciplinary potential of
educational ~ courses, and  methodological
recommendations are not adapted to the specifics of
training officer personnel for the needs of the
Security and Defense Forces of Ukraine,
considering contemporary realities.

Thus, the scientific problem of forming critical
thinking in the process of mastering the disciplines
“Fire Training” and “Physical Education and

Special ~ Physical  Training”  requires a

comprehensive analysis, the development of
appropriate pedagogical models, methodological
approaches, and means of their implementation
within the educational process of a higher military
educational institution.

The purpose of the article is the scientific and
theoretical substantiation and methodological
disclosure of approaches to forming critical
thinking in future officers of the National Guard of
Ukraine in the process of mastering the disciplines
“Fire Training” and “Physical Education and
Special Physical Training.”

In the course of implementing the research and
analytical stage, members of the research group
employed a set of complementary methods of
scientific inquiry adapted to the subject area of the
study, its goals, and objectives. In particular, an in-
depth analysis of scientific and methodological
literature was conducted, which made it possible to
outline the theoretical foundations of the problem
and identify existing approaches to the formation of
critical thinking in the context of military
professional education. Systemic analysis allowed
for a comprehensive consideration of the
educational process as an integral system within
which cause-and-effect relationships between its
components and the development of thinking skills
of higher education applicants (cadets) can be
traced. The application of comparative analysis
made it possible to compare the effectiveness of
various pedagogical practices and educational
models within the disciplines of the “combat
training” block. Pedagogical modeling was used to
create a theoretical construct of the process of
forming critical thinking in future NGU officers,
taking into account the specifics of the military
profession and contemporary challenges of the
security environment. Methods of abstraction and
generalization ensured the identification of
dominant patterns that determine the effectiveness
of this process.

In addition, the study was based on an empirical
foundation that includes generalized materials of
real combat experience, as well as practical
achievements of educational and professional
training of officer personnel for the needs of the
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NGU and other institutions of the security and
defense sector of Ukraine. This made it possible to
increase the applied value of the research and ensure
its relevance to contemporary realities.

Presentation of the main material. Under the
current conditions of transformation of the security
environment, the hybrid nature of wars, the
widespread use of information and psychological
means of influence, and the high level of
technological saturation of combat operations, the
formation of critical thinking in future officers of
the institutions of the Security and Defense Sector
of Ukraine (SDSU), in particular the National Guard
of Ukraine (NGU), acquires particular importance.
The successful activity of a military leader capable
of making well-grounded, responsible, and non-
standard decisions under conditions of uncertainty
largely depends on their ability to analyze, evaluate,
and interpret information, engage in reflection, and
make reasoned judgments—that is, on the level of
formation of critical thinking.

It is generally recognized that critical thinking is
an intellectual process of active and motivated
analysis, synthesis, and evaluation of information,
which presupposes flexibility of thinking,
autonomy of judgments, the ability to self-correct,
and to make balanced decisions. In the field of
military education, namely in the training of officer
personnel, this quality of thinking plays an
important role in the organization of combat
activities, unit command and control, threat
assessment, and adaptation to changes in the combat
environment.

This issue becomes particularly relevant in the
process of mastering such disciplines as “Fire
Training” and “Physical Education and Special
Physical Training.” At first glance, these disciplines
have an applied, utilitarian nature and are focused
on the development of physical,
psychophysiological, and technical qualities of
servicemen (applied professional competencies).
However, a deeper analysis reveals their significant
potential in the sphere of cognitive development of
the officer’s personality.

In particular, fire training includes processes of
spatial orientation, instant analysis of the situation,
assessment of the combat environment, and the
application of firing tactics under dynamically
changing conditions. This forms the ability to
instantly analyze incoming data, take into account
multiple factors, and assess risks and consequences
of one’s own decisions. The pedagogical value lies
in the possibility of deploying combat modeling
situations, introducing methods of “tactical case
analysis,” and conducting training with dynamic
scenarios that develop the analytical flexibility of
cadets [19, 20, 22].

Even broader opportunities for the development
of critical thinking are provided by the discipline
“Physical Education and Special Physical
Training,” especially in the context of conducting
classes under extreme conditions, with the inclusion
of elements of psychological stress, sensory
isolation, and time constraints. Under conditions of
special physical training, critical thinking manifests
itself in the ability to control one’s own physical
condition, manage physical resources, and make
onepatuBHi decisions under conditions of fatigue,
stress, or risk of injury [18, 21].

In order to scientifically substantiate the
importance of forming critical thinking in the
process of “combat training,” members of the
research group organized a comparative study based
at the Kyiv Institute of the National Guard of
Ukraine (KI NGU, n = 65) and the National
Academy of the National Guard of Ukraine
(NANGU, n = 147), Table 1.

The results of the study confirm that a specially
organized methodology for the development of
critical thinking in the process of physical and fire
training significantly increases not only cognitive
but also operational indicators of effectiveness of
cadets. The formation of critical thinking in future
officers of the National Guard of Ukraine is an
integral element of training a new-generation
specialist capable of making well-grounded
decisions under conditions of uncertainty, limited
time, and high risk.
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Table 1 — Key indicators of the level of critical thinking formation in the process of completing the
disciplines “Fire Training” and “Physical Education and Special Physical Training” by higher education
applicants of the Kyiv Institute of the National Guard of Ukraine (KI NGU) and the National Academy of the

National Guard of Ukraine (NANGU)

Indicators Group with targeted development of | Control Group
critical thinking (EG) (CG)
Decision-making speed (average) 43s 7.8s
Accuracy of tactical situation assessment 91% 67%
{;e;/el of psycho-emotional stability in a stress high (78%) e (519)
Number of errors when performing exercises 1.2 3.9
under variable conditions

This process becomes particularly relevant
during the mastering by higher education applicants
of the disciplines of the “combat training” block —
specifically, “Fire Training” and “Physical
Education and Special Physical Training.” It is
within these educational components that the
foundation of practical competence is laid, which
must be complemented by the intellectual potential
of the officer — the ability to reflect, critically
analyze, interpret, and evaluate situations under
combat conditions.

Analyzing the scientific works of the researchers
Y. Sergienko, A. Lavrentiev, S. Antonenko [12],
O. Markova, Yu. Samsonova, S. Borodina,
V. Shemchuk, I. Atamanenko [19], R. Kizian,
O. Khatsaiuk, O. Biriukov [22], it is appropriate to
state that critical thinking in the professional
dimension of a serviceman is the ability to:
consciously interpret operational information;
assess the adequacy of actions in a dynamic
environment; identify erroneous judgments and
contradictions in unit actions; select the most
effective tactics among alternative options; and
intellectually model risks in the process of making
command decisions. In addition, under conditions
of modern armed conflict, critical thinking acts not
only as a cognitive component of professionalism
but also as an element of survival and maintenance
of the combat capability of a unit.

Taking into account the above, the members of
the research group identified the following
methodological approaches (see Table 2):

1) for the discipline “Fire Training”: problem-
based learning, the method of combat cases and
decision analysis;

2) for the discipline “Physical Education and
Special Physical Training”: contextualization of
physical tasks; tactical games and situational
learning  (concurrent  physical  training).The
approaches listed above ensure the formation of
critical thinking in the process of studying the
disciplines of the “combat training” block by future
law enforcement officers (cadets of the Kyiv
Institute of the National Guard of Ukraine, as well
as cadets of the National Academy of the National
Guard of Ukraine).

According to the results of monitoring scientific-
methodological, specialized, and reference literature
(S. Melnychenko, V. Ovchynnyk, S. Hudal, M. Kulyk
[8], Y. Sergienko, A. Lavrentiev, S. Antonenko [12],
A. Kanova [15], S. Romanchuk, V. Ozharevskyi, Ya.
Pankevych (et al.) [17], O. Khatsaiuk, M. Medvid,
B. Maksymchuk (et al.) [18], Yu. Samsonov,
O. Markov, O. Zabula, O. Khatsaiuk (et al.) [20],
R. Kizian, O. Khatsaiuk, O. Biriukov [22]), the
members of the research group established that the
introduction of digital simulators, video analysis
(biomechanical analysis of applied movements),
personal physical load trackers, and VR platforms
(technologies) opens new opportunities for the
analysis of cadets’ actions, namely: video analysis
of fire training exercises makes it possible to assess
the sequence of actions and errors; trackers allow
evaluation of the distribution of physical effort,
recovery, and movement rhythm; VR technologies
enable the simulation of scenarios with elements of
overload threats

cognitive (multiple

simultaneously).
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Table 2 — Main methodological approaches ensuring the formation of critical thinking among
representatives of the studied category

Methodological Approaches

Content Characteristics

I. Firearms Training

1.1. Problem-based and situational
learning (Problem-Based Learning):

The problem-based and situational approach involves posing tactical,
logistical, or psychologically complex tasks to cadets, the solution of which
requires analysis, hypothesis generation, and forecasting of consequences.
For example: assigning a task to engage a target under changed weather
conditions with a limited ammunition supply; analyzing the consequences
of an incorrect choice of firing position; selecting a type of weapon
depending on the characteristics of the enemy, available cover assets, and
terrain elevation. Within this approach, the modeling of combat scenarios
with an unpredictable development of events is used, which encourages
cadets to flexibly rethink their actions and critically assess standard patterns.

1.2. Method of combat cases and
decision analysis:

Real or simulated combat situations (cases) serve as objects for discussion,
group analysis, and comparison of alternatives. For example: analysis of
combat actions (operations) in urban environments (using combat
experience of own troops, the enemy, and allies); assessment of the actions
of a machine-gun crew under extreme conditions; consideration of
situations involving unreliable communications in dense urban combat.
These cases are processed using a system of evaluative questions that
stimulate the identification of hidden errors, weaknesses in decisions, as
well as potential options for optimization.

II. Physical Education and Special Physical Training

2.1. Contextualization of physical
tasks:

Physical exercises are presented not as isolated elements, but as components
of tactical scenarios that require additional comprehension. For example:
exercises involving accelerated movement in body armor over rough terrain
are assessed according to such criteria as endurance, speed of situational
assessment, and selection of the safest route; exercises on casualty
evacuation include analysis of cover tactics and determination of priorities
in combat actions.

2.2. Tactical games and situational
learning (associated physical
training):

Simulation modules in which physical activity is accompanied by logical
and command tasks are an effective means of developing critical thinking.
For example: a group commander receives new input regarding a change of
mission during a foot march, and cadets must adapt to task execution
without loss of time; during an input scenario (imitation of an attack on an
enemy column), cadets must independently distribute functions, taking into
account the physical readiness of each servicemember.

Reflective and analytical processing of results: After completing the exercises, cadets fill in reflective sheets in which
they answer questions such as: what difficulties arose, what decisions were made and why, and what could have been
done differently. Such actions form a habit of self-analysis, which constitutes the basis of critical thinking.

Taking into account the above, we have
constructed a graphical model of the formation of
critical thinking in future officers of the National
Guard of Ukraine in the process of studying the
disciplines of the “combat training” block (Fig. 1),
which demonstrates the interrelationship between
disciplines, methodological approaches, modern
tools, and the final result — the development of

critical thinking among representatives of the
studied category.

Based on the obtained results (Table 1), the
members of the research group developed a
comparative table (Table 3) that demonstrates the
effectiveness of the proposed methodological
approaches, which are advisable to use in the
educational process of representatives of the studied
category.
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Figure 1 — Graphical model of the formation of critical thinking in future law enforcement officers

Table 3 — Comparative Table of the Main Methodological Approaches

in the process of studying the disciplines of the “combat training” block

Methodological
Approach

Application in Firearms Training

Application in Physical
Education and Special
Physical Training (SPT)

Impact on Critical
Thinking

Problem-based and
situational learning

Solving modified combat situations
and tactical dilemmas.

Responding to changes
in initial inputs during
the performance of
physical exercises.

Development of cognitive
flexibility and the ability
to respond to change.

Case method
(analysis of combat
actions)

Analysis of examples of unit actions
(successful/unsuccessful).

Analysis of exercises
containing errors or
emergency situations.

Formation of analytical
thinking and the ability to
identify cause-and-effect
relationships.

Situational and
tactical games

Combat simulations with tactical
command elements.

Quest-based and
situational tasks;
competitive methods.

Activation of dynamic
decision-making and
development of team
thinking.

Reflective Self-analysis after live-fire Assessment of actions Development of self-
assessment exercises; evaluation of the after physical loads; assessment skills and the
effectiveness of decisions made. work with reflective ability to recognize and
sheets. correct mistakes.
Tools: VR, Simulators for imitation of fire Load trackers, video Multilevel analysis of

simulators, video

contacts; video analysis of tactics.

recording of physical
exercises, simulators of
tactical situations.

actions and development
of visual critical

perception.
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The development of critical thinking of cadets of
higher military educational institutions of the
National Guard of Ukraine in the process of
studying the disciplines of the “combat training”
block should be based on the integration of physical,
cognitive, and moral load with simultaneous
immersion in a dynamically changing tactical
environment. The implementation of problem-
oriented methods, contextual practices, reflective
assessment, and digital technologies makes it
possible not only to optimize the learning process
but also to train officers capable of critical thinking,
independent action, and responsible behavior under
extreme conditions of service and combat activity.

Conclusions and prospects for further
research. The scientific and theoretical
substantiation and methodological elaboration of
approaches to the formation of critical thinking in
future officers of the National Guard of Ukraine in
the process of mastering the disciplines “Fire
Training” and “Physical Education and Special
Physical Training” made it possible to formulate the
following conclusions:

1. critical thinking is one of the key
professionally significant cognitive competencies
of an officer in the modern security environment,
which  is  characterized by  instability,
unpredictability, and a high level of threats. Its
development is necessary for effective analysis of
the combat situation, making balanced decisions,
and implementing adaptive actions under conditions
of uncertainty (extreme conditions of service and
combat activity);

2. the disciplines of the “combat training”
block, in particular “Fire Training” and “Physical
Education and Special Physical Training,” possess
significant potential for the integration of heuristic,
problem-oriented, case-based, and reflective-
activity approaches, which contributes to the
activation of cognitive activity of cadets of higher
military educational institutions of the National
Guard of Ukraine (and other institutions of the
security and defense sector of Ukraine) and to the
formation of their abilities for logical analysis,
prognostic thinking, and independent decision-
making under stress-inducing conditions (extreme
conditions of service and combat activity);

3. the experimental model for the formation of
critical thinking in future officers of the National
Guard of Ukraine in the process of mastering the
disciplines of the “combat training” block,
developed by the members of the research group,
provides for the holistic integration of the following

components: motivational—target, content—
operational, organizational-methodological, and
control—evaluation. Its implementation ensures the
systemic nature and manageability of the process of
critical thinking development in education;

4. the results of the theoretical analysis indicate
the need to revise traditional approaches to teaching
the disciplines of the “combat training” block
toward reorienting from formal acquisition of
knowledge to the development of the ability for
flexible thinking, problem formulation, analysis of
alternatives, and risk assessment. This determines
the necessity of introducing innovative didactic
technologies that meet the requirements of modern
higher military education;

5. the scientific and methodological support for
the formation of critical thinking in future officers
should be based on the principles of learner-
centered education, military-professional
orientation, integration of physical and intellectual
loads, interdisciplinarity, and the subject-oriented
nature of the educational process.

Given the multifactorial and complex nature of
the problem of forming critical thinking in higher
military education, further research should be
directed toward empirical verification of the
effectiveness of the proposed methodological
approaches in the conditions of educational practice
of higher military educational institutions of the
National Guard of Ukraine (and other institutions of
the security and defense sector of Ukraine), in
particular through pedagogical experimentation.
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The author has improved the methodology of the headquarters of a border guard detachment regarding the
employment of state border protection units using simulation modeling, which serves as an auxiliary tool
within the decision support system. The methodology ensures a high level of planning of operational and
service activities and provides an opportunity to assess the adopted decision on the employment of these units
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Problem of the statement. Under current
conditions, the work of the command and control
bodies of border guard detachments and state border
protection units (hereinafter — SBPU) requires
continuous improvement of the scientific and
methodological framework that would ensure a high
level of planning of operational and service
activities (hereinafter — OSA) and the employment
of these units at the state border. Existing systems
for assessing the OSA of border units often have a
fragmented nature, are focused on retrospective
analysis of statistical indicators (data) (the number
of detained offenders, an increase in passenger flow,
detention of contraband goods, weapons, narcotic
substances, etc.), and do not take into account the
integral capability of SBPU units to adapt to rapidly
changing conditions. The absence of a unified
methodological ~ basis  for  comprehensive
assessment of the adopted decision reduces the
effectiveness of the work of the command and
control bodies of border guard detachments and
state border protection units [1]. This gives rise to
an urgent scientific task of developing a
methodology that would ensure the adoption of
substantiated decisions and their assessment.

Analysis of recent research and publications.

Issues of national and border security, action
planning, employment of units, and increasing their
effectiveness have been addressed by scholars
Telelym V. M. [2] and Romanchenko I. S. [3].
Monograph [4] presents general principles and the

© V. Shevchuk, 2025

content of staff decision-making procedures in
military command and control, in particular
according to NATO standards. Voloshyna V. V. and
Rudnytskyi A. V., in their study [5], proposed a
conceptual framework based on best practices,
which relies on theoretical and methodological
achievements in the field of studying decision-
making processes of military personnel under crisis
conditions. Olenchenko V., Nemeryshchyn V., and
Ihnatiev A. analyzed existing decision support
systems used by the security forces of Ukraine [6];
however, in the field of state border protection,
simulation modeling in the decision-making process
has not yet been considered. In monograph [7], the
authors developed a methodology for the
comprehensive use of military and non-military
forces and means of the security and defense sector.
Kachynskyi A. B., together with the team of authors
of monograph [8], developed scientific concepts
and mathematical methods for command and
control of forces and means. Issues of planning the
operational and service activities of the State Border
Guard Service of Ukraine were addressed in the
scientific works of Bratko A. V. [9]. Existing
methods, models, and methodologies of planning do
not take into account new conditions of joint task
execution by military formations and law
enforcement agencies that arise under modern
threats, nor do they consider managerial decision-
making using simulation modeling systems by the
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bodies and units of the State Border Guard Service
of Ukraine.

The purpose of the article is to improve the
methodology of the work of the headquarters of a
border guard detachment regarding the employment
of state border protection units using simulation
modeling.

Presentation of the main material. In
accordance with the conduct of Stage II of
preparation for operational and service activities in
the next calendar year or another period, the
headquarters of a border guard detachment develops
a plan of special measures for searching for
offenders within the area of responsibility of the
border guard detachment [15].

Preparation of the headquarters of a border guard
detachment for conducting special measures to search
for offenders (hereinafter — SMSO) is carried out with
forecasting of threats at the state border, monitoring of
the situation in the controlled border area, prevention
of offenders’ actions, continuity of actions of forces
and means, and their timely maneuver in order to
localize, neutralize, and suppress offenses.

The main stages of the improved methodology
of the work of the headquarters of a border guard
detachment regarding the employment of SBPU
units under conditions of complication are
presented in Figure 1.

1.COLLECTION, STUDY, AND PROCESSING OF SITUATIONAL DATA

population;

o study of intelligence information from operational-search and other units;

e study of information from the headquarters of higher command, neighboring
regional administrations, and bodies (units) of state border protection;

e processing of information from state institutions, public organizations, and the local

o study of topographic maps, photographic images, and weather forecasts.

2. CLARIFICATION OF THE TASK AND ASSESSMENT OF THE SITUATION

determination of the purpose of actions and the intent of the senior commander;
assessment of own forces and means, attached forces, and neighboring units;
analysis of the actions of offenders, terrain, and weather conditions;

in units with checkpoints — analysis of cargo and passenger transportation.

3. PREPARATION OF PROPOSALS FOR DECISION-MAKING

decision using JCATS;

e conclusions based on the assessment of the situation;

e determination of directions for the concentration of main efforts;

e calculation of forces and means, including reserves;

e conducting operational and tactical calculations and verification of the adopted

e preparation and issuance of preliminary orders;
e organization of command and control and communications.

4. FORMALIZATION OF THE DECISION

formulation of the concept (intent) of actions;
assignment of tasks to units and determination of the procedure for interaction;
development of the border protection plan (service order);
graphical representation on a map with an explanatory note;
approval of the decision by the senior commander.

Figure 1 — General scheme of the improved methodology of the work of the headquarters of a border guard
detachment regarding the employment of state border protection units using simulation modeling
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Stage 1.

Collection, Study,
Situational Data.

The collection (acquisition), study, and
processing of situational data are carried out jointly
with operational-search and other units in order to
provide the necessary data for decision-making
within the guarded section of the state border.

The main sources of obtaining situational data
include: intelligence of all types; information from
the higher headquarters, neighboring regional
administrations, bodies (units) of state border
protection, interacting bodies of other state
structures, public organizations, and the local
population; reports and briefings from the
headquarters of subordinate bodies (units); reports
of headquarters officers seconded to subordinate
structures; study of topographic and maritime
charts, photographic images, and other reference
documents; weather forecasts from
hydrometeorological (meteorological) stations, etc.

Stage 2.

Work During Clarification of the Task and
Assessment of the Situation.

As a result of clarifying the received task, it is
necessary to understand: the purpose of future
actions; the intent of the senior commander; the
tasks, role, and place of the state border protection
body (unit) in future actions; the tasks of
neighboring units and the procedure for interaction
with them; which tasks are performed by the forces
and means of the senior commander in the interests
of the state border protection body (unit); the
procedure for the employment of forces and means;
readiness to execute the received task.

A deep understanding of the content of the
received task enables the chief of staff to
purposefully organize the work of the command and
control body.

When assessing the situation, the headquarters of
the border guard detachment evaluates it
comprehensively, by elements: the position,
composition, and possible nature of actions of
offenders; the position, composition, condition, and
capabilities of own and attached bodies (units); the
position and nature of actions of neighboring units
and the conditions of interaction with them; the
position and capabilities of interacting bodies; the
nature of the terrain; the radiation, chemical, and
bacteriological (biological) situation, possible
changes therein and their impact on the actions of
bodies (units); the nature of economic and
production  activities of  enterprises  and
organizations in the border strip and the controlled

and Processing of

border area and their impact on the activities of the
state border protection body (unit); the state of
weather, season of the year, and time of day.

In addition, in state border protection bodies
(units) that include checkpoints across the state
border of Ukraine, the volume and nature of
transportation across the state border are assessed.

Stage 3.

Preparation of Proposals for Decision-
Making.

Based on clarification of the received task and a
comprehensive assessment of the situation, the
headquarters of the border guard detachment
prepares proposals for the commander to make a
decision. The proposals, as a rule, should provide
for: conclusions from the assessment of the
situation; which units are to be transferred to
enhanced state border protection and the content of
the measures to be implemented; directions for
concentrating main efforts; which forces and means
are to be engaged in operational and service
activities; the overall organization of state border
protection (according to defined systems) and the
organization of the service order; by which forces
and means, on which lines, and by what time to
strengthen the covering of the state border, to block
(cover) areas of probable presence of offenders;
tasks to be assigned to bodies (units); the procedure
for guarding junctions and gaps; routes for the
movement of reserves and reinforcing units;
additional regime measures to be implemented; the
composition of reserves, by what time and in which
areas they are to be concentrated; with whom and
on which issues to organize interaction; the
procedure for comprehensive support of the actions
of bodies (units); organization of command and
control; main measures for advance preparation of
state border protection bodies (units) for actions;
other measures arising from the specifics of the
development of the situation within the section of
the state border.

In addition, it is necessary to provide for the
procedure for the actions of forces and means in the
event of the emergence of special measures to
search for offenders.

Simultaneously with the preparation of
proposals for the employment of forces and means,
the headquarters prepares data and calculations
related to the organization of command and control.

After clarification of the received task,

assessment of the situation, and approval of the
intent, in order to provide bodies (units) with more
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time to prepare for future actions, preliminary orders
are issued to them (under the parallel method of work).

Preliminary orders, as a rule, specify: the intent
of actions; measures to be taken immediately to
prepare bodies (units) for future actions and, if
necessary, the movement of reserves to action areas;
tasks related to obtaining necessary situational data;
informing neighboring units and interacting bodies;
preparation of the data necessary to complete
planning; readiness time.

Preliminary orders, in order to save time, may be
communicated to bodies (units) orally, personally
by the commander or the chief of staff, and must
necessarily be duplicated in written form (for
example, by telegram) in accordance with
established rules for the preparation of operational
and service documents.

Operational and tactical calculations are
conducted in order to determine initial data—
quantitative, qualitative, as well as temporal and
other normative indicators—required for the
commander to make a decision, to plan operational
and service activities, and to ensure command and
control of subordinate bodies (units).

The initial data for conducting calculations
include: the received task; the composition and
capabilities of subordinate bodies and units; possible
actions of offenders; and other situational data.

In all structural subdivisions of the command
and control body, a list of the main operational and
tactical calculations to be performed during
organization and in the course of typical measures
1s determined; standard calculations for the most
important operational and tactical tasks are carried
out in advance, and methodologies for conducting
and refining calculations for a specific situation are
developed. Technical means, including simulation
modeling, are used to prepare operational and
tactical calculations.

Simulation modeling is used to verify and assess
the adopted decision of commanders of state border
protection bodies and units.

Modeling is conducted through the phased input
of data on offenders, own forces and means,
including attached and interacting forces, taking
into account terrain, season, weather conditions, and
time of day. The simulation is conducted until the

result is achieved through continuous adjustment of
tactical techniques.

Modeling is conducted in the classroom of the
Simulation Modeling Center (hereinafter — SMC).
Actions begin with a briefing in which the
commander of the border guard detachment
communicates the intent for conducting special
measures to search for offenders.

Upon its completion, the officers of the
headquarters and the senior elements of the service
order take their places at automated workstations,
and the simulation modeling system conducts the
play of actions of the elements of the service order
of the border guard detachment, attached reserves,
and law enforcement agencies in the prepared area
for conducting special measures to search for
offenders.

Representatives of the Simulation Modeling
Center, acting as offenders, introduce changes to the
conditions of conducting special search actions,
namely: they change movement routes and hiding
places, conduct armed attacks on elements of the
service order, introduce suddenness of actions under
changing weather conditions and other factors that
complicate the conduct of the search, etc.

The command headquarters continues to escalate
the situation by providing inputs, controls the work
and command and control of the elements of the
service order of the border guard detachment, and
verifies the quality of the elaboration by officials of
the defined documents by stages.

Officers at automated workstations verify the
expediency of the adopted decision, check
operational and tactical calculations and proposals,
as well as maneuver and march routes of the forces
and means of the border guard detachment.

After verification of the effectiveness of the
submitted proposals by the headquarters of the
border guard detachment, Stage 4 begins, namely
the formalization of the decision by the commander
of the border guard detachment.

Stage 4.

Formalization of the Decision.

The commander of the border guard detachment
makes the decision personally on the basis of
clarification of the received task, assessment of the
situation, and the operational and tactical
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calculations and modeling of future actions
conducted by the headquarters.

The decision defines: conclusions from the
assessment of the situation; the intent of actions;
tasks for state border protection bodies (units) and
attached units; the main issues of interaction and
comprehensive support; organization of command
and control.

The basis of the decision is the intent of actions,
which determines: the purpose of actions; directions
(areas) for concentrating main efforts; the
organization of border protection (operational
(service) order); the procedure and methods for
executing tasks; additional regime measures in
controlled border areas; locations for organizing
(deploying) filtration points (if necessary); areas
and main measures for conducting operational
search; areas of aerial reconnaissance, etc.

In the state border protection body, the intent of
actions and the plan of operational and preventive
measures are usually developed on a single map
(scheme).

The decision of the commander of the border
guard detachment on conducting operational and
service activities in connection with the
complication of the situation is presented
graphically on a map (scheme) with an explanatory
note. It is the most important planning operational
and service document and is intended for reporting
the decision for approval by the senior commander,
assigning tasks to subordinate and attached bodies
(units), organizing interaction and comprehensive
support, as well as for command and control of
bodies (units) during the conduct of operational and
service activities. After approval by the senior
commander, the decision becomes the legal basis
for the development of all other operational and
service documents and for the command of
subordinate bodies (units) [16].

Thus, for approbation of the methodology,
namely verification of the adequacy of managerial
decision-making procedures within the simulation
modeling system, a command-and-staff exercise

(hereinafter — CSE) was conducted with trainees of
the Faculty of Professional Education and
Leadership of the Bohdan Khmelnytskyi National
Academy of the State Border Guard Service of
Ukraine (hereinafter — NASBGSU) within the
discipline “Operational and Service Activities of the
State Border Guard Service of Ukraine” on the topic
“Organization of Operational and Service Activities
within the Area of Responsibility of a Border Guard
Detachment,” using the JCATS simulation
modeling system (at the Simulation Modeling
Center of NASBGSU).

During the third stage, “Organization and
Conduct of Special Measures to Search for
Offenders,” a situation was created that prompted
the commander of the border guard detachment to
plan measures for decision-making on conducting
special measures to search for a group of armed
persons, to conduct operational and tactical
calculations, and to formalize the initial data of the
elements of the service order for input into JCATS.

In addition, the issues of the stage revealed the
work of the commander of the border guard
detachment and officials of the detachment in
assigning tasks to the elements of the service order,
organizing interaction, and providing
comprehensive support for the planned measures.

During the practical part of the third stage, the
trainees conducted a simulation of the actions of the
forces and means of the border guard detachment
and reserves on the prepared JCATS theater, tested
the input of calculations, determination of lines and
areas of special measures, and modeled methods of
action for searching for offenders (Figures 2, 3).

With the assistance of the instructor staff of the
Simulation Modeling Center, at least two
simulations of situational actions of offenders and
actions of the forces and means of the border guard
detachment were conducted with each group,
involving changes in routes, suddenness of actions,
under changing weather conditions and other
factors complicating the conduct of the search.
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Thus, based on the results of the conducted
command-and-staff ~ exercise (CSE), the
effectiveness of the methodology of the work of the
headquarters of a border guard detachment
regarding the employment of state border protection
units using simulation modeling was demonstrated.
The work of the commander of the border guard
detachment and the staff officers in organizing
operational and service activities and in decision-
making on special measures to search for offenders
was practiced. The methodology using simulation
modeling provides the headquarters of a border
guard detachment with the opportunity to increase
the required level of practical skills in resolving
inputs that model various elements of the situation
occurring in the operational and service activities of
state border protection bodies.

The application of simulation modeling made it
possible to model future actions and predict their
nature, as well as to carry out preventive measures
against the actions of offenders in advance and to
assess future decisions. The use of simulation
modeling serves as an auxiliary tool in the
managerial decision-making procedure.

Conclusions and prospects for further
research. Thus, the developed methodology of the
work of the headquarters of a border guard
detachment regarding the employment of state
border protection units using simulation modeling is
an auxiliary tool within the decision support system.
Based on the conclusions of the approbation of the
methodology during the CSE, decision-making
using simulation modeling made it possible to:

increase the level of coordination of the
command and control bodies of a border guard
detachment  without  involving  personnel,
equipment, weapons, consumption of fuel and
lubricants, and communication means;

reproduce variants of changes in the situation,
analyze and assess the actions of various parties
under different scenarios in the shortest possible
time;

carry out rapid replacement of scenarios for the
development of the situation;

model special measures (actions) to search for
offenders in order to practice tactical techniques,
modernize and improve the organizational and

staffing structure of existing units of the State
Border Guard Service of Ukraine, determine forms
and methods of their employment, and increase the
effectiveness of operational and service activities;

verify and assess the adopted decision, which is
currently difficult to achieve;

reduce the time required for making a
managerial decision by 15% compared to the
existing methodology.

The methodology constitutes the fourth
simulation-modeling block (a modeling and
approbation tool) of the concept “Model of
Employment of State Border Protection Units under
Conditions of Complication of the Situation.”

In further research, it is advisable to develop
scenarios for the development of the situation at the
state border and variants of decisions taking into
account contemporary threats.
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METOAUKA POBOTHU IUTABY IIPUKOPJOHHOI'O 3AI'OHY OO0 3ACTOCYBAHHSA
HIaAPO3A1J1IB OXOPOHU JEP KABHOI'O KOPJOHY 3 BUKOPUCTAHHAM
IMITAIIMHOI'O MOJIEJIOBAHHSA

Asmopom po3pobrero memoouxy pobomu wmady nPUKOpOOHHO20 3A20H) W00 3ACTNOCYBAHHS RIOPO30iNi8
OXOPOHU 0epHCABHO20 KOPOOHY 3 BUKOPUCHAHHAM IMIMAYIUHO20 MOOEN08AHHA, WO € OONOMINCHUM
IHCMpPYMEeHmom y cucmemi niOmpumku nputinamms piuensb. Memooonocia 3abe3neuye 6UCOKULl pieHb
NIAHYBAHHS. ONEPAMUBHOT Ma CYAHCOO0BOI QIANLHOCMI A HAOAE MONCIUBICIMb OYIHUMU NPULIHAME DilleHHs]
npo 3acmocy8amnus yux nioposoinie Ha OepaicasHomy kopooui. Ocnosua poboma oghiyepis wmaby opeauy
OXOPOHU 0ePIACABHO20 KOPOOHY 8 NPOYeci NPULIHAMMS pilieHsb NONA2AE 8 THOMY, WO HA OCHOBI 2IuboKo20 ma
6CEOIUH020 YMOUHEHHST 3a60AHb, OYIHKU 0OCMAHOBKU, NPOBEOEHHS ONePamueHO-MAKMUYHUX PO3PAXYHKIE,
MOOeN08aHHsL MauOymuix Oitl, 6OHU 20MYIONMb NPONOIUYIT MA MUM CaAMUM OONOMALAIOMb KePIGHUK)Y OP2aHy
OXOPOHU  0epIHCABHO20 KOPOOHY 'V NpUtiHammi 00IpyHmMoganozo piuwienns. Illputinamms piweHv 3
BUKOPUCMAHHAM  IMIMAYIUHO20 MOOENI08AHHA 00360JUN0. NIOGUWUMU DieeHb KoopOouHayii Oitl opeanise
VIPAGNIHHA NPUKOPOOHHO20 3A20HY, De3 3AY4eHHs BUMpam Ha 0co008Ull CKIA0, MEXHIKY, 030POEHHS, NATUBO
ma 36's130K; 8I0Meopumu 8apiaHmu 3MiHU 0OCMAHOBKU, NPOAHANIZY8AmMU Ma OYIHUMU Oii PI3HUX CMOPIH 3d
PIBHUMU 8APIAHRMAMU Y HAUKOPOMULL MEPMIHLL, NPOBeCU ONePaAMUBHY 3AMIHY CYEHAPIi8 PO3GUMKY Cumyayii;
MoOenoeamu cneyianbii 3axoou (0ii) 3 NOWLYKY NpagonoOpYWHUKIG, 8IONPAYbO8Y8amy MAKMUYHI NPpUiomMu,
MOOepHizysamiu ma 800CKOHANUMU OP2AHIZAYIUHO-WMAMHKY CIMPYKMYPY ICHYIOUUX niopo30inie /lepiicasroi
NPUKOPOOHHOT CAyoHcOU ma eusHayumu Gopmu ma memoou ix 3aCmocy8anHs, NiOGUWUMU eeKmUsHiCmb
ONepPamuHO-CyHcO080I OiNbHOCMI, Nepegipumu ma OYiHUMU NPULIHAME PIUEHHS, W0 Hapa3i € CKIAOHUM,
CKOpOMUMUY 4ac NPULHAMMA YNPABIIHCbKO20 piulenHs Ha 15 % nopisHaHO 3 ICHYIOUON MemOoOUKomw.
Memooonozis € uwemeepmum OI0KOM MOOENOBAHHS (IHCIPYMEHMOM MOOENI08AHHA MdA MeCHy8aHHsl)
xonyenyii "Mooeni 3acmocysanns niopo30inié 0XOpoHU O0epAHCABHO20 KOPOOHY 6 YMO8AX CKIAOHOL
obcmanogku”.

Knwouogi cnosa: nianysanns; onepamusHo-ciyico06a OisibHicmb; RPULHAMMS PIUEHHS, MOOEI08AHHSL,
3aCMOCyBaHHsl NiOPO30INi8, NPoyec YNPAasiints, Ni020MOBKA, MemoouKd.
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